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The FortiOS Ansible Collection provides Ansible modules for configuring FortiOS appliances.
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CHAPTER 1

FortiOS Galaxy Versioning

1.1 FortiOS Galaxy versions

From v2.0.0 on, FortiOS galaxy collections are unified, there is only one sequential collection at any moment.
users who install these collections are expected to find the version compatibility information for each module and its
parameters.

FOS ver- | Galaxy Ver- | Release Path to Install

sion sion date

unified 2.0.0 2021/4/6 ansible—-galaxy collection install fortinet.
fortios:2.0.0

unified 2.0.1 2021/4/7 ansible—-galaxy collection install fortinet.
fortios:2.0.1

unified 2.0.2 2021/5/14 ansible—-galaxy collection install fortinet.
fortios:2.0.2

unified 2.1.0 2021/6/25 ansible-galaxy collection install fortinet.

latest fortios:2.1.0

1.2 Legacy FortiOS Galaxy Versions

Prior to FortiOS collection v2 . 0. 0, FortiOS Galaxy collections were built over three FOS major versions, i.e. v6. 0,
v6.2 and v6. 4, thus, users are expected to install the collection according to the following table to avoid potential
compatibility issues.
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fortios:1.1.7

FOS ver- | Galaxy Ver- | Release Path to Install

sion sion date

6.0.0 1.0.13 2020/5/26 ansible—-galaxy collection install fortinet.
fortios:1.0.13

6.0.0 1.1.2 2020/12/4 ansible-galaxy collection install fortinet.
fortios:1.1.2

6.0.0 1.1.5 2020/12/7 ansible—-galaxy collection install fortinet.
fortios:1.1.5

6.0.0 1.1.8 2020/12/21 | ansible—galaxy collection install fortinet.
fortios:1.1.8

6.0.0 1.1.9 2020/3/1 ansible-galaxy collection install fortinet.
fortios:1.1.9

6.2.0 1.0.10 2020/5/6 ansible—-galaxy collection install fortinet.
fortios:1.0.10

6.2.0 1.1.0 2020/12/4 ansible—-galaxy collection install fortinet.
fortios:1.1.0

6.2.0 1.1.3 2020/12/7 ansible—-galaxy collection install fortinet.
fortios:1.1.3

6.2.0 1.1.6 2020/12/21 | ansible—-galaxy collection install fortinet.
fortios:1.1.6

6.4.0 1.0.11 2020/5/11 ansible—-galaxy collection install fortinet.
fortios:1.0.11

6.4.0 1.1.1 2020/12/4 ansible—-galaxy collection install fortinet.
fortios:1.1.1

6.4.0 1.14 2020/12/7 ansible-galaxy collection install fortinet.
fortios:1.1.4

6.4.0 1.1.7 2020/12/21 | ansible—galaxy collection install fortinet.

Note: Use —f option (i.e. ansible-galaxy collection install -f fortinet.fortios:x.x.x)

to renew your existing local installation.
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CHAPTER 2

Install FortiOS Ansible Galaxy

This document explains how to install the FortiOS Ansible Galaxy Collection.

2.1 Install Python3

* Follow steps in https://www.python.org/ to install Python3 on your host.

2.2 Install Ansible Core

¢ Follow instructions in https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html to install
Ansible

* The Ansible core version requirement: >= 2.9.0

2.3 Install FortiOS Galaxy Collection

The FortiOS Ansible Galaxy supports multilple FortiOS major releases, you can install the latest collection by de-
fault via command ansible-galaxy collection install fortinet.fortios. you can also choose
another galaxy version to match your FortiOS device.

Please see the versionig notes for more recently released collections and install the ones which are marked latest
for your devices.



https://www.python.org/
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html
version.html
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CHAPTER 3

Run Your First Playbook

This document explains how to run your first FortiOS Ansible playbook.

With FortiOS Galaxy collection, you are always recommended to run FortiOS module in ht t papi manner. The first
step is to prepare your host inventory with which you can use ansible-vault to encrypt or decrypt your secrets
for the sake of confidentiality.

3.1 Prepare host inventory

in our case we create a file named hosts:

[fortigates]

fortigateOl ansible_host=192.168.190.130 ansible_user="admin" ansible_password=
—"password"

fortigate02 ansible_host=192.168.190.131 ansible_user="admin" ansible_password=
—"password"

fortigate03 ansible_host=192.168.190.132 fortios_access_token=<your access token>

[fortigates:vars]
ansible_network_os=fortinet.fortios.fortios

FortiOS supports two ways to authenticate Ansible: ansible_user and ansible_password pair based;
fortios_access_token access token based. Access token based way is prefered as it is safer without any
password explosure and access token guarantees request source location is wanted.

for how to generate an API token, visit page FortiOS API Spec.

3.2 Write the playbook

in the example: test . yml we are going to modify the fortigate device’s hostname:



https://fndn.fortinet.net/index.php?/fortiapi/1-fortios/92/
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— hosts: fortigateO3
connection: httpapi
collections:
— fortinet.fortios
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure global attributes.
fortios_system_global:
vdom: "{{ vdom }}"
access_token: "{{ fortios_access_token }}" #if you prefer access token based_
—~authentication, add this line.
system_global:
hostname: 'CustomHostName'

there are several options which might need you special care:
e connection : httpapi is preferred.
¢ collections : The namespace must be fortinet.fortios

« ansible_httpapi_use_ssl and ansible_httpapi_port: by default when your fortiOS device is licensed, the https
is enabled. there is one exception: uploading vmlicence to a newly installed FOS instance, where you should set
ansible_httpapi_use_ssl: noandansible_httpapi_port: 80. Please see Import licence
to FOS for more details.

3.3 Run the playbook

ansible-playbook —-i hosts test.yml

you can also observe the verbose output by adding option at the tail: —vvv.

8 Chapter 3. Run Your First Playbook
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CHAPTER 4

Frequently Asked Questions (FAQ)

4.1 What’s Access Token?

Access Token here is an API token which is used to authenticate an API request, an api token is associated with an
API user once generated in FortiOS. FortiOS Ansible supports api token based authentication, please see Run Your
Playbook for how to use access_token in Ansible playbook.

Sometimes we also want to dynamically generate an API token via FortiOS ansible module, we have a demo to show
how to generate an API token:

# to customize privileges for the API user, we can also define an accprofile via,,
—module fortios_system _accprofile.
— name: Create An API User if not present
fortios_system_api_user:

vdom: 'root'

state: 'present'

system_api_user:

name: 'AnsibleAPIUser'

accprofile: 'super_admin' # This is predefined privilege profile.
vdom:

— name: 'root'
trusthost:

- id: '"1"

ipv4_trusthost: '192.168.190.0 255.255.255.0"

# To reference the generated token, we can use notation "{{ tokeninfo.meta.results.
—access_token }}"in further tasks or keep it somewhere in disk.
— name: Generate The API token
fortios_monitor:
vdom: 'root'
selector: 'generate-key.system.api-user'

(continues on next page)
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(continued from previous page)

params:
api-user: 'AnsibleAPIUser'
register: tokeninfo

— name: do another api request with newly generated access_token
fortios_configuration_fact:

access_token: "{{ tokeninfo.meta.results.access_token }}"
vdom: 'root'
selector: 'system_status'

4.2 How To Backup And Restore FOS?

Legacy module fortios_system_config_backup_restore is deprecated since 2.0.0, new modules are
available for doing equivalent jobs. New modules are desined to be very flexible, that requires us to combine modules
to do complex task.

Note: operation backup and restore needs administrative privilege, better not choose access token based au-
thentication.

4.2.1 Backup settings to local file.

FortiOS Ansible collection doesn’t provide any modules for local file operations, here we use builtin copy module to
copy plain configuration text into a file.

- name: Backup a virtual domain.
fortios_monitor_fact:
selector: 'system_config backup'
vdom: 'root'
params:
scope: 'global'
register: backupinfo

— name: Save the backup information.

copy:
content: '{{ backupinfo.meta.raw }}'
dest: './local.backup'

4.2.2 Restore settings from local file.

FortiOS only accepts base64 encoded text, the configuration text must be encoded before being uploaded.

— name: Restore from file.
fortios_monitor:

selector: 'restore.system.config'

vdom: 'root'

params:
scope: 'global'
source: 'upload'
vdom: 'root'
file_content: "{{ lookup( 'file', './local.backup') | string | bé64dencode }}"

10 Chapter 4. Frequently Asked Questions (FAQ)
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4.2.3 Restore settings from other sources.

no matter what source is, just make sure content is encoded.

— name: Backup a virtual domain.
fortios_monitor_fact:
selector: 'system_config backup'
vdom: 'root'
params:
scope: 'global'
register: backupinfo

— name: Restore from intermediate result.
fortios_monitor:

selector: 'restore.system.config'

vdom: 'root'

params:
scope: 'global'
source: 'upload'
vdom: 'root'
file_content: "{{ backupinfo.meta.raw | string | b6dencode}}"

For more options to restore, see module fortios_monitor and its selector restore.system.config, for
more options to backup, see module fortios_monitor_fact andits selector system_config_backup.

4.3 How To Import A License?

4.3.1 Import a license for a newly installed FOS instance.

Make sure the active management port allows access to http service by setting allowaccess.

FortiGate-VM64 # show system interface portl
config system interface
edit "portl"
set vdom "root"
set mode dhcp
set allowaccess ping https ssh http fgfm
set type physical
set snmp-index 1
next
end

Then run the following playbook to upload licence for the first time:

- hosts: fortigate_new
connection: httpapi
collections:
- fortinet.fortios

vars:

vdom: "root"
ansible_httpapi_use_ssl: no
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 80
ansible_command_timeout: 5

tasks:

(continues on next page)
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(continued from previous page)

— name: Upload the license to the newly installed FGT device
fortios_monitor:

vdom: "{{ vdom }}"
selector: 'upload.system.vmlicense'
params:
file_content: "{{ lookup( 'file', './FGVM02TM20012347.1lic') | string |

—b6dencode }}"
ignore_errors: True

In the example, we put license file FGVM02TM20012347 . 11ic under current working directory.

Once FOS accepts a valid licence, it reboots immediately and the connection terminates suddenly, as a result, we must
not regard connection timeout as errors, we’d better ignore connection timeout exception. and the default connection
timeout is 30 seconds, better make it smaller.

Access token based authentication is not allowed in initial license import

4.3.2 Renew a license for a licence-ready FOS instance.

To renew the license for a running FOS instance, we don’t have to use http service (by default, after li-
cense is activated, http service is redirected to https service, which causes problems for Ansible). by setting
ansible_httpapi_use_sslto True and ansible_httpapi_port to 443, the task can normally upload
the license.

Renewing a license can use access token based authentication as long as associated API user has admin privilege
to upload license.

4.4 How does Ansible work with login banner?

4.4.1 what’s login banner?

FOS puts a barrier in login process if pre- and(or) post- login bannner are enabled, and ansible authentication is
restricted: only access token based authentication is allowed.

4.4.2 How to safely generate access token?

For Ansible FOS login banner usage, there could be a deadlock if one the of following cases apprears:
* I don’t have an API user or access token.
* T have an access token but it has expired.

upon such deadlocks, there is no other way but to disable banners and (re)generate one.

To generate an access token in advance, please see How To Generate Access Token Dynamically, and please do token
generation with Ansible with all the login banners disabled(it’s not necessay to disable banners if we generate access
token from WEB UI).

FGVM02TM20012347 # config system global

FGVM02TM20012347 (global) # set post-login-banner disable
FGVM02TM20012347 (global) # set pre-login-banner disable
FGVM02TM20012347 (global) # end

FGVM02TM20012347 #

12 Chapter 4. Frequently Asked Questions (FAQ)
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4.4.3 where to keep generated access token?

Normally if we generate an access token from WEB UI, we may put it in inventory file as a variable
fortios_access_token:

[fortigates]
fortigateOl ansible_host=<the address of the host> fortios_access_token=<the access,
—token>

we can encrypt the inventory file through ansible tool ansible-vault, thus avoiding token leaks.

To automate token (re)generation, we might also want to keep it somewhere else in local storage. An example is given
below to show how to save and re-use a token later:

— name: Generate The API token
fortios_monitor:
vdom: 'root'
selector: 'generate-key.system.api-user'
params:
api-user: 'AnsibleAPIUser'
register: tokeninfo

— name: Save the API token

copy:
content: "{{ tokeninfo.meta.results.access_token }}"
dest: './access_token.save'

then in subsequent tasks, we read the token directly from saved file:

vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
saved_access_token: "{{ lookup( 'file', './access_token.save') | string }}"

tasks:
— name: do another api request with saved access_token
fortios_configuration_fact:

access_token: "{{ saved_access_token }}"
vdom: 'root'
selector: 'system_status'

Caveats: saved access token is not guarded by Ansible, once leaked, others may access the FOS illegally. one
way to restrict illegal access is to limit source localtion in ipv4_trusthost during creating the API users.

4.5 How To Work With Raw FotiOS CLI?

In FortiOS, some CLI commands are not exported as RestAPI, as a reasult, Ansible FortiOS collection has no identical
module for those CLI commands. And FortiOS default CLI shell is not a standard Unix shell, so Ansible builtin
modules like shell and command are of no use. To work this around in Ansible, we use a verbose but very efficient
and flexible way to execute some FortiOS CLI commands from Ansible.

Below are two examples of the template:

Append a firewall address member to a group using append command:

4.5. How To Work With Raw FotiOS CLI? 13
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======================== Below are crenditials to connect to Fortigate_

fgt_host: '192.168.190.171"
fgt_user: 'admin'
fgt_pass: 'password'

firewall group_name: 'firwalladdressgroupO'
firewall address_name: 'firewalladdressO'
.
e e e e
script_path: '/tmp/fgt.shell.task'
tasks:

— name: Prepare The Shell Scrit Template.

raw: |

cat > {{script_path }} << EOF_OUTER

# /bin/bash

# Please make sure tool sshpass is installed. e.g. on Debian/Ubuntu, apt-
—get install sshpass.

# Optionally you can pass some parameters.

# The character "a’ at second line below is to avoid post—-login-banner,

—barrier.
sshpass -p '{{ fgt_pass }}' ssh -o StrictHostKeyChecking=no {{ fgt_user }}
—~@{{ fgt_host }} <<EOF
a
# ====================== Fdit Your Commands Below_
PR S S e N
config firewall addrgrp
edit '"\S$1'
append member '\$2'
end
#
e S R R R [ N
EOF
EOF_OUTER

- name: Execute The Cli Commands.
raw: |
chmod +x {{ script_path }} && {{ script_path }} '"{{ firewall group_name }}
"' '"{{ firewall_ address_name }}"'
args:
executable: /bin/bash

Enable/Disable pre-/post- login banners

— hosts: localhost
vars:
# ======================== Below are crenditials to connect to Fortigate,

—Device=s=======
fgt_host: '192.168.190.171"
fgt_user: 'admin'
fgt_pass: 'password'
#

[

script_path: '/tmp/fgt.shell.task'

(continues on next page)
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(continued from previous page)

tasks:
— name: Prepare The Shell Scrit Template.
raw: |

cat > {{script_path }} << EOF_OUTER
# /bin/bash
# Please make sure tool sshpass 1is installed. e.g. on Debian/Ubuntu, apt-

—get install sshpass.
# Optionally you can pass some parameters.
# The character ‘a’ at second line below is to avoid post-login-banner,,

—barrier.

sshpass -p '{{ fgt_pass }}' ssh -o StrictHostKeyChecking=no {{ fgt_user }}
—@{{ fgt_host }} <<EOF
a

Edit Your Commands Below,_

config system global

set pre-login-banner '\${l:-disbale}'
set post-login-banner '\${2:-disable}’
end

EOF
EOF_OUTER

— name: Execute The Cli Commands, e.g. enable pre- and post- login banner.
raw: |
chmod +x {{ script_path }} && {{ script_path }} enable enable
args:
executable: /bin/bash

4.6 How to use the set_fact module in a task?

In Ansible, there’s an important module that works with variables and is used to get or set variable values, which
is set_fact. This module is used to set new variables and these variables are available to subsequent plays in a
playbook. Using set_fact, we can store the value after preparing it on the fly using certain task.

The following example will show you how set_fact module can be used in a task to configure the firewall address
group.

Configuring the firewall address group with a string type of variable that contains all the grouped firewall
addresses:

— hosts: fortigateslab

connection: httpapi

collections:
- fortinet.fortios

vars:
vdom: 'root'
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
demo_input: 'login.microsoftonline.com, login.microsoft.com, login.windows.net'
demo_members: []

(continues on next page)
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(continued from previous page)

tasks:
- name: Process input content
set_fact:
demo_members: "{{ demo_members + [{'name': item.strip (' ")}] }}"

with_items:
- "{{demo_input.split (', ") }}"

— debug:
var: demo_members

— name: Configure Firewall Schedule Recurring
fortios_firewall_addrgrp:
vdom: '{{ vdom }}'
state: 'present'
enable_log: True

access_token: '"{{ fortios_access_token }}'
firewall addrgrp:
name: 'group_1'
comment: 'created via Ansible’
visibility: 'enable'
member: '{{ demo_members }}'

In the example, the first task is preprocessing the input content. Specifically, it splits the input content with comma
to get a list of the firewall addresses. Then it appends the each address to the variable demo_members. So the
demo_members variable can be assigned to the variable members in the subsequent play.

16 Chapter 4. Frequently Asked Questions (FAQ)



CHAPTER B

Get Help

5.1 Technical and Commuity Support

You can get support from Fortinet Technical Assistance Center.

For Ansible common issue, you can also get support from the community

5.2 Filing issues.

You can get support from the community engineering team via filing an issue in git issues page

17
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CHAPTER O

Configuration Modules

6.1 fortios_alertemail_setting — Configure alert email settings in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.1.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
alertemail feature and setting category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

19
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6.1.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.1.3 FortiOS Version Compatibility
6.1.4 Parameters

6.1.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.1.6 Examples

- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure alert email settings.
fortios_alertemail setting:
vdom: "{{ vdom }}"
alertemail_ setting:
admin_login_logs: "enable"

alert_interval: "4"
amc_interface_bypass_mode: "enable"
antivirus_logs: "enable"
configuration_changes_logs: "enable"
critical_interval: "8"
debug_interval: "9"

email interval: "10"
emergency_interval: "11"
error_interval: "12"
FDS_license_expiring days: "13"

FDS_license_expiring warning: "enable"
FDS_update_logs: "enable"

filter _mode: "category"
FIPS_CC_errors: "enable"

firewall authentication_failure_ logs:
fortiguard_log_quota_warning: "enable"
FSSO_disconnect_logs: "enable"

HA logs: "enable"

information interwval: "22"

IPS_logs: "enable"

(continues on next page)
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(continued from previous page)

IPsec_errors_logs: "enable"
local _disk_usage: "25"
log _disk_usage_warning: "enable"

mailtol: "<your_own_value>"
mailto2: "<your_own_value>"
mailto3: "<your_own_value>"
notification interval: "30"
PPP_errors_logs: "enable"
severity: "emergency"

ssh_logs: "enable"
sslvpn_authentication_errors_logs: "enable”

username: "<your_own_value>"
violation_traffic logs: "enable"
warning_interval: "37"

webfilter logs: "enable"

6.1.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.1.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.1.9 Authors

* Link Zheng (@chillancezen)

* Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.2 fortios_antivirus_heuristic — Configure global heuristic options
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis I

6.2. fortios_antivirus_heuristic — Configure global heuristic options in Fortinet’s FortiOS and 21
FortiGate.
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* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.2.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
antivirus feature and heuristic category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.2.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.2.3 FortiOS Version Compatibility
6.2.4 Parameters

6.2.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.2.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

- name: Configure global heuristic options.

(continues on next page)
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(continued from previous page)

fortios_antivirus_ heuristic:
vdom: "{{ vdom }}"
antivirus_heuristic:

mode: "pass"

6.2.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

6.2.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.2.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.3 fortios_antivirus_mms_checksum - Configure MMS content
checksum list in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
e Parameters

* Notes

* Examples

e Return Values

e Status

6.3. fortios_antivirus_mms_checksum — Configure MMS content checksum list in Fortinet’s 23
FortiOS and FortiGate.
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e Authors I

6.3.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
antivirus feature and mms_checksum category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.3.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.3.3 FortiOS Version Compatibility
6.3.4 Parameters

6.3.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.3.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure MMS content checksum list.
fortios_antivirus_mms_checksum:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

antivirus_mms_checksum:
comment: "Optional comments."
entries:
checksum: "<your_own_value>"
name: "default name_ 6"
status: "enable"

(continues on next page)
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id: "g"
name: "default_name_9"

6.3.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.3.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.3.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.4 fortios_antivirus_notification — Configure AntiVirus notification
lists in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.4. fortios_antivirus_notification — Configure AntiVirus notification lists in Fortinet’s FortiOS an#5
FortiGate.
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6.4.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
antivirus feature and notification category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.4.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.4.3 FortiOS Version Compatibility
6.4.4 Parameters

6.4.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.4.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure AntiVirus notification lists.
fortios_antivirus_notification:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
antivirus_notification:

comment: "Optional comments."
entries:
name: "default_name_ 5"

prefix: "enable"
status: "enable"
id: "8"
name: "default_name_9"
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6.4.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.4.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.4.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.5 fortios_antivirus_profile — Configure AntiVirus profiles in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.5.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify antivirus feature and profile category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.5. fortios_antivirus_profile — Configure AntiVirus profiles in Fortinet’s FortiOS and FortiGate. 27
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6.5.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.5.3 FortiOS Version Compatibility
6.5.4 Parameters

6.5.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.5.6 Examples

- hosts: fortigates
collections:

— fortinet.fortios
connection: httpapi
vars:

vdom:
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs:
ansible httpapi_ port: 443
tasks:
— name: Configure AntiVirus profiles.
fortios_antivirus_profile:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
antivirus_profile:
analytics_accept_filetype:
analytics_bl filetype: "4
analytics_db: "disable"
analytics_ignore_filetype:
analytics_max_upload: "7"
analytics_wl_filetype: "8
av_block _log: "enable"
av_virus_log: "enable"
cifs:
archive_block: "encrypted"
archive_log: "encrypted"
av_scan: "disable"
emulator: "enable"
external blocklist:
options: "scan"
outbreak prevention:
quarantine: "disable"
comment: "Comment."
content_disarm:

"root"

no

"3 (source

"6 (source

"disable"

"disabled"

(source dlp.

(source dlp.

dlp.filepattern.id)"
filepattern.id)"

dlp.filepattern.id)"

filepattern.id)"

(continues on next page)
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cover_page: "disable"
detect_only: "disable"
error_action: "block"
office_action: "disable"
office_dde: "disable"
office_embed: "disable"
office_hylink: "disable"
office_linked: "disable"
office_macro: "disable"
original_ file_destination: "fortisandbox"
pdf_act_form: "disable"
pdf_act_gotor: "disable"
pdf_act_java: "disable"
pdf_act_launch: "disable"
pdf_act_movie: "disable"
pdf_act_sound: "disable"
pdf_embedfile: "disable"
pdf_hyperlink: "disable"
pdf_javacode: "disable"
ems_threat_feed: "disable"
extended_log: "enable"
external blocklist:
name: "default_name_44 (source system.external-resource.name)"
external blocklist archive_scan: "disable"
external_blocklist_enable_all: "disable"

feature set: "flow"
ftgd_analytics: "disable"
ftp:

archive_block: "encrypted"
archive_log: "encrypted"
av_scan: "disable"
emulator: "enable"
external_blocklist: "disable"
options: "scan"
outbreak prevention: "disabled"
quarantine: "disable"

http:
archive_block: "encrypted"
archive_log: "encrypted"
av_scan: "disable"
content_disarm: "disable"
emulator: "enable"
external_blocklist: "disable"
options: "scan"
outbreak prevention: "disabled"
quarantine: "disable"

imap:
archive_block: "encrypted"
archive_log: "encrypted"
av_scan: "disable"
content_disarm: "disable"
emulator: "enable"
executables: "default"
external_blocklist: "disable"
options: "scan"
outbreak_ prevention: "disabled"

(continues on next page)
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quarantine: "disable"
inspection_mode: "proxy"
mapi:
archive_block: "encrypted"
archive_log: "encrypted"
av_scan: "disable"
emulator: "enable"
executables: "default"
external_blocklist: "disable"
options: "scan"

outbreak prevention: "disabled"

quarantine: "disable"
mobile malware db: "disable"
nac_quar:
expiry: "<your_own_value>"
infected: "none"
log: "enable"
name: "default name_ 95"
nntp:
archive_block: "encrypted"
archive_log: "encrypted"
av_scan: "disable"
emulator: "enable"
external blocklist: "disable"
options: "scan"

outbreak prevention: "disabled"

quarantine: "disable"
outbreak_ prevention:
external_blocklist: "disable"
ftgd_service: "disable"
outbreak prevention_archive_scan:
pop3:
archive_block: "encrypted"
archive_log: "encrypted"
av_scan: "disable"
content_disarm: "disable"
emulator: "enable"
executables: "default"
external blocklist: "disable"
options: "scan"

outbreak prevention: "disabled"

quarantine: "disable"

replacemsg _group: "<your_own_value>

scan_mode: "quick"

smb:
archive_block: "encrypted"
archive_log: "encrypted"
emulator: "enable"
options: "scan"

outbreak prevention: "disabled"

smtp:
archive_block: "encrypted"
archive_log: "encrypted"
av_scan: "disable"
content_disarm: "disable"
emulator: "enable"
executables: "default"

(source system.replacemsg—group.name)"

(continues on next page)
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external blocklist: "disable"
options: "scan"
outbreak_prevention: "disabled"
quarantine: "disable"

ssh:
archive_block: "encrypted"
archive_log: "encrypted"
av_scan: "disable"
emulator: "enable"
external blocklist: "disable"
options: "scan"
outbreak_prevention: "disabled"
quarantine: "disable"

6.5.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.5.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.5.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.6 fortios_antivirus_quarantine — Configure quarantine options in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

 FortiOS Version Compatibility

6.6. fortios_antivirus_quarantine — Configure quarantine options in Fortinet’s FortiOS and 31
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

6.6.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
antivirus feature and quarantine category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.6.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.6.3 FortiOS Version Compatibility
6.6.4 Parameters

6.6.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.6.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure quarantine options.
fortios_antivirus_quarantine:
vdom: "{{ vdom }}"
antivirus_quarantine:
agelimit: "3"

(continues on next page)
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destination: "NULL"
drop_blocked: "imap"
drop_heuristic: "imap"
drop_infected: "imap"
drop_intercepted: "imap"
lowspace: "drop-new"
maxfilesize: "10"
quarantine_quota: "11"
store_blocked: "imap"
store_heuristic: "imap"
store_infected: "imap"
store_intercepted: "imap"

6.6.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.6.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.6.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.7 fortios_antivirus_settings — Configure AntiVirus settings in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility

6.7. fortios_antivirus_settings — Configure AntiVirus settings in Fortinet’s FortiOS and FortiGate33
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

6.7.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
antivirus feature and settings category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.7.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.7.3 FortiOS Version Compatibility
6.7.4 Parameters

6.7.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.7.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure AntiVirus settings.
fortios_antivirus_settings:
vdom: "{{ vdom }}"
antivirus_settings:
default_db: "normal"

(continues on next page)
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grayware: "enable"

machine_ learning detection: "enable"
override_ timeout: "6"

use_extreme _db: "enable"

6.7.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

6.7.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.7.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.8 fortios_application_custom — Configure custom application sig-
natures in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

e Status

Return Values

6.8. fortios_application_custom — Configure custom application signatures in Fortinet’s FortiOS35
and FortiGate.
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e Authors I

6.8.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
application feature and custom category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.8.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.8.3 FortiOS Version Compatibility
6.8.4 Parameters

6.8.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.8.6 Examples

- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure custom application signatures.
fortios_application_ custom:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

application_custom:
behavior: "<your_own_value>"
category: "4"
comment: "Comment."
id: "e"
name: "default name_ 7"
protocol: "<your_ own_value>"
signature: "<your_own_value>"

(continues on next page)
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tag: "<your_own_value>"
technology: "<your_own_value>"
vendor: "<your_own_value>"

6.8.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.8.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.8.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.9 fortios_application_group — Configure firewall application groups
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

o Status

e Authors

6.9. fortios_application_group — Configure firewall application groups in Fortinet’s FortiOS and 37
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6.9.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
application feature and group category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.9.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.9.3 FortiOS Version Compatibility
6.9.4 Parameters

6.9.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.9.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure firewall application groups.
fortios_application_group:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
application_group:
application:
id: "4"
behavior: "<your_own_value>"
category:
id:  "7"
comment: "Comment"
name: "default name_ 9"
popularity: "1"
protocols: "<your_ own_value>"

(continues on next page)
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risk:
level: "13"
technology: "<your_own_value>"
type: "application”
vendor: "<your_own_value>"

6.9.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.9.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.9.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.10 fortios_application_list — Configure application control lists in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

e Return Values

6.10. fortios_application_list — Configure application control lists in Fortinet’s FortiOS and 39
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e Status

e Authors

6.10.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify application feature and list category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.10.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.10.3 FortiOS Version Compatibility
6.10.4 Parameters

6.10.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.10.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure application control lists.
fortios_application_list:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

application_list:
app_replacemsg: "disable"
comment: "comments"
control_default_network_services: "disable"
deep_app_inspection: "disable"
default network services:

(continues on next page)
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id: "g"
port: "9"
services:

entries:

action:

Hhttp"
violation_action:
enforce_default_app_port:

"paSS"
"disable"

"pass"

application:

id:
behavior:
category:

id:
exclusion:

id:
id: "22"
log:
log_packet:
parameters:

id:

"l6"
"<your_own_value>"

nign

noqn

"disable"

"disable"

"ogn

members:

id:

name:
value:

value:

per_ip_shaper:

—name) "

popularity:
protocols:
quarantine:

quarantine_expiry:
quarantine_log:

rate_count:

rate_duration:

rate_mode:
rate_ track:
risk:

level:

session_ttl:

shaper:

shaper_reverse:

—name) "

"<your_own_value>

"28"

"default_name_29"
"<your_own_value>"

"<your_own_value>"

"<your_own_value> (source

"l"
"<your_own_value>"
Hnoneﬂ
"<your_own_value>"
"disable"
H38 n
" 39"
"periodical"
"none"

ll43"

"44"

(source
"<your_own_value>

sub_category:

id:
technology:
vendor:

extended_log:

name:

nagn

"<your_own_value>"

"<your_own_value>"
"enable"
force_inclusion_ssl_di_sigs:
"default_name_53"

"disable"

firewall.shaper.per—ip-shaper.

firewall.shaper.traffic-shaper.name)"
(source firewall.shaper.traffic-shaper.

(continues on next page)
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options: "allow-dns"

other_application_action: "pass"

other_application_log: "disable"

p2p_black_1list: "skype"

p2p_block list: "skype"

replacemsg_group: "<your_own_value> (source system.replacemsg-group.name)"
unknown_application_action: "pass"

unknown_application_log: "disable"

6.10.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.10.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.10.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.11 fortios_application_name — Configure application signatures in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

e Notes

* Examples
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e Return Values
e Status

e Authors

6.11.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
application feature and name category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.11.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.11.3 FortiOS Version Compatibility
6.11.4 Parameters

6.11.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.11.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure application signatures.
fortios_application_name:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_ own_value>"
application_name:

behavior: "<your_own_value>"
category: "4"

id: "s5"

metadata:

(continues on next page)
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(continued from previous page)

id: "7"

metaid: "8"

valueid: "9"
name: "default_name_10"
parameter: "<your_own_value>"
parameters:

default value: "<your_own_value>"

name: "default_name_14"
popularity: "15"
protocol: "<your_own_value>"
risk: "17"
sub_category: "18"
technology: "<your_own_value>"
vendor: "<your_own_value>"
weight: "21"

6.11.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.11.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.11.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.12 fortios_application_rule_settings — Configure application rule
settings in Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.12.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
application feature and rule_settings category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.12.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.12.3 FortiOS Version Compatibility
6.12.4 Parameters

6.12.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.12.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

(continues on next page)
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(continued from previous page)

tasks:
- name: Configure application rule settings.
fortios_application_rule_settings:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
application_rule_settings:
id: "3"

6.12.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.12.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.12.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.13 fortios_authentication_rule — Configure Authentication Rules in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

e Notes

* Examples
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e Return Values
e Status

e Authors

6.13.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
authentication feature and rule category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.13.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.13.3 FortiOS Version Compatibility
6.13.4 Parameters

6.13.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.13.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure Authentication Rules.
fortios_authentication_rule:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_ own_value>"
authentication_ rule:

active_auth_method: "<your_own_value> (source authentication.scheme.name)"
comments: "<your_own_value>"
dstaddr:

(continues on next page)
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(continued from previous page)

name: "default_name_6 (source firewall.address.name firewall.addrgrp.name_
—~firewall.proxy—-address.name firewall.proxy-addrgrp.name system
.external-resource.name)"

dstaddré6:
name: "default_name_8 (source firewall.address6.name firewall.addrgrpé6.
—name) "
ip_based: "enable"
name: "default name_ 10"
protocol: "http"
srcaddr:
name: "default_name_13 (source firewall.address.name firewall.addrgrp.
—name firewall.proxy-address.name firewall.proxy-addrgrp.name)"
srcaddré6:
name: "default_name_15 (source firewall.address6.name firewall.addrgrp6.
—name) "
srcintf:
name: "default_name_17 (source system.interface.name system.zone.name)"
sso_auth_method: "<your_own_value> (source authentication.scheme.name)"

status: "enable"
transaction based: "enable"
web_auth_cookie: "enable"
web_portal: "enable"

6.13.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.13.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.13.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.14 fortios_authentication_scheme - Configure Authentication
Schemes in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.14.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
authentication feature and scheme category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.14.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.14.3 FortiOS Version Compatibility
6.14.4 Parameters

6.14.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.14.6 Examples
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure Authentication Schemes.
fortios_authentication_scheme:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
authentication_scheme:
domain_controller: "<your_own_value> (source user.domain-controller.name)"
ems_device_owner: "enable"
fsso_agent_for_ntlm: "<your own_value> (source user.fsso.name)"
fsso_guest: "enable"
kerberos_keytab: "<your_own_value> (source user.krb-keytab.name)"
method: "ntlm"
name: "default_name_9"
negotiate_ntlm: "enable"
require_tfa: "enable"

saml_server: "<your_own_value> (source user.saml.name)"
saml_timeout: "13"
ssh_ca: "<your_own_value> (source firewall.ssh.local-ca.name)"

user_database:

name: "default_name_16 (source system.datasource.name user.radius.name_
—user.tacacs+.name user.ldap.name user.group.name)"

6.14.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.14.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.14.9 Authors

 Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.15 fortios_authentication_setting — Configure authentication set-
ting in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.15.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
authentication feature and setting category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.15.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.15.3 FortiOS Version Compatibility
6.15.4 Parameters

6.15.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.15.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_ httpapi_port: 443
tasks:
— name: Configure authentication setting.
fortios_authentication_setting:

vdom: "{{ vdom }}"

authentication_setting:
active_auth_scheme: "<your_own_value> (source authentication.scheme.name)"
auth_https: "enable"
captive_portal: "<your_own_value> (source firewall.address.name)"
captive_portal_ ip: "<your_own_value>"
captive_portal_ip6: "<your_own_value>"

captive_portal port: "8"

captive_portal_ssl port: "9"

captive_portal_type: "fgdn"

captive_portal6: "<your_own_value> (source firewall.address6.name)"
dev_range:

name: "default_name_13 (source firewall.address.name firewall.addrgrp.

—name) "

sso_auth_scheme: "<your_own_value> (source authentication.scheme.name)
user_cert_ca:

n

name: "default_name_16 (source vpn.certificate.ca.name)

6.15.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.15.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.15.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.16 fortios_certificate_ca — CA certificate in Fortinet’s FortiOS and
FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.16.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
certificate feature and ca category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.16.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.16.3 FortiOS Version Compatibility
6.16.4 Parameters

6.16.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.16.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: CA certificate.
fortios_certificate_ca:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
certificate ca:
auto_update_days: "3"
auto_update_days_warning: "4"
ca: "<your_own_value>"
last_updated: "o6"
name: "default_name_7"
range: "global"
scep_url: "<your_own_value>"
source: "factory"
source_ip: "84.230.14.43"
ssl_inspection_trusted: "enable"
trusted: "enable"

6.16.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.16.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.16.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.17 fortios_certificate crl — Certificate Revocation List as a PEM file
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.17.1 Synopsis

 This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify cer-
tificate feature and crl category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.17.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.17.3 FortiOS Version Compatibility
6.17.4 Parameters

6.17.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.17.6 Examples
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Certificate Revocation List as a PEM file.
fortios_certificate_crl:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
certificate crl:
crl: "<your_own_value>"
http_url: "<your_ own_value>"
last_updated: "5"
ldap_password: "<your_own_value>"
ldap_server: "<your_own_value>"
ldap_username: "<your_own_value>"
name: "default_name_9"
range: "global"

scep_cert: "<your_own_value> (source certificate.local.name)"
scep_url: "<your_own_value>"
source: "factory"

source_ip: "84.230.14.43"
update_interval: "15"
update_vdom: "<your_own_value> (source system.vdom.name)"

6.17.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.17.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.17.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.18 fortios_certificate_local — Local keys and certificates in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.18.1 Synopsis

e This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify certificate feature and local category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.18.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.18.3 FortiOS Version Compatibility
6.18.4 Parameters

6.18.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.18.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Local keys and certificates.
fortios_certificate_local:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
certificate local:
acme_ca_url: "<your_own_value>"
acme_domain: "<your_own_value>"
acme_email: "<your_own_value>"
acme_renew_window: "6"
acme_rsa_key_size: "7"
auto_regenerate_days: "8"
auto_regenerate_days_warning: "9"
ca_identifier: "myId_10"
certificate: "<your_own_value>"
cmp_path: "<your_own_value>"
cmp_regeneration_method: "keyupate"
cmp_server: "<your_own_value>"
cmp_server_cert: "<your_ own_value> (source certificate.ca.name)"
comments: "<your_own_value>"
csr: "<your_own_value>"
enroll protocol: "none"
ike_localid: "<your_own_value>"
ike_localid_type: "asnldn"
last_updated: "21"
name: "default_name_22"
name_encoding: "printable"
password: "<your_own_value>"
private_key: "<your_own_value>"
range: "global"
scep_password: "<your_own_value>"
scep_url: "<your_own_value>"
source: "factory"
source_ip: "84.230.14.43"
state: "<your_own_value>"

6.18.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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6.18.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.18.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.19 fortios certificate_remote — Remote certificate as a PEM file in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.19.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
certificate feature and remote category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.19.2 Requirements

The below requirements are needed on the host that executes this module.
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¢ ansible>=2.9.0

6.19.3 FortiOS Version Compatibility

6.19.4 Parameters

6.19.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.19.6 Examples

hosts:

fortigates

collections:
- fortinet.fortios
connection: httpapi

vars:
vdom:

"root"

ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:
— name: Remote certificate as a PEM file.
fortios_certificate_remote:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

certificate remote:
name: "default_name_3"
range: "global"
remote: "<your_own_value>"
source: "factory"

6.19.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

6.19.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.19.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)
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* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.20 fortios cifs_domain_controller — Define known domain con-
troller servers in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.20.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
cifs feature and domain_controller category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.20.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.20.3 FortiOS Version Compatibility
6.20.4 Parameters

6.20.5 Notes

6.20. fortios_cifs domain_controller — Define known domain controller servers in Fortinet’s 61
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Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.20.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_ httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Define known domain controller servers.
fortios_cifs domain_controller:

vdom: "{{ vdom }}"

state: "present"

access_token: "<your_own_value>"

cifs_domain_controller:
domain_name: "<your_own_value>"
ip: "<your_own_value>"
ip6: "<your_own_value>"
password: "<your_own_value>"
port: "7"
server_name: "<your_own_value>"
username: "<your_own_value>"

6.20.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

6.20.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.20.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.21 fortios_cifs_profile — Configure CIFS profile in Fortinet’s FortiOS
and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.21.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
cifs feature and profile category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.21.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.21.3 FortiOS Version Compatibility
6.21.4 Parameters

6.21.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.21.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure CIFS profile.
fortios_cifs_profile:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
cifs_profile:
domain_controller: "<your_own_value> (source cifs.domain-controller.server—
—name) "
file filter:
entries:
action: "log"
comment: "Comment."

direction: "incoming"
file type:

name: "default_name_10 (source antivirus.filetype.name)"
filter: "<your_own_value>"

protocol: "cifs"

log: "enable"

status: "enable"
name: "default_name_15"
server_credential type: "none"
server_keytab:

keytab: "<your_own_value>"

password: "<your_ own_value>"

principal: "<your_own_value>"

6.21.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.21.8 Status

» This module is not guaranteed to have a backwards compatible interface.

6.21.9 Authors

* Link Zheng (@chillancezen)
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e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.22 fortios credential_store _domain_controller — Define known do-
main controller servers in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.22.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

credential_store feature and domain_controller category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.22.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.22. fortios_credential_store_domain_controller — Define known domain controller servers in 65
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6.22.3 FortiOS Version Compatibility
6.22.4 Parameters

6.22.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.22.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Define known domain controller servers.
fortios_credential store _domain controller:

vdom: "{{ vdom }}"

state: "present"

access_token: "<your_own_value>"

credential_store_domain_controller:
domain_name: "<your_own_value>"
hostname: "myhostname"
ip: "<your_own_value>"
ip6: "<your_own_value>"
password: "<your_own_value>"
port: "g8"
server_name: "<your_own_value>"
username: "<your_own_value>"

6.22.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.22.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.22.9 Authors

* Link Zheng (@chillancezen)
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e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.23 fortios_dlp_filepattern — Configure file patterns used by DLP
blocking in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.23.1 Synopsis
 This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dlp

feature and filepattern category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.23.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.23.3 FortiOS Version Compatibility
6.23.4 Parameters

6.23.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.23.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure file patterns used by DLP blocking.
fortios_dlp_filepattern:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

dlp_filepattern:
comment: "Optional comments."
entries:
file type: "7z"
filter type: "pattern"
pattern: "<your_own_value>"
id: "g"
name: "default_name_ 9"

6.23.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.23.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.23.9 Authors

* Link Zheng (@chillancezen)
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e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.24 fortios_dlp_fp_doc_source — Create a DLP fingerprint database
by allowing the FortiGate to access a file server containing files
from which to create fingerprints in Fortinet’s FortiOS and For-
tiGate.

New in version 2.10.

Synopsis

Requirements

FortiOS Version Compatibility

Parameters

* Notes

e Examples

e Return Values

e Status

e Authors

6.24.1 Synopsis
¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

dlp feature and fp_doc_source category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.24.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.24.3 FortiOS Version Compatibility
6.24.4 Parameters

6.24.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.24.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Create a DLP fingerprint database by allowing the FortiGate to access a,
—~file server containing files from which to create fingerprints.
fortios_dlp_ fp_doc_source:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_ own_value>"
dlp_ fp_doc_source:
date: "3"
file_path: "<your_ own_value>"
file pattern: "<your_own_value>"
keep_modified: "enable"
name: "default_name_ 7"
password: "<your_own_value>"
period: "none"
remove_deleted: "enable"
scan_on_creation: "enable"
scan_subdirectories: "enable"
sensitivity: "<your_own_value> (source dlp.fp-sensitivity.name)"
server: "192.168.100.40"
server_type: "samba"
tod hour: "16"
tod _min: "17"
username: "<your_own_value>"
vdom: "mgmt"
weekday: "sunday"

6.24.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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6.24.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.24.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.25 fortios_dlp_fp_sensitivity — Create self-explanatory DLP sensi-
tivity levels to be used when setting sensitivity under config fp-
doc-source in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.25.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
dlp feature and fp_sensitivity category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.25. fortios_dlp_fp_sensitivity — Create self-explanatory DLP sensitivity levels to be used when 71
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6.25.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.25.3 FortiOS Version Compatibility
6.25.4 Parameters

6.25.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.25.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Create self-explanatory DLP sensitivity levels to be used when setting
—sensitivity under config fp-doc-source.
fortios_dlp_f£fp_sensitivity:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

dlp_ fp_sensitivity:
name: "default_name_3"

6.25.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.25.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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6.25.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.26 fortios_dlp_sensitivity — Create self-explanatory DLP sensitivity
levels to be used when setting sensitivity under config fp-doc-
source in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.26.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dlp

feature and sensitivity category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.26.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.26. fortios_dlp_sensitivity — Create self-explanatory DLP sensitivity levels to be used when 73
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6.26.3 FortiOS Version Compatibility
6.26.4 Parameters

6.26.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.26.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Create self-explanatory DLP sensitivity levels to be used when setting,
—sensitivity under config fp-doc-source.
fortios_dlp_sensitivity:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_ own_value>"
dlp_sensitivity:
name: "default_name_ 3"

6.26.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.26.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.26.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)
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¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.27 fortios_dlp_sensor — Configure DLP sensors in Fortinet’s For-
tiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.27.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
dlp feature and sensor category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.27.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.27.3 FortiOS Version Compatibility
6.27.4 Parameters

6.27.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.27.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure DLP sensors.
fortios_dlp_sensor:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
dlp_sensor:
comment: "Comment."
dlp_log: "enable"
extended_log: "enable"
feature_set: "flow"
filter:
action: "allow"
archive: "disable"
company_identifier: "myId_10"
expiry: "<your_own_value>"
file_size: "12"
file type: "13 (source dlp.filepattern.id)"
filter by: "credit-card"
fp_sensitivity:
name: "default_name_16 (source dlp.fp-sensitivity.name)"
id:  "17"
match_percentage: "18"
name: "default_name_19"
proto: "smtp"
regexp: "<your_own_value>"
sensitivity:
name: "default_name_23 (source dlp.sensitivity.name)"
severity: "info"
type: "file"
flow based: "enable"
full_archive_proto: "smtp"
nac_quar_log: "enable"
name: "default_name_29"
options: "<your_own_value>"
replacemsg_group: "<your_own_value> (source system.replacemsg-group.name)"
summary_proto: "smtp"

6.27.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

76 Chapter 6. Configuration Modules



https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Ansible Galaxy FortiOS Collection, Release 1.0

6.27.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.27.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.28 fortios_dlp_settings — Designate logical storage for DLP finger-
print database in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.28.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
dlp feature and settings category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.28.2 Requirements

The below requirements are needed on the host that executes this module.

6.28. fortios_dlp_settings — Designate logical storage for DLP fingerprint database in Fortinet’s 77
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¢ ansible>=2.9.0

6.28.3 FortiOS Version Compatibility
6.28.4 Parameters

6.28.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.28.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Designate logical storage for DLP fingerprint database.
fortios_dlp_settings:

vdom: "{{ vdom }}"
dlp_settings:
cache_mem percent: "3"

chunk_size: "4"

db_mode: "stop-adding"

size: "o6"

storage_device: "<your_own_value> (source system.storage.name)"

6.28.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.28.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.28.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)
* Hongbin Lu (@fgtdev-hblu)
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¢ Frank Shen (@frankshenO1)
* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.29 fortios_dnsfilter_domain_filter — Configure DNS domain filters
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

* Examples

* Return Values

o Status

e Authors

6.29.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
dnsfilter feature and domain_filter category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.29.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.29.3 FortiOS Version Compatibility
6.29.4 Parameters

6.29.5 Notes

Note:
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 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.29.6 Examples

- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
— name: Configure DNS domain filters.
fortios_dnsfilter domain_ filter:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
dnsfilter domain_ filter:
comment: "Optional comments."
entries:
action: "block"
domain: "<your_own_value>"
id: "7"
status: "enable"
type: "simple"
id: "10"
name: "default_name_11"

6.29.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.29.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.29.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.30 fortios_dnsfilter_profile — Configure DNS domain filter profiles
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.30.1 Synopsis

e This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify dnsfilter feature and profile category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.30.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.30.3 FortiOS Version Compatibility
6.30.4 Parameters

6.30.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.30.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443

tasks:

- name: Configure DNS domain filter profiles.

fortios_dnsfilter profile:

vdom: "{{ vdom }}"

state: "present"

access_token: "<your_own_value>"

dnsfilter profile:
block_action: "block"
block botnet: "disable"
comment: "Comment."
dns_translation:

addr_type: "ipv4"

dst: "<your_own_value>"
dsté6: "<your_own_value>"
id: "1i0"

netmask: "<your_own_value>"
prefix: "12"
src: "<your_own_value>"
src6: "<your_own_value>"
status: "enable"

domain filter:

domain_filter table: "17 (source dnsfilter.domain-filter.id)"

external ip blocklist:

name: "default_name_19 (source system.external-resource.name)"

ftgd_dns:
filters:
action: "block"
category: "23"

id: "24n
log: "enable"
options: "error-allow"

log_all domain: "enable"

name: "default_name_28"
redirect_portal: "<your_ own_value>"
redirect_portal6: "<your_own_value>"
safe_search: "disable"
sdns_domain_log: "enable"

sdns_ftgd err_log: "enable"
youtube_restrict: "strict"
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6.30.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.30.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.30.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.31 fortios_dpdk_cpus — Configure CPUs enabled to run engines in
each DPDK stage in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.31.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
dpdk feature and cpus category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0
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6.31.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.31.3 FortiOS Version Compatibility

6.31.4 Parameters

6.31.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.31.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes

ansible_httpapi_validate_certs:

ansible_httpapi_port: 443
tasks:

no

- name: Configure CPUs enabled to run engines in each DPDK stage.

fortios_dpdk_ cpus:

vdom: "{{ vdom }}"

dpdk_cpus:
ips_cpus: "<your_own_value>"
rx_cpus: "<your_own_value>"
tx_cpus: "<your_own_value>"
vnp_cpus: "<your_own_value>"

6.31.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

6.31.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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6.31.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.32 fortios_dpdk_global — Configure global DPDK options in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.32.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

dpdk feature and global category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.32.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.32.3 FortiOS Version Compatibility
6.32.4 Parameters

6.32.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.32.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure global DPDK options.
fortios_dpdk_global:
vdom: "{{ vdom }}"
dpdk_global:
elasticbuffer: "disable"
hugepage_percentage: "4"
interface:
interface_name: "<your_own_value> (source system.interface.name)"
mbufpool_percentage: "7"
multiqueue: "disable"
per_session_accounting: "disable"
sleep_on_idle: "disable"
status: "disable"

6.32.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.32.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.32.9 Authors

* Link Zheng (@chillancezen)
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e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.33 fortios_emailfilter_block_allow_list - Configure anti-spam
block/allow list in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.33.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-

ify emailfilter feature and block_allow_list category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.33.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.33.3 FortiOS Version Compatibility
6.33.4 Parameters

6.33.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.33.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure anti-spam block/allow list.
fortios _emailfilter block _allow list:

vdom: "{{ vdom }}"

state: "present"

access_token: "<your_own_value>"

emailfilter_block allow list:
comment: "Optional comments."
entries:

action: "reject"
addr_type: "ipv4"
email pattern: "<your_ own_value>"

id: "8"
ip4_subnet: "<your_ own_value>"
ip6_subnet: "<your_ own_value>"

pattern_type: "wildcard"
status: "enable"

type: "ip"
id: "14"
name: "default name_ 15"

6.33.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

6.33.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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6.33.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.34 fortios_emailfilter_bwl — Configure anti-spam black/white list in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.34.1 Synopsis
e This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-

ify emailfilter feature and bwl category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.34.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.34.3 FortiOS Version Compatibility
6.34.4 Parameters

6.34.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.34.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure anti-spam black/white list.
fortios _emailfilter bwl:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
emailfilter bwl:
comment: "Optional comments."
entries:
action: "reject"
addr_type: "ipv4"
email pattern: "<your_ own_value>"

id: "8"
ip4_subnet: "<your_ own_value>"
ip6_subnet: "<your_ own_value>"

pattern_type: "wildcard"
status: "enable"

type: "ip"
id: "14"
name: "default name_ 15"

6.34.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

6.34.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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6.34.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.35 fortios_emailfilter_bword — Configure AntiSpam banned word
list in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.35.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

emailfilter feature and bword category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.35.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.35.3 FortiOS Version Compatibility
6.35.4 Parameters

6.35.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.35.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure AntiSpam banned word list.
fortios_emailfilter bword:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

emailfilter bword:

comment: "Optional comments."

entries:
action: "spam"
id: "e6"
language: "western"
pattern: "<your_own_value>"
pattern_type: "wildcard"
score: "10"
status: "enable"
where: "subject"

id: "13"

name: "default_name_14"

6.35.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.35.8 Status

 This module is not guaranteed to have a backwards compatible interface.
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6.35.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.36 fortios_emailfilter_dnsbl — Configure AntiSpam DNSBL/ORBL in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.36.1 Synopsis
e This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-

ify emailfilter feature and dnsbl category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.36.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.36.3 FortiOS Version Compatibility
6.36.4 Parameters

6.36.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.36.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure AntiSpam DNSBL/ORBL.
fortios _emailfilter dnsbl:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

emailfilter dnsbl:
comment: "Optional comments."
entries:
action: "reject"
id: H6H
server: "192.168.100.40"
status: "enable"
id: II9H
name: "default_name_10"

6.36.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.36.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.36.9 Authors

* Link Zheng (@chillancezen)
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e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.37 fortios_emailfilter_fortishield — Configure FortiGuard - Anti-
Spam in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.37.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

emailfilter feature and fortishield category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.37.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.37.3 FortiOS Version Compatibility
6.37.4 Parameters

6.37.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.37.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure FortiGuard - AntiSpam.
fortios _emailfilter fortishield:
vdom: "{{ vdom }}"
emailfilter fortishield:
spam_submit_force: "enable"
spam_submit_srv: "<your_own_value>"
spam_submit_txt2htm: "enable"

6.37.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.37.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.37.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.38 fortios_emailfilter_iptrust — Configure AntiSpam IP trust in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.38.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
emailfilter feature and iptrust category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.38.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.38.3 FortiOS Version Compatibility
6.38.4 Parameters

6.38.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.38.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure AntiSpam IP trust.
fortios_emailfilter iptrust:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
emailfilter iptrust:
comment: "Optional comments."
entries:

addr_type: "ipv4"

id: "e"
ip4_subnet: "<your_ own_value>"
ip6_subnet: "<your_ own_value>"
status: "enable"

id: "10"

name: "default_name_ 11"

6.38.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.38.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.38.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.39 fortios_emailfilter_mheader — Configure AntiSpam MIME header
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.39.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
emailfilter feature and mheader category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.39.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.39.3 FortiOS Version Compatibility
6.39.4 Parameters

6.39.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.39.6 Examples

6.39. fortios_emailfilter_mheader — Configure AntiSpam MIME header in Fortinet’s FortiOS and 99
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure AntiSpam MIME header.
fortios_emailfilter mheader:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
emailfilter mheader:
comment: "Optional comments."

entries:
action: "spam"
fieldbody: "<your_own_value>"
fieldname: "<your_own_value>"
id: "8"

pattern_type: "wildcard"
status: "enable"

id: "1i1"

name: "default_name_12"

6.39.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.39.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.39.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.40 fortios_emailfilter_options — Configure AntiSpam options in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.40.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
emailfilter feature and options category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.40.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.40.3 FortiOS Version Compatibility
6.40.4 Parameters

6.40.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.40.6 Examples

6.40. fortios_emailfilter_options — Configure AntiSpam options in Fortinet’s FortiOS and FortiGat:l
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure AntiSpam options.
fortios_emailfilter options:
vdom: "{{ vdom }}"
emailfilter options:
dns_timeout: "3"

6.40.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.40.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.40.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

¢ Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.41 fortios_emailfilter_profile — Configure Email Filter profiles in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements
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* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.41.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
emailfilter feature and profile category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.41.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.41.3 FortiOS Version Compatibility
6.41.4 Parameters

6.41.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.41.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure Email Filter profiles.
fortios_emailfilter profile:
vdom: "{{ vdom }}"

(continues on next page)
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(continued from previous page)

state: "present"
access_token: "<your_own_value>"
emailfilter_ profile:

comment: "Comment."

external: "enable"

feature_set: "flow"

file filter:

entries:

action: "log"
comment: "Comment."
file_type:

name: "default_name_11 (source antivirus.filetype.name)"

filter: "<your_own_value>"
password_protected: "yes"
protocol: "smtp"

log: "enable"

scan_archive_contents: "enable"
status: "enable"
gmail:

log: "enable"

log_all: "disable"
imap:

action: "pass"

log: "enable"

log_all: "disable"

tag_msg: "<your_own_value>"

tag _type: "subject"
mapi:

action: "pass"

log: "enable"

log_all: "disable"
msn_hotmail:

log: "enable"

log_all: "disable"
name: "default_name_34"
options: "bannedword"
other webmails:

log_all: "disable"
pop3:

action: "pass"

log: "enable"

log_all: "disable"

tag_msg: "<your_own_value>"

tag _type: "subject"

replacemsg _group: "<your_own_value> (source system.replacemsg-group.name)"

smtp:
action: "pass"
hdrip: "disable"
local override: "disable"
log: "enable"
log_all: "disable"
tag_msg: "<your_own_value>"
tag _type: "subject"

spam_bal_table: "53 (source emailfilter.block-allow-list.id)"

spam_bwl_table: "54 (source emailfilter.bwl.id)"

(continues on next page)
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(continued from previous page)

spam_bword_table: "S55 (source emailfilter.bword.id)"
spam_bword_ threshold: "56"
spam_filtering: "enable"
spam_iptrust_table: "58 (source emailfilter.iptrust.id)"
spam_log: "disable"
spam_log_fortiguard response: "disable"
spam_mheader_table: "61 (source emailfilter.mheader.id)"
spam_rbl table: "62 (source emailfilter.dnsbl.id)"
yahoo_mail:

log: "enable"

log_all: "disable"

6.41.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.41.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.41.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.42 fortios_endpoint_control_client — Configure endpoint control
client lists in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements

* FortiOS Version Compatibility

e Parameters

6.42. fortios_endpoint_control_client — Configure endpoint control client lists in Fortinet’s FortiQX5
and FortiGate.
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e Notes
* Examples
e Return Values

e Status

e Authors

6.42.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
endpoint_control feature and client category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.42.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.42.3 FortiOS Version Compatibility
6.42.4 Parameters

6.42.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.42.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure endpoint control client lists.
fortios_endpoint_control_client:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
endpoint_control_client:

(continues on next page)
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(continued from previous page)

ad_groups: "<your_own_value>"
ftel _uid: "<your_own_value>"
id: "5"

info: "<your_own_value>"
src_ip: "<your_own_value>"
src_mac: "<your_own_value>"

6.42.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.42.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.42.9 Authors

* Link Zheng (@chillancezen)
* Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.43 fortios_endpoint_control_fctems — Configure FortiClient Enter-
prise Management Server (EMS) entries in Fortinet’s FortiOS

and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

e Notes

* Examples

6.43. fortios_endpoint_control_fctems — Configure FortiClient Enterprise Management Server 107

(EMS) entries in Fortinet’s FortiOS and FortiGate.
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e Return Values
e Status

e Authors

6.43.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
endpoint_control feature and fctems category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.43.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.43.3 FortiOS Version Compatibility
6.43.4 Parameters

6.43.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.43.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure FortiClient Enterprise Management Server (EMS) entries.
fortios_endpoint_control_ fctems:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_ own_value>"
endpoint_control_fctems:
admin_password: "<your_own_value>"
admin_username: "<your_own_value>"
call timeout: "5"
capabilities: "fabric-auth"

(continues on next page)
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certificate: "<your_own_value> (source certificate.remote.name)"
cloud_server_ type: "production"
fortinetone_cloud authentication: "enable"
https_port: "10"

name: "default_name_11"

pull_avatars: "enable"

pull_malware_hash: "enable"

pull_sysinfo: "enable"

pull_tags: "enable"

pull_vulnerabilities: "enable"
serial_number: "<your_own_value>"

server: "192.168.100.40"

source_ip: "84.230.14.43"
status_check_interval: "20"
websocket_override: "enable"

6.43.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.43.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.43.9 Authors

* Link Zheng (@chillancezen)

* Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.44 fortios_endpoint_control_forticlient_ ems - Configure Forti-
Client Enterprise Management Server (EMS) entries in Fortinet’s
FortiOS and FortiGate.

New in version 2.10.

6.44. fortios_endpoint_control_forticlient_ems — Configure FortiClient Enterprise Management 109
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Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.44.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
endpoint_control feature and forticlient_ems category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.44.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.44.3 FortiOS Version Compatibility
6.44.4 Parameters

6.44.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.44.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

(continues on next page)

110 Chapter 6. Configuration Modules



Ansible Galaxy FortiOS Collection, Release 1.0

(continued from previous page)

tasks:
- name: Configure FortiClient Enterprise Management Server (EMS) entries.
fortios_endpoint_control_ forticlient_ems:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
endpoint_control_forticlient_ems:
address: "<your_own_value> (source firewall.address.name)"
admin_password: "<your_own_value>"
admin_type: "Windows"
admin_username: "<your_own_value>"
https_port: "7"
listen port: "8"
name: "default_name_9"
rest_api_auth: "disable"
serial_number: "<your_own_value>"
upload port: "12"

6.44.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.44.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.44.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.45 fortios_endpoint_control_forticlient_registration_sync — Con-
figure FortiClient registration synchronization settings in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

6.45. fortios_endpoint_control_forticlient_registration_sync — Configure FortiClient registratiori 11
synchronization settings in Fortinet’s FortiOS and FortiGate.
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* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

e Status

e Authors

6.45.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
endpoint_control feature and forticlient_registration_sync category. Examples include all parameters and values
need to be adjusted to datasources before usage. Tested with FOS v6.0.0

6.45.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.45.3 FortiOS Version Compatibility
6.45.4 Parameters

6.45.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.45.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no

(continues on next page)
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ansible_httpapi_port: 443
tasks:
- name: Configure FortiClient registration synchronization settings.
fortios_endpoint_control_ forticlient_registration_sync:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
endpoint_control_forticlient_ registration_sync:
peer_ip: "<your_own_value>"
peer_name: "<your_own_value>"

6.45.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.45.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.45.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.46 fortios_endpoint_control_profile — Configure FortiClient end-
point control profiles in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements

* FortiOS Version Compatibility

e Parameters

6.46. fortios_endpoint_control_profile — Configure FortiClient endpoint control profiles in 113
Fortinet’s FortiOS and FortiGate.
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e Notes
* Examples
e Return Values

e Status

e Authors

6.46.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
endpoint_control feature and profile category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.46.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.46.3 FortiOS Version Compatibility
6.46.4 Parameters

6.46.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.46.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure FortiClient endpoint control profiles.
fortios_endpoint_control_profile:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
endpoint_control_profile:

(continues on next page)
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description: "<your_own_value>"
device_groups:

name: "default_name_5 (source user.device-group.name user.device-category.

—name) "
forticlient_android_settings:

disable_wf_ when_protected: "enable"

forticlient_advanced _vpn: "ecnable"

forticlient_advanced vpn_ buffer: "<your_ own_value>"

forticlient_vpn_provisioning: "enable"

forticlient_vpn_settings:
auth_method: "psk"
name: "default_name_13"
preshared_key: "<your_own_value>"
remote_gw: "<your_own_value>"
sslvpn_access_port: "16"
sslvpn_require_certificate: "enable"
type: "ipsec"

forticlient_wf: "enable"

forticlient_wf profile: "<your_own_value> (source webfilter.profile.name)"

forticlient_ios_settings:
client_vpn_provisioning: "enable"
client_vpn_settings:
auth_method: "psk"
name: "default _name_ 25"
preshared _key: "<your_own_value>"
remote_gw: "<your_own_value>"
sslvpn_access_port: "28"
sslvpn_require_certificate: "enable"
type: "ipsec"
vpn_configuration_content: "<your_ own_value>"
vpn_configuration_name: "<your_ own_value>"
configuration_content: "<your_ own_value>"
configuration_name: "<your_own_value>"
disable_wf_ when_protected: "enable"
distribute_configuration_profile: "enable"
forticlient wf: "enable"

forticlient_wf profile: "<your_own_value> (source webfilter.profile.name)"

forticlient_winmac_settings:
av_realtime_protection: "enable"
av_signature_up_to_date: "enable"
forticlient_application_firewall: "enable"
forticlient_application_firewall_ list: "<your own_value>

—application.list.name)"

forticlient_av: "enable"
forticlient_ems_compliance: "enable"
forticlient_ems_compliance_action: "block"
forticlient_ems_entries:

(source,,

name: "default_name_48 (source endpoint-control.forticlient-ems.name)"

forticlient_linux ver: "<your_own_value>"
forticlient_log upload: "enable"
forticlient_log upload level: "traffic"
forticlient_log upload_server: "<your_own_value>"
forticlient_mac_ver: "<your_own_value>"

(continues on next page)
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forticlient minimum software_ version: "enable"
forticlient_operating system:

id: "56"

os_name: "<your_own_value>"

os_type: "custom"
forticlient _own_file:

file: "<your_own_value>"

id: "el"
forticlient_registration compliance_action: "block"
forticlient_ registry entry:

id: "e4"

registry_entry: "<your_own_value>"
forticlient_running app:

app_name: "<your_own_value>"

app_sha256_signature: "<your_own_value>"

app_sha256_signature2: "<your_ own_value>"

app_sha256_signature3: "<your_own_value>"

app_sha256_signatured4: "<your_ own_value>"

application_check_rule: "present"

id: "73"

process_name: "<your_own_value>"

process_name2: "<your_own_value>"

process_name3: "<your_own_value>"

process_named: "<your_own_value>"
forticlient_security posture: "enable"
forticlient_security_ posture_compliance_action: "block"
forticlient_system compliance: "enable"
forticlient_system compliance_action: "block"
forticlient wvuln scan: "enable"
forticlient_vuln_scan_compliance_action: "block"
forticlient_vuln_ scan_enforce: "critical"
forticlient_wvuln_scan_enforce_grace: "85"
forticlient_vuln_scan_exempt: "ecnable"
forticlient_wf: "enable"
forticlient_wf profile: "<your_own_value> (source webfilter.profile.name)"
forticlient_win_ver: "<your_own_value>"
os_av_software_installed: "enable"
sandbox_address: "<your_own_value>"
sandbox_analysis: "enable"

on_net_addr:

name: "default_name_94 (source firewall.address.name firewall.addrgrp.

n

—name)
profile_name: "<your_own_value>"
replacemsg _override_group: "<your_own_value> (source system.replacemsg-group.
—name) "
src_addr:
name: "default_name_98 (source firewall.address.name firewall.addrgrp.
—name) "

user_groups:

name: "default_name_100 (source user.group.name)"

(continues on next page)
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users:

name: "default _name_102 (source user.local.name)"

6.46.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.46.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.46.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.47 fortios_endpoint_control_registered_forticlient — Registered
FortiClient list in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

o Status

e Authors
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6.47.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
endpoint_control feature and registered_forticlient category. Examples include all parameters and values need
to be adjusted to datasources before usage. Tested with FOS v6.0.0

6.47.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.47.3 FortiOS Version Compatibility
6.47.4 Parameters

6.47.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.47.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Registered FortiClient list.
fortios_endpoint_control_registered forticlient:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
endpoint_control_registered forticlient:

flag: "3"

ip: "<your_own_value>"

mac: "<your_own_value>"
reg_fortigate: "<your_ own_value>"
status: "7"

uid: "<your_own_value>"

vdom: "<your_own_value>"
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6.47.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.47.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.47.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.48 fortios_endpoint_control_settings — Configure endpoint control
settings in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.48.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
endpoint_control feature and settings category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.48. fortios_endpoint_control_settings — Configure endpoint control settings in Fortinet’s FortiiS
and FortiGate.
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6.48.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.48.3 FortiOS Version Compatibility
6.48.4 Parameters

6.48.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.48.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure endpoint control settings.
fortios_endpoint_control_settings:
vdom: "{{ vdom }}"
endpoint_control_settings:
download_custom_link: "<your_own_value>"
download_location: "fortiguard"
forticlient_avdb_update_interval: "5"
forticlient_dereg unsupported _client: "enable"
forticlient_disconnect_unsupported client: "enable"
forticlient_ems_rest_api_call_timeout: "8"
forticlient_keepalive_interval: "9"
forticlient_offline grace: "enable"
forticlient_offline_grace_interval: "11"
forticlient_reg key: "<your_ own_value>"
forticlient_reg key_enforce: "enable"
forticlient_reg timeout: "14"
forticlient_sys_update_interval: "15"
forticlient_user_avatar: "enable"
forticlient_warning_ interval: "17"

6.48.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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6.48.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.48.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.49 fortios_extender_controller_dataplan — FortiExtender dataplan
configuration in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.49.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify ex-
tender_controller feature and dataplan category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.49.2 Requirements

The below requirements are needed on the host that executes this module.
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¢ ansible>=2.9.0

6.49.3 FortiOS Version Compatibility
6.49.4 Parameters

6.49.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.49.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

- name: FortiExtender dataplan configuration.

fortios_extender_ controller_dataplan:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
extender_controller dataplan:
apn: "<your_own_value>"
APN: "<your_own_value>"

auth_type: "none"

billing date: "6"

capacity: "7"

carrier: "<your_own_value>"
icecid: "<your_own_value>"
modem id: "modeml"

monthly fee: "11"

name: "default_name_12"
overage: "disable"

password: "<your_own_value>"
pdn: "ipv4d-only"

PDN: "ipv4-only"

preferred subnet: "17"
private_network: "disable"
signal_period: "19"
signal_threshold: "20"

slot: "siml"

type: "carrier"

username: "<your_own_value>"
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6.49.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.49.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.49.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.50 fortios extender_controller extender — Extender controller con-
figuration in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.50.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
extender_controller feature and extender category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0
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6.50.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.50.3 FortiOS Version Compatibility
6.50.4 Parameters

6.50.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.50.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Extender controller configuration.
fortios_extender controller_ extender:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
extender controller extender:
aaa_shared_secret: "<your_own_value>"
access_point_name: "<your_own_value>"
admin: "disable"
at_dial_script: "<your_own_value>"
authorized: "disable"
billing start_day: "8"

cdma_aaa_spi: "<your_own_value>"
cdma_ha _spi: "<your_own_value>"
cdma_nai: "<your_own_value>"

conn_status: "12"
controller report:
interval: "14"
signal_threshold: "15"
status: "disable"
description: "<your_own_value>"
dial_mode: "dial-on-demand"
dial_ status: "19"
ext_name: "<your_own_value>"
ha_shared_secret: "<your_own_value>"

(continues on next page)
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id: "22"
ifname: "<your_own_value>
initiated update:

"enable"

(source system.interface.name)"

login_password: "<your_own_value>"
mode: "standalone"
modem_passwd: "<your_own_value>"
modem_type: "cdma"
modeml :
auto_switch:
dataplan: "disable"
disconnect: "disable"

disconnect_period:
disconnect_threshold:

signal: "disable"
switch_back:
switch_back time:

switch_back_timer:

conn_status: "39"
default _sim: "siml"
gps: "disable"
ifname:

preferred carrier:
redundant_intf:

"<your_own_value>

n33n
n34m

"tlme n
"<your_own_value>"

n3gmn

(source system.interface.name)"

"<your_own_value>"
"<your_own_value>"

redundant _mode: "disable"
siml_pin: "disable"
siml_pin_code: "<your_own_value>"
sim2_pin: "disable"
sim2_pin_code: "<your_own_value>"
modem2 :
auto_switch:
dataplan: "disable"
disconnect: "disable"

disconnect_period:
disconnect_threshold:

signal: "disable"
switch_back:
switch_back time:

switch_back_timer:

conn_status: "60"
default_sim: "siml"
gps: "disable"
ifname:

preferred carrier:
redundant_intf:

"<your_own_value>

ng4n
nggn

Htime n
"<your_own_value>"

nggmn

(source system.interface.name)"

"<your_own_value>"
"<your_own_value>"

redundant_mode: "disable"
siml_pin: "disable"
siml_pin_code: "<your_own_value>"
sim2_pin: "disable"

sim2_pin_code:

multi_mode: "auto"

name: "default name_ 72"
pPpPp_auth_protocol: "auto"
ppp_echo_request: "enable"

PPP_password:
PPpP_username:
primary ha:

quota_limit_mb: "78"

"<your_own_value>"

"<your_own_value>"
"<your_own_value>"
"<your_own_value>"

(continues on next page)
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redial: "none"

redundant_intf: "<your_own_value>"
roaming: "enable"

role: "none"

secondary ha: "<your_own_value>"
sim _pin: "<your_own_value>"

vdom: "385"

wimax auth_protocol: "tls"
wimax_carrier: "<your_own_value>"
wimax_realm: "<your_own_value>"

6.50.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.50.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.50.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.51 fortios_extender_extender_info — Display extender struct infor-
mation in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements

* FortiOS Version Compatibility

e Parameters
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e Notes
* Examples
e Return Values

e Status

e Authors

6.51.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
extender feature and extender_info category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.51.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.51.3 FortiOS Version Compatibility
6.51.4 Parameters

6.51.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.51.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Display extender struct information.
fortios_extender extender_info:
vdom: "{{ vdom }}"
extender extender info:
<sn>: "<your_own_value> (source extender-controller.extender.id)"

6.51. fortios_extender_extender_info — Display extender struct information in Fortinet’s FortiOS127
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6.51.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.51.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.51.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.52 fortios_extender_lIte carrier_ by mcc_mnc - Display extender
modem carrier based on MCC and MNC in Fortinet’s FortiOS
and FortiGate.

New in version 2.10.

Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors
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6.52.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
extender feature and lte_carrier_by_mcc_mnc category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.52.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.52.3 FortiOS Version Compatibility
6.52.4 Parameters

6.52.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.52.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Display extender modem carrier based on MCC and MNC.
fortios_extender_ lte_carrier_ by mcc mnc:

vdom: "{{ vdom }}"
extender_lte_carrier_ by mcc_mnc:
<sn>: "<your_own_value> (source extender-controller.extender.id)"

6.52.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.52.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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6.52.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.53 fortios_extender_lIte carrier_list — Display extender modem car-
rier list in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.53.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

extender feature and lte_carrier_list category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.53.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.53.3 FortiOS Version Compatibility

6.53.4 Parameters

6.53.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.53.6 Examples

- hosts: fortigates
collections:

- fortinet.fortios
connection: httpapi
vars:

vdom:
ansible_httpapi_use_ssl:

"root"
yes

ansible_httpapi_validate_certs:

ansible_httpapi_port: 443
tasks:

— name: Display extender modem

no

carrier list.

fortios_extender lte carrier list:

vdom: "{{ vdom }}"
extender_lte_carrier_list:

<sn>: "<your_own_value>

(source extender-controller.extender.id)"

6.53.7 Return Values

Common return values are documented:
return_values.html#common-return-values,

6.53.8 Status

https://docs.ansible.com/ansible/latest/reference_appendices/common_
the following are the fields unique to this module:

 This module is not guaranteed to have a backwards compatible interface.

6.53.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

Nicolas Thomas (@thomnico)

Miguel Angel Munoz (@mamunozgonzalez)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.54 fortios_extender_modem_status — Display detailed extender
modem status in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.54.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
extender feature and modem_status category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.54.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.54.3 FortiOS Version Compatibility
6.54.4 Parameters

6.54.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.54.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Display detailed extender modem status.
fortios_extender modem_status:
vdom: "{{ vdom }}"
extender modem_ status:
<sn>: "<your_own_value> (source extender-controller.extender.id)"

6.54.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.54.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.54.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.55 fortios_extender_sys_info — Display detailed extender system
information in Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.55.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
extender feature and sys_info category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.55.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.55.3 FortiOS Version Compatibility
6.55.4 Parameters

6.55.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.55.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

(continues on next page)
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tasks:
— name: Display detailed extender system information.
fortios_extender_ sys_info:

vdom: "{{ vdom }}"
extender_sys_info:
<sn>: "<your_own_value> (source extender-controller.extender.id)"

6.55.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.55.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.55.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.56 fortios_file filter_profile — Configure file-filter profiles in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

e Return Values
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e Status

e Authors

6.56.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify file_filter feature and profile category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.56.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.56.3 FortiOS Version Compatibility
6.56.4 Parameters

6.56.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.56.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure file-filter profiles.
fortios_file filter profile:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
file filter profile:
comment: "Comment."
extended log: "disable"
feature_set: "flow"
log: "disable"
name: "default_name_ 7"

(continues on next page)
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replacemsg _group: "<your_own_value> (source system.replacemsg-group.name)"
rules:

action: "log-only"

comment: "Comment."

direction: "incoming"

file_ type:

name: "default_name_14 (source antivirus.filetype.name)"

name: "default_name_15"

password _protected: "yes"

protocol: "http"
scan_archive_contents: "disable"

6.56.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.56.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.56.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.57 fortios_firewall_access proxy — Configure Access Proxy in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

 FortiOS Version Compatibility
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

6.57.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and access_proxy category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.57.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.57.3 FortiOS Version Compatibility
6.57.4 Parameters

6.57.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.57.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure Access Proxy.
fortios_firewall_ access_proxy:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

(continues on next page)
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firewall_ access_proxy:
api_gateway:
http_cookie_age: "4"
http_cookie_domain:

"<your_own_value>"

http_cookie_domain_from host: "disable"
http_cookie_generation: "7"
http_cookie_ path: "<your own_value>"
http_cookie_share: "disable"
https_cookie_secure: "disable"
id:  "11"
1ldb_method: "static"
persistence: "none"
realservers:
address: "<your_own_value> (source firewall.address.name firewall.

—addrgrp.name) "
health check:
health_check_proto:
http_host:

id:

nign

"disable"
"ping"
"myhostname"

ip:

"<your_own_value>"

mappedport: "<your_ own_value>"
port: "22"
status: "active"
weight: "24"
saml_server: "<your_own_value> (source user.saml.name)"

service:

“http n

ssl_algorithm: "high"
ssl_cipher_suites:

cipher:

priority: "30"

versions: "tls-1.0"
ssl_dh _bits: "768"
ssl max version: "tls-1.0"
ssl min_version: "tls-1.0"

url map:

url_map_type: "sub-string”

virtual_host: "myhostname
client cert: "disable"
empty_cert_action: "accept"
1db_method: "static"
name: "default name 41"
realservers:

id: "43"

ip: "<your_own_value>"

port: "45"

status: "active"

weight: "47"

server_pubkey auth: "disable"

server_pubkey_auth_settings:
auth_ca:
cert_extension:

"<your_own_value>

"TLS-AES-128-GCM—-SHA256"

"<your_own_value>"

(source firewall.access-proxy-virtual-host.name)

(source firewall.ssh.local-ca.name)"

(continues on next page)
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critical: "no"

data: "<your_own_value>"

name: "default name_ 54"

type: "fixed"
permit_agent_ forwarding: "enable"
permit_port_forwarding: "enable"
permit_pty: "enable"
permit_user_rc: "ecnable"
permit_x11_ forwarding: "enable"
source_address: "enable"

vip: "<your_own_value> (source firewall.vip.name)"

6.57.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.57.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.57.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.58 fortios_firewall_access_proxy_virtual_host — Configure Access
Proxy virtual hosts in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements

* FortiOS Version Compatibility

e Parameters
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e Notes
* Examples
e Return Values

e Status

e Authors

6.58.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and access_proxy_virtual_host category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.58.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.58.3 FortiOS Version Compatibility
6.58.4 Parameters

6.58.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.58.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure Access Proxy virtual hosts.
fortios_firewall_ access_proxy_virtual_host:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall access_proxy virtual host:

(continues on next page)
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host: "myhostname"
host_type: "sub-string"
name: "default name 5"

ssl_certificate: "<your_own_value> (source vpn.certificate.local.name)

6.58.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

6.58.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.58.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.59 fortios_firewall_acl — Configure IPv4 access control list in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

e Return Values

e Status
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e Authors I

6.59.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and acl category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.59.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.59.3 FortiOS Version Compatibility
6.59.4 Parameters

6.59.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.59.6 Examples

- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure IPv4 access control list.
fortios_firewall acl:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall acl:
comments: "<your_own_value>"
dstaddr:

name: "default_name_5 (source firewall.address.name firewall.addrgrp.name)

interface: "<your_own_value> (source system.zone.name system.interface.name)"
name: "default_name_ 7"

(continues on next page)
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policyid: "8"
service:
name: "default_name_10 (source firewall.service.custom.name firewall.
—service.group.name)"
srcaddr:

name: "default_name_12 (source firewall.address.name firewall.addrgrp.
—name) "

status: "enable"

6.59.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.59.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.59.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.60 fortios_firewall_aclé — Configure IPv6 access control list in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements

* FortiOS Version Compatibility

e Parameters
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e Notes
* Examples
e Return Values

e Status

e Authors

6.60.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and acl6 category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.60.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.60.3 FortiOS Version Compatibility
6.60.4 Parameters

6.60.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.60.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure IPv6 access control list.
fortios_firewall aclé6:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall aclé6:

(continues on next page)
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comments: "<your_own_value>"
dstaddr:
name: "default_name_5 (source firewall.address6.name firewall.addrgrpé6.

—name) "

interface: "<your_own_value> (source system.zone.name system.interface.name)"

name: "default_name_7"

policyid: "8"

service:

name: "default_name_10 (source firewall.service.custom.name firewall.

—service.group.name)"

srcaddr:

name: "default_name_12 (source firewall.address6.name firewall.addrgrp6.
—name) "

status: "enable"

6.60.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.60.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.60.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.61 fortios_firewall_address - Configure IPv4 addresses in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.61.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify firewall feature and address category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.61.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.61.3 FortiOS Version Compatibility
6.61.4 Parameters

6.61.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.61.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

(continues on next page)
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tasks:
— name: Configure IPv4 addresses.
fortios_firewall_ address:

vdom: "{{ vdom }}"

state: "present"

access_token:

firewall address:
allow_routing: "enable"
associated_interface:

—zone.name) "

cache_ttl: "5"
clearpass_spt:
color: "7"
comment :
country:
end_ip:
end_mac:
epg_name:
fabric_object:
filter:
fgdn:
fsso_group:

"unknown"

"Comment ."

"<your_own_value>"
"<your_own_value>"
"<your_own_value>"

"enable"
"<your_own_value>"
"<your_own_value>"

name:
interface:
list:

"default_name_ 17

ip: "<your_own_value>"
net_id:
obj_id:
macaddr:
macaddr:
name: "default_name_25"
node_ip only: "enable"
obj_id: "<your_own_value>"
obj_tag:
obj_type: "ip
organization:
policy_group:
sdn: "aci"
sdn_addr_type:
sdn_tag:
start_ip:
start_mac:
sub_type: "sdn"
subnet: "<your_own_value>"
subnet_ name:
tagging:

"<your_own_value>"

n

"private"
"<your_own_value>"

category:
name: "default_name_ 42"
tags:

name:
tenant: "<your_own_value>"

type: "ipmask"

"<your_own_value>

"<your_own_value>

"<your_own_value>

"default_name_44

"<your_own_value>"

(source system.interface.name system.

"<your_own_value>"

(source user.adgrp.name)"
(source system.interface.name)"

"<your_own_value>"
"<your_own_value>"

"<your_own_value>"

"<your_own_value>"
"<your_own_value>"

"<your_own_value>"
"<your_own_value>"

"<your_own_value>"

(source system.object-tagging.category)"

(source system.object-tagging.tags.name)"

(continues on next page)
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uuid: "<your_own_value>"
visibility: "enable"

wildcard: "<your_own_value>"
wildcard fqdn: "<your_ own_value>"

6.61.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

6.61.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.61.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.62 fortios_firewall_address6 — Configure IPv6 firewall addresses in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

e Status

Return Values
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e Authors I

6.62.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and address6 category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.62.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.62.3 FortiOS Version Compatibility
6.62.4 Parameters

6.62.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.62.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure IPv6 firewall addresses.
fortios_firewall addressé6:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall addressé6:
cache_ttl: "3"

color: "4"

comment: "Comment."
country: "<your_own_value>"
end_ip: "<your_own_value>"
end_mac: "<your_own_value>"

fabric_object: "enable"

(continues on next page)
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fgdn: "<your_own_value>"
host: "<your_own_value>"
host_type: "any"
ip6: "<your_own_value>"
list:
ip: "<your_own_value>"
net_id: "<your_own_value>"
obj_id: "<your_own_value>"
macaddr:
macaddr: "<your_own_value>"
name: "default_name_20"
obj_id: "<your_own_value>"
sdn: "nsx"
start_ip: "<your_own_value>"
start_mac: "<your_own_value>"
subnet_segment:

name: "default_name_26"

type: "any"

value: "<your_own_value>"
tagging:

category: "<your_own_value> (source system.object-tagging.category)"

name: "default_name_ 31"

tags:

name: "default_name_33 (source system.object-tagging.tags.name)"

template: "<your_own_value> (source firewall.address6-template.name)"

type: "ipprefix"
uuid: "<your_own_value>"
visibility: "enable"

6.62.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.62.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.62.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)
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¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.63 fortios_firewall_address6_template — Configure IPv6 address
templates in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.63.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and address6_template category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.63.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.63.3 FortiOS Version Compatibility
6.63.4 Parameters

6.63.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.63.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure IPv6 address templates.
fortios_firewall address6_template:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall address6_template:

fabric_object: "enable"
ip6: "<your_own_value>"
name: "default name_ 5"

subnet_segment:

bits: "7"

exclusive: "enable"

id: "9

name: "default_name_10"
values:

name: "default_name_ 12"
value: "<your_own_value>"
subnet_segment_count: "14"

6.63.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.63.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.63.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.64 fortios_firewall_addrgrp — Configure IPv4 address groups in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.64.1 Synopsis

e This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify firewall feature and addrgrp category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.64.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.64.3 FortiOS Version Compatibility
6.64.4 Parameters

6.64.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.64.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs:
ansible httpapi_ port: 443

tasks:

no

- name: Configure IPv4 address groups.

fortios_firewall addrgrp:
vdom: " {{ vdom }}"
state: "present"

access_token: "<your_own_value>"

firewall addrgrp:
allow_routing: "enable"
category: "default"
color: "5"
comment: "Comment."
exclude: "enable"
exclude member:

name: "default_name_9 (source firewall.address.name firewall.addrgrp.name)
(_)"
fabric_object: "enable"
member :
name: "default_name_12 (source firewall.address.name firewall.addrgrp.
—name) "
name: "default name_ 13"
tagging:
category: "<your_own_value> (source system.object-tagging.category)"

name: "default_name_16"
tags:

name: "default_name_18 (source system.object-tagging.tags.name)"

type: "default"
uuid: "<your_own_value>"
visibility: "enable"

6.64.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.64.8 Status

» This module is not guaranteed to have a backwards compatible interface.
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6.64.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.65 fortios_firewall_addrgrp6 — Configure IPv6 address groups in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.65.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and addrgrp6 category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.65.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.65.3 FortiOS Version Compatibility
6.65.4 Parameters

6.65.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.65.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure IPv6 address groups.
fortios_firewall_ addrgrpé6:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall addrgrpé6:
color: "3"

comment: "Comment."
fabric_object: "enable"
member :

name: "default_name_7 (source firewall.address6.name firewall.addrgrpé6.

—name) "
name: "default_ name_8"
tagging:
category: "<your_own_value> (source system.object-tagging.category)"
name: "default_name_ 11"
tags:

name: "default_name_13 (source system.object-tagging.tags.name)"
uuid: "<your_own_value>"
visibility: "enable"

6.65.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:
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6.65.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.65.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.66 fortios_firewall_auth_portal — Configure firewall authentication
portals in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.66.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and auth_portal category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.66.2 Requirements

The below requirements are needed on the host that executes this module.
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¢ ansible>=2.9.0

6.66.3 FortiOS Version Compatibility
6.66.4 Parameters

6.66.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.66.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure firewall authentication portals.
fortios_firewall_ auth_portal:

vdom: "{{ vdom }}"
firewall auth_portal:
groups:
name: "default_name_4 (source user.group.name)"
identity_based_route: "<your_ own_value> (source firewall.identity-based-route.
—name) "

portal_addr: "<your_own_value>"
portal_addr6: "<your_own_value>"

6.66.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.66.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.66.9 Authors

* Link Zheng (@chillancezen)
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e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.67 fortios_firewall_carrier_endpoint_bwl - Carrier end point
black/white list tables in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.67.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and carrier_endpoint_bwl category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.67.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.67.3 FortiOS Version Compatibility
6.67.4 Parameters

6.67.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.67.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Carrier end point black/white list tables.
fortios_firewall_ carrier_ endpoint_bwl:

vdom: "{{ vdom }}"

state: "present"

access_token: "<your_own_value>"

firewall carrier_ endpoint_bwl:
comment: "Optional comments."
entries:

action: "block"
carrier_endpoint: "<your_own_value>"
log_action: "archive"
pattern_type: "wildcard"
status: "enable"
id: "10"
name: "default_name_11"

6.67.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.67.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.67. fortios_firewall_carrier_endpoint_bwl — Carrier end point black/white list tables in Fortineti$1
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6.67.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.68 fortios_firewall _central_snat_map — Configure central SNAT
policies in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.68.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and central_snat_map category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.68.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.68.3 FortiOS Version Compatibility
6.68.4 Parameters

6.68.5 Notes

Note:
» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
* Adjust object order by moving self after(before) another.

* Only one of [after, before] must be specified when action is moving an object.

6.68.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure central SNAT policies.
fortios_firewall central_ snat_map:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall central_snat_map:
comments: "<your_own_value>"
dst_addr:

name: "default_name_5 (source firewall.address.name firewall.addrgrp.name)

dst_addré6:
name: "default_name_7 (source firewall.address6.name firewall.addrgrp6.
—name) "
dstintf:
name: "default_name_9 (source system.interface.name system.zone.name)"
nat: "disable"
nat_ippool:

name: "default_name_12 (source firewall.ippool.name)"
nat_ippool6:

name: "default_name_14 (source firewall.ippool6.name)"
nat_port: "<your_ own_value>"
orig_addr:

(continues on next page)
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(continued from previous page)

—name) "
or

—name) "

or
po
pr
sr

st

name: "default_name_17 (source firewall.address.name firewall.addrgrp.

ig_addré6:

name: "default_name_19 (source firewall.address6.name firewall.addrgrpé6.

ig_port: "<your_ own_value>"
licyid: "21"

otocol: "22"

cintf:

name: "default_name_24 (source system.interface.name system.zone.name)"

atus: "enable"

type: "ipv4"
uuid: "<your_own_value>"

— name:

move firewall.central_ snat_map

fortios_firewall central snat_map:
vdom: "root"

acti

on: "move"

self: "<mkey of self identifier>"

afte

#before:

r: "<mkey of target identifier>"

"<mkey of target identifier>"

6.68.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

6.68.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.68.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint:

If you notice any issues in this documentation, you can create a pull request to improve it.
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6.69 fortios_firewall_city — Define city table in Fortinet’s FortiOS and
FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.69.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and city category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.69.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.69.3 FortiOS Version Compatibility
6.69.4 Parameters

6.69.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.69.6 Examples

6.69. fortios_firewall_city — Define city table in Fortinet’s FortiOS and FortiGate. 165
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Define city table.
fortios_firewall city:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall city:
id: "3"
name: "default_name_4"

6.69.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.69.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.69.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.70 fortios_firewall_consolidated_policy — Configure consolidated
IPv4/IPv6 policies in Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.70.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify firewall_consolidated feature and policy category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.70.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.70.3 FortiOS Version Compatibility
6.70.4 Parameters

6.70.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.70.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

(continues on next page)
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(continued from previous page)

tasks:
- name: Configure consolidated IPv4/IPv6 policies.
fortios_firewall consolidated_policy:

vdom: " {{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall consolidated policy:
action: "accept"
application_list: "<your_own_value> (source application.list.name)"
auto_asic_offload: "enable"

av_profile: "<your_own_value> (source antivirus.profile.name)"
captive_portal_exempt: "enable"

cifs_profile: "<your_own_value> (source cifs.profile.name)"
comments: "<your_own_value>"

diffserv_forward: "enable"

diffserv_reverse: "enable"

diffservcode_forward: "<your_own_value>"

diffservcode_rev: "<your_own_value>"

dlp_sensor: "<your_own_value> (source dlp.sensor.name)"

dnsfilter profile: "<your_own_value> (source dnsfilter.profile.name)"
dstaddr_negate: "enable"

dstaddr4:
name: "default_name_18 (source firewall.address.name firewall.addrgrp.
—name firewall.vip.name firewall.vipgrp.name system.external-resource.name)"

dstaddré6:

name: "default_name_20 (source firewall.address6.name firewall.addrgrpé6.
—name firewall.vip6.name firewall.vipgrpé6.name system.external-resource

.name) "
dstintf:
name: "default_name_22 (source system.interface.name system.zone.name)"
emailfilter profile: "<your_ own_value> (source emailfilter.profile.name)"

fixedport: "enable"
fsso_groups:

name: "default_name_26 (source user.adgrp.name)"

global_label: "<your_own_value>"
groups:
name: "default_name_29 (source user.group.name)"

http_policy redirect: "enable"
icap_profile: "<your_own_value> (source icap.profile.name)"”
inbound: "enable"
inspection_mode: "proxy"
internet_service: "enable"
internet_service_ custom:
name: "default_name_36 (source firewall.internet-service-custom.name)"
internet_service_custom_group:

name: "default_name_38 (source firewall.internet-service-custom—-group.
—name) "
internet_service_group:

name: "default_name_40 (source firewall.internet-service-group.name)"

(continues on next page)
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(continued from previous page)

internet_service_id:

id: "42 (source firewall.internet-service.id)"
internet_service_negate: "enable"
internet_service_src: "enable"
internet_service_src_custom:

name: "default_name_46 (source firewall.internet-service-custom.name)"
internet_service_src_ custom_group:

name: "default_name_48 (source firewall.internet-service-custom-group.
—name) "
internet_service_src_group:
name: "default_name_50 (source firewall.internet-service—-group.name)"
internet_service_src_id:
id: "52 (source firewall.internet-service.id)"
internet_service_src_negate: "enable"
ippool: "enable"
ips_sensor: "<your_own_value> (source ips.sensor.name)"
logtraffic: "all"
logtraffic_start: "enable"
mms_profile: "<your_own_value> (source firewall.mms-profile.name)"
name: "default_ name_ 59"
nat: "enable"
outbound: "enable"
per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
policyid: "63"
poolnamed:
name: "default_name_65 (source firewall.ippool.name)"
poolname6:
name: "default_name_67 (source firewall.ippool6.name)"
profile_group: "<your_own_value> (source firewall.profile-group.name)"
profile_protocol_options: "<your_own_value> (source firewall.profile-protocol-
—options.name)"
profile_type: "single"
schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name firewall.schedule.group.name)"
service:
name: "default_name_73 (source firewall.service.custom.name firewall.
—service.group.name)"
service_negate: "enable"
session_ttl: "75"
srcaddr_negate: "enable"
srcaddr4:
name: "default_name_78 (source firewall.address.name firewall.addrgrp.
—name system.external-resource.name)"
srcaddré6:
name: "default_name_80 (source firewall.address6.name firewall.addrgrp6.
—name system.external-resource.name)"
srcintf:

(continues on next page)
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(continued from previous page)

name: "default_name_82 (source system.interface.name system.zone.name)"
ssh_filter profile: "<your_own_value> (source ssh-filter.profile.name)"
ssh_policy_redirect: "enable"
ssl_ssh profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"

status: "enable"

tcp_mss_receiver: "87"

tcp_mss_sender: "88"

traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)

traffic_shaper_ reverse: "<your_own_value> (source firewall.shaper.traffic—
—shaper.name) "

users:
name: "default_name_92 (source user.local.name)"

utm_status: "enable"

uuid: "<your_own_value>"

voip_profile: "<your_own_value> (source voip.profile.name)"

vpntunnel: "<your_own_value> (source vpn.ipsec.phasel.name vpn.ipsec.
—manualkey.name) "

waf_profile: "<your_own_value> (source waf.profile.name)"

wanopt: "enable"

wanopt_detection: "active"

wanopt_passive_opt: "default"

wanopt_peer: "<your_own_value> (source wanopt.peer.peer-host-id)"

wanopt_profile: "<your_own_value> (source wanopt.profile.name)"

webcache: "enable"

webcache_https: "disable"

webfilter profile: "<your_own_value> (source webfilter.profile.name)"

webproxy forward_ server: "<your_own_value> (source web-proxy.forward-server.
—name web-proxy.forward-server—-group.name)"

webproxy_ profile: "<your_own_value> (source web-proxy.profile.name)"

6.70.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.70.8 Status

¢ This module is not guaranteed to have a backwards compatible interface.

6.70.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.71 fortios_firewall_country — Define country table in Fortinet’s For-
tiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.71.1 Synopsis

e This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify firewall feature and country category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.71.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.71.3 FortiOS Version Compatibility
6.71.4 Parameters

6.71.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.71.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Define country table.
fortios_firewall country:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall country:

id: "3"
name: "default_name_4"
region:

id: H6"

6.71.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.71.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.71.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.72 fortios_firewall_decrypted_traffic_mirror — Configure decrypted
traffic mirror in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.72.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and decrypted_traffic_mirror category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.72.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.72.3 FortiOS Version Compatibility
6.72.4 Parameters

6.72.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.72.6 Examples
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- hosts: fortigates
collections:
— fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

- name: Configure decrypted traffic mirror.
fortios_firewall decrypted traffic mirror:

vdom: "{{ vdom }}"

state: "present"

access_token: "<your_own_value>"

firewall decrypted traffic mirror:
dstmac: "<your_own_value>"
interface:

name: "default_name_5 (source system

name: "default_name_6"
traffic_source: "client"
traffic_type: "ssl"

.interface.name system.zone.name)"

6.72.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.72.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.72.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.73 fortios_firewall_dnstranslation — Configure DNS translation in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.73.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and dnstranslation category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.73.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.73.3 FortiOS Version Compatibility
6.73.4 Parameters

6.73.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.73.6 Examples
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- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure DNS translation.
fortios_firewall dnstranslation:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall dnstranslation:

dst: "<your_own_value>"

id. "4"

netmask: "<your_own_value>"
src: "<your_own_value>"

6.73.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.73.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.73.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.74 fortios_firewall_dos_policy — Configure IPv4 DoS policies in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

e Status

e Authors

6.74.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and dos_policy category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.74.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.74.3 FortiOS Version Compatibility
6.74.4 Parameters

6.74.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.74.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no

(continues on next page)
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(continued from previous page)

ansible_httpapi_port: 443
tasks:
— name:
fortios_firewall dos_policy:
vdom: "{{ vdom }}"
state: "present"
access_token:
firewall dos_policy:
anomaly:
action:
log:
name: "default_name_6"
quarantine: "none"
quarantine_expiry:

llpassll
"enable"

quarantine_log: "disable"
status: "disable"
threshold: "11"
threshold (default): "12"
comments: "<your_own_value>"
dstaddr:
name: "default_name_15
—name) "
interface: "<your_own_value>
name: "default_name_17"
policyid: "18"
service:
name: "default_ name_ 20
—service.group.name)"
srcaddr:
name: "default_name_22
—name) "
status: "enable"

(source

(source

Configure IPv4 DoS policies.

"<your_own_value>"

"<your_own_value>"

(source firewall.

(source system.

firewall.

firewall.

address.name firewall.addrgrp.

zone.name system.interface.name)"

service.custom.name firewall.

address.name firewall.addrgrp.

6.74.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

6.74.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.74.9 Authors

* Link Zheng (@chillancezen)
* Jie Xue (@JieX19)
* Hongbin Lu (@fgtdev-hblu)
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¢ Frank Shen (@frankshenO1)
* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.75 fortios_firewall_dos_policy6 — Configure IPv6 DoS policies in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

* Examples

* Return Values

o Status

e Authors

6.75.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and dos_policy6 category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.75.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.75.3 FortiOS Version Compatibility
6.75.4 Parameters

6.75.5 Notes

Note:
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 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.75.6 Examples

- hosts: fortigates
collections:

— fortinet.fortios
connection: httpapi
vars:

vdom:
ansible_httpapi_use_ssl: yes

"root"

ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

— name: Configure IPv6 DoS policies.

fortios_firewall dos_policyé6:
vdom: "{{ vdom }}"
state: "present"
access_token:
firewall dos_policyé6:
anomaly:

"<your_own_value>"

action:
log:
name:
quarantine: "none"
quarantine_expiry:

Hpassll
"enable"
"default_name_6"

quarantine_log: "disable"
status: "disable"
threshold: "11"
threshold (default): "12"
comments: "<your_own_value>"
dstaddr:
name: "default_name_15 (source
—name) "
interface: "<your_ own_value>
name: "default_name_17"
policyid: "18"
service:
name: "default name_20 (source
—service.group.name)"
srcaddr:
name: "default name_ 22 (source
—name) "
status: "enable"

"<your_own_value>"

firewall.

(source system.

firewall.

firewall.

addressb6.name firewall.addrgrpb6.

zone.name system.interface.name)"

service.custom.name firewall.

addressb6.name firewall.addrgrp6.

6.75.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:
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6.75.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.75.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.76 fortios_firewall_gtp — Configure GTP in Fortinet’s FortiOS and
FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.76.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and gtp category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.76.2 Requirements

The below requirements are needed on the host that executes this module.
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¢ ansible>=2.9.0

6.76.3 FortiOS Version Compatibility
6.76.4 Parameters

6.76.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.76.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure GTP.
fortios_firewall gtp:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall gtp:
addr_notify: "<your_own_value>"
apn:

action: "allow"

apnmember:
name: "default_name_7 (source gtp.apn.name gtp.apngrp.name)"
id: "8"

selection _mode: "ms"
apn_filter: "enable"

authorized ggsns: "<your_own_value> (source firewall.address.name firewall.
—addrgrp.name) "
authorized _ggsns6: "<your_ own_value> (source firewall.address6.name firewall.

—addrgrp6.name) "

authorized sgsns: "<your_own_value> (source firewall.address.name firewall.
—addrgrp.name) "

authorized_sgsns6: "<your_own_value> (source firewall.address6.name firewall.
—addrgrp6.name) "

comment: "Comment."

context_id: "16"

control_plane_message_rate_limit: "17"

default_apn_action: "allow"

(continues on next page)
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(continued from previous page)

default _imsi action: "allow"
default_ip_action: "allow"
default_noip_action: "allow"
default_policy_action: "allow"
denied_log: "enable"
echo_request_interval: "24"
extension_log: "enable"
forwarded log: "enable"
global_tunnel_limit: "<your_own_value> (source gtp.tunnel-limit.name)"
gtp_in_gtp: "allow"
gtpu_denied log: "enable"
gtpu_forwarded log: "enable"
gtpu_log freq: "31"

half close_timeout: "32"

half open_timeout: "33"

handover_group: "<your_own_value> (source firewall.address.name firewall.
—addrgrp.name) "

handover_group6: "<your_ own_value> (source firewall.address6.name firewall.
—addrgrp6.name) "

ie_allow_1list_vOvl: "<your_own_value> (source gtp.ie-allow-list.name)"

ije_allow_1list_v2: "<your_own_value> (source gtp.ie-allow-list.name)"

ie_remove_policy:

id. H39ll
remove_ies: "apn-restriction"
sgsn_addr: "<your_own_value> (source firewall.address.name firewall.

—addrgrp.name) "
sgsn_addr6: "<your_own_value> (source firewall.address6.name firewall.
—addrgrp6.name) "

ie remover: "enable"

ie_validation:
apn_restriction: "enable"
charging gateway_addr: "enable"
charging ID: "enable"
end_user_addr: "enable"
gsn_addr: "enable"
imei: "enable"
imsi: "enable"
mm_context: "enable"
ms_tzone: "enable"
ms_validated: "enable"
msisdn: "enable"
nsapi: "enable"
pdp_context: "enable"
gos_profile: "enable"
rai: "enable"
rat_type: "enable"
reordering required: "enable"
selection_mode: "enable"

uli: "enable"
ie_white_list_vOvl: "<your_own_value> (source gtp.ie-white-list.name)"
ie_white_1list_v2: "<your_own_value> (source gtp.ie-white-list.name)"
imsi:

action: "allow"
apnmember:

(continues on next page)
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(continued from previous page)

name: "default_name_69 (source gtp.apn.name gtp.apngrp.name)"
id: "70"
mce_mnc: "<your_own_value>"

msisdn_prefix: "<your_ own_value>"
selection_mode: "ms"
imsi_filter: "enable"

interface_notify: "<your_ own_value> (source system.interface.name)"
invalid_reserved field: "allow"
invalid _sgsns_to_log: "<your_ own_value> (source firewall.address.name_

—firewall.addrgrp.name)"
invalid_sgsns6_to_log: "<your_own_value> (source firewall.address6.name_
—firewall.addrgrp6.name)"
ip_filter: "enable"
ip_policy:
action: "allow"

dstaddr: "<your_own_value> (source firewall.address.name firewall.addrgrp.
n

—name)

dstaddr6: "<your_own_value> (source firewall.address6.name firewall.
—addrgrp6.name) "

id: "84"

srcaddr: "<your_own_value> (source firewall.address.name firewall.addrgrp.
—name) "

srcaddr6: "<your_own_value> (source firewall.address6.name firewall.
—addrgrp6.name) "
log_freq: "87"
log_gtpu_limit: "388"

log_imsi_prefix: "<your_own_value>"

log_msisdn_prefix: "<your_ own_value>"

max_message_length: "91"

message_filter vOvl: "<your_ own_value> (source gtp.message-filter-vOvl.name)"
message_filter v2: "<your_own_value> (source gtp.message-filter-v2.name)"

message_rate_limit:
create_aa pdp_request: "95"
create_aa pdp_response: "96"
create_mbms_request: "97"
create_mbms_response: "98"
create_pdp_request: "99"
create_pdp_response: "100"
delete_aa_pdp_request: "101"
delete_aa_pdp_response: "102"
delete_mbms_request: "103"
delete_mbms_response: "104"
delete_pdp_request: "105"
delete_pdp_response: "106"
echo_reponse: "107"
echo_request: "108"
error_indication: "109"
failure_report_request: "110"
failure_report_response: "111"
fwd_reloc_complete_ack: "112"
fwd_relocation_complete: "113"
fwd_relocation_request: "114"
fwd_relocation_response: "115"
fwd_srns_context: "116"
fwd_srns_context_ack: "117"
g pdu: "118"

(continues on next page)
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(continued from previous page)

identification_request:

identification_response:
"121"
|1122"

mbms_de_reg_ request:
mbms_de_reg_response:

mbms_notify rej_request:
mbms_notify rej_response:
"125"
"126"
l|127|l
"128"

mbms_notify request:
mbms_notify response:
mbms_reg_request:
mbms_reg_response:
mbms_ses_start_request:

mbms_ses_start_response:
Hl}lll

mbms_ses_stop_request:
mbms_ses_stop_response:
note_ms_request: "133"
note_ms_response:
pdu_notify rej request:

pdu_notify rej_response:
"137"
"138"

pdu_notify request:
pdu_notify response:
ran_info: "139"

relocation_cancel_request:

n34m

"yp19nm
nioQ"

nip3n

nio4n

nipgn
"30"

n]3om

"]35"
"]136M

ni4Q0"

relocation_cancel_response: "141"
send_route_request: "142"
send_route_response: "143"
sgsn_context_ack: "144"
sgsn_context_request: "145"
sgsn_context_response: "146"
support_ext_hdr notify: "147"
update_mbms_request: "148"
update_mbms_response: "149"
update_pdp_request: "150"
update_pdp_response: "151"
version_not_support: "152"
message_rate_limit_vO:
create_pdp_request: "154"
delete_pdp_request: "155"
echo_request: "156"
message_rate_limit_vl:
create_pdp_request: "158"
delete_pdp_request: "159"
echo_request: "160"
message_rate_limit_v2:
create_session_request: "162"
delete_session_request: "163"

echo_request: "164"
min_message_length: "165"
miss must_ie: "allow"
monitor_mode: "enable"
name: "default_name_168"
noip_filter:
noip_policy:

"enable"

action: "allow"
end: "172"

id: "1T73"
start: "174"

(continues on next page)
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type: "etsi"
out_of_state_ie: "allow"
out_of_ state_message: "allow"
per_apn_shaper:

apn: "<your_own_value> (source gtp.apn.name)"
id: "180"
rate_ limit: "181"
version: "182"

policy:
action: "allow"
apn_sel_mode:
apnmember :

"ms"

name: "default_name_187
id: "188"
imei:
imsi:
imsi_prefix:
max_apn_restriction:
messages:
msisdn: "<your_own_value>"
msisdn_prefix:
rai: "<your_own_value>"
rat_type:
uli: "<your_own_value>"

policy filter:

policy v2:

"<your_own_value>"
"<your_own_value>"
"<your_own_value>"
"all"
"create-reqg"

"<your_own_value>"

"any

"enable"

action: "allow"
apn_sel mode:
apnmember:

"mg"

name: "default_name_204
id: "205"
imsi_prefix:
max_apn_restriction:
mei: "<your_own_value>"
messages: 'create-ses-reqg"
msisdn prefix:
rat_type: "any"
uli: "<your_own_value>"

port_notify: "213"

rate limit mode:

"<your_own_value>"
"allll

"<your_own_value>"

"per-profile"

rate_limited log: "enable"
rate_sampling interval: "216"
remove_if echo_expires: "enable"

remove_if recovery differ: "enable"
reserved_ie:
send delete when timeout:
send_delete_when_timeout_v2:
spoof_ src_addr:
state_invalid_log:
sub_second_interval:
sub_second_sampling:
traffic_count_log: "enable"

"allow"

"enable"
"enable"
"allow"

"enable"

"0.5"

"enable"

(source gtp.apn.name gtp.apngrp.name)

n

(source gtp.apn.name gtp.apngrp.name)"

(continues on next page)
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tunnel limit: "227"
tunnel_limit_log: "enable"
tunnel_timeout: "229"
unknown_version_action: "allow"
user_plane_message_rate_ limit: "231"
warning threshold: "232"

6.76.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.76.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.76.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.77 fortios_firewall_identity _based route - Configure identity
based routing in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

e Return Values

6.77. fortios_firewall_identity_based_route — Configure identity based routing in Fortinet’s Fortil33
and FortiGate.
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e Status

e Authors

6.77.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and identity_based_route category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.77.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.77.3 FortiOS Version Compatibility
6.77.4 Parameters

6.77.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.77.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure identity based routing.
fortios_firewall_ identity based_route:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall identity based_route:

comments: "<your_own_value>"

name: "default_name_ 4"

rule:

device: "<your_own_value> (source system.interface.name)"

(continues on next page)

188 Chapter 6. Configuration Modules



Ansible Galaxy FortiOS Collection, Release 1.0

(continued from previous page)

gateway: "<your_own_value>"
groups:

name: "default_name_9 (source user.group.name)"
id: "10"

6.77.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.77.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.77.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.78 fortios_firewall_interface_policy — Configure IPv4 interface poli-
cies in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

e Return Values

e Status

6.78. fortios_firewall_interface_policy — Configure IPv4 interface policies in Fortinet’s FortiOS atib
FortiGate.
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e Authors I

6.78.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and interface_policy category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.78.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.78.3 FortiOS Version Compatibility
6.78.4 Parameters

6.78.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.78.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure IPv4 interface policies.
fortios_firewall interface policy:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall_ interface_policy:
address_type: "ipv4"

application_list: "<your_own_value> (source application.list.name)"
application_list_status: "enable"

av_profile: "<your_own_value> (source antivirus.profile.name)"
av_profile_status: "enable"

comments: "<your_own_value>"

dlp_sensor: "<your_own_value> (source dlp.sensor.name)"

(continues on next page)
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dlp_sensor_status: "enable"
dsri: "enable"
dstaddr:

name: "default_name_13 (source firewall.address.name firewall.addrgrp.

—name) "
emailfilter profile: "<your_ own_value> (source emailfilter.profile.name)"
emailfilter profile_status: "enable"
interface: "<your_own_value> (source system.zone.name system.interface.name)"
ips_sensor: "<your_own_value> (source ips.sensor.name)"
ips_sensor_status: "enable"
label: "<your_own_value>"

logtraffic: "all"
policyid: "21"

scan_botnet_connections: "disable"
service:
name: "default _name_24 (source firewall.service.custom.name firewall.

—service.group.name)"
spamfilter profile: "<your_own_value> (source spamfilter.profile.name)"

spamfilter profile_status: "enable"
srcaddr:
name: "default_name_28 (source firewall.address.name firewall.addrgrp.

—name) "

status: "enable"
webfilter profile: "<your_ own_value> (source webfilter.profile.name)"
webfilter profile_status: "enable"

6.78.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.78.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.78.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.78. fortios_firewall_interface_policy — Configure IPv4 interface policies in Fortinet’s FortiOS atail
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6.79 fortios_firewall_interface_policy6 — Configure IPv6 interface
policies in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.79.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and interface_policy6 category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.79.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.79.3 FortiOS Version Compatibility
6.79.4 Parameters

6.79.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.79.6 Examples
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- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure IPv6 interface policies.
fortios_firewall interface_policy6:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall interface_policy6:
address_type: "ipv4"

application_list: "<your_own_value> (source application.list.name)"
application_list_status: "enable"

av_profile: "<your_own_value> (source antivirus.profile.name)"
av_profile_ status: "enable"

comments: "<your_own_value>"

dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
dlp_sensor_status: "enable"

dsri: "enable"
dstaddré6:
name: "default_name_13 (source firewall.address6.name firewall.addrgrpb6.

—name) "

emailfilter profile: "<your_own_value> (source emailfilter.profile.name)”

emailfilter profile_status: "enable"

interface: "<your_own_value> (source system.zone.name system.interface.name)"

ips_sensor: "<your_own_value> (source ips.sensor.name)"

ips_sensor_status: "enable"

label: "<your_own_value>"

logtraffic: "all"
policyid: "21"
scan_botnet_connections: "disable"
serviceb6:
name: "default_name_24 (source firewall.service.custom.name firewall.
—service.group.name)"

spamfilter profile: "<your_own_value> (source spamfilter.profile.name)"
spamfilter profile_ status: "enable"
srcaddré6:

name: "default_name_28 (source firewall.address6.name firewall.addrgrp6.
—name) "
status: "enable"
webfilter profile: "<your_own_value> (source webfilter.profile.name)"

webfilter profile status: "enable"

6.79.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.79. fortios_firewall_interface_policy6 — Configure IPv6 interface policies in Fortinet’s FortiOS193
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6.79.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.79.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.80 fortios_firewall_internet_service — Show Internet Service appli-
cation in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.80.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and internet_service category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.80.2 Requirements

The below requirements are needed on the host that executes this module.
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¢ ansible>=2.9.0

6.80.3 FortiOS Version Compatibility

6.80.4 Parameters

6.80.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.80.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs:
ansible_httpapi_port: 443
tasks:

— name: Show Internet Service application.
fortios firewall internet_service:

vdom: " {{ vdom }}"
state: "present"

access_token: "<your_own_value>"

firewall internet_service:
database: "isdb"
direction: "src"
entry:
id: "e"
ip_number: "7"
ip_range_number: "8"
port: "9"
protocol: "10"
extra_ip range_number: "11"
icon_id: "12"
id: "13"
ip_number: "14"
ip_range_number: "15"
name: "default_name_16"
obsolete: "17"
offset: "18"
reputation: "19"
singularity: "20"
sld_id: "21"

6.80. fortios_firewall_internet_service — Show Internet Service application in Fortinet’s FortiOS195
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6.80.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.80.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.80.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.81 fortios_firewall_internet_service_addition — Configure Internet
Services Addition in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

* Notes

* Examples

e Return Values

e Status

e Authors

6.81.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_addition category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0
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6.81.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.81.3 FortiOS Version Compatibility
6.81.4 Parameters

6.81.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.81.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure Internet Services Addition.
fortios_firewall_ internet_service_addition:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall internet_ service_addition:
comment: "Comment."
entry:
id: "5"
port_range:
end port: "7"
id: "8"
start_port: "9"
protocol: "10"
id: "1l (source firewall.internet-service.id)"

6.81.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.81. fortios_firewall_internet_service_addition — Configure Internet Services Addition in 197
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6.81.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.81.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.82 fortios_firewall_internet_service_append — Configure additional
port mappings for Internet Services in Fortinet’s FortiOS and
FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.82.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_append category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0
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6.82.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.82.3 FortiOS Version Compatibility
6.82.4 Parameters

6.82.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.82.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure additional port mappings for Internet Services.
fortios_firewall internet_service_append:
vdom: "{{ vdom }}"
firewall internet_service_append:
append_port: "3"
match_port: "4"

6.82.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.82.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.82.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)
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* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.83 fortios firewall internet_service botnet — Show Internet Ser-
vice botnet in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.83.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_botnet category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.83.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.83.3 FortiOS Version Compatibility
6.83.4 Parameters

6.83.5 Notes
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Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.83.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_ httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Show Internet Service botnet.
fortios_firewall internet_service botnet:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall_internet_service_botnet:
id: "3"
name: "default_name_4"

6.83.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.83.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.83.9 Authors

* Link Zheng (@chillancezen)

* Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.83. fortios_firewall_internet_service_botnet — Show Internet Service botnet in Fortinet’s FortiQ®1
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6.84 fortios_firewall_internet_service_custom - Configure custom
Internet Services in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.84.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_custom category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.84.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.84.3 FortiOS Version Compatibility
6.84.4 Parameters

6.84.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.84.6 Examples
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure custom Internet Services.
fortios_firewall internet_service_custom:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall internet_ service_custom:
comment: "Comment."
disable_entry:
id: "5"
ip_range:
end ip: "<your_own_value>"
id: "8"
start_ip: "<your_own_value>"
port: "10"
protocol: "I11"
entry:

dst:

name: "default_name_14 (source firewall.address.name firewall.addrgrp.
—name) "
id: "15"
port_range:
end port: "17"
id: "18"
start_port: "19"
protocol: "20"
master_service_id: "21 (source firewall.internet-service.id)"
name: "default name 22"
reputation: "23 (source firewall.internet-service-reputation.id)"

6.84.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.84.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.84. fortios_firewall_internet_service_custom — Configure custom Internet Services in Fortine23
FortiOS and FortiGate.
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6.84.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.85 fortios_firewall_internet_service _custom_group - Configure
custom Internet Service group in Fortinet’s FortiOS and Forti-
Gate.

New in version 2.10.

Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.85.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and internet_service_custom_group category. Examples include all parameters and values need
to be adjusted to datasources before usage. Tested with FOS v6.0.0

6.85.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0
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6.85.3 FortiOS Version Compatibility
6.85.4 Parameters

6.85.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.85.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure custom Internet Service group.
fortios_firewall_ internet_service_custom_group:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall internet_service_custom_group:
comment: "Comment."
member:
name: "default_name_5 (source firewall.internet-service-custom.name)"
name: "default_name_6"

6.85.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.85.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.85.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)
* Hongbin Lu (@fgtdev-hblu)

6.85. fortios_firewall_internet_service_custom_group — Configure custom Internet Service grou395
in Fortinet’s FortiOS and FortiGate.
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¢ Frank Shen (@frankshenO1)
* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.86 fortios_firewall_internet_service_definition — Configure Internet
Service definition in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

o Status

e Authors

6.86.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_definition category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.86.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.86.3 FortiOS Version Compatibility
6.86.4 Parameters

6.86.5 Notes

Note:
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 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.86.6 Examples

- hosts: fortigates

collections:

- fortinet.fortios
connection: httpapi

vars:
vdom: "root"

ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

- name: Configure Internet Service definition.

fortios_firewall internet_service_definition:

vdom: "{{ vdom }}"
state: "present"

access_token:

firewall internet_service_definition:

entry:

"<your_own_value>"

category_id: "4"
name: "default_name_ 5"
port_range:

end port: "7"

id:

ngmn

start_port: "9"
protocol: "10"

seq_num:

id:  "i2"

niqn

6.86.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

6.86.8 Status

¢ This module is not guaranteed to have a backwards compatible interface.

6.86.9 Authors

Jie Xue (@JieX19)

Link Zheng (@chillancezen)

* Hongbin Lu (@fgtdev-hblu)

Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

6.86. fortios_firewall_internet_service_definition — Configure Internet Service definition in 207
Fortinet’s FortiOS and FortiGate.



https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Ansible Galaxy FortiOS Collection, Release 1.0

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.87 fortios_firewall_internet_service_extension — Configure Internet
Services Extension in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.87.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_extension category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.87.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.87.3 FortiOS Version Compatibility
6.87.4 Parameters

6.87.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.87.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure Internet Services Extension.
fortios_firewall_ internet_service_extension:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall internet_ service_extension:
comment: "Comment."
disable_entry:

id: "5"

ip_range:
end _ip: "<your_own_value>"
id: "8"
start_ip: "<your_own_value>"

port_range:
end port: "11"
id: "1i2"
start_port: "13"
protocol: "14"

entry:
dst:
name: "default_name_17 (source firewall.address.name firewall.addrgrp.
—name) "
id: "18"

port_range:
end port: "20"
id: "21"
start_port: "22"
protocol: "23"
id: "24 (source firewall.internet-service.id)"

6.87.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.87. fortios_firewall_internet_service_extension — Configure Internet Services Extensionin 209
Fortinet’s FortiOS and FortiGate.
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6.87.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.87.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.88 fortios_firewall_internet_service_group — Configure group of In-
ternet Service in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.88.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and internet_service_group category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.88.2 Requirements

The below requirements are needed on the host that executes this module.
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¢ ansible>=2.9.0

6.88.3 FortiOS Version Compatibility
6.88.4 Parameters

6.88.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.88.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

— name: Configure group of Internet Service.
fortios_firewall_ internet_service_group:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall internet_service_group:
comment: "Comment."

direction: "source"
member:
id: "6 (source firewall.internet-service.id)"
name: "default_name_7 (source firewall.internet-service—name.name)"

name: "default_name_8"

6.88.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.88.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.88. fortios_firewall_internet_service_group — Configure group of Internet Service in Fortinet’s211
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6.88.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.89 fortios_firewall_internet_service_ipbl_reason — IP blacklist rea-
son in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.89.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and internet_service_ipbl_reason category. Examples include all parameters and values need to
be adjusted to datasources before usage. Tested with FOS v6.0.0

6.89.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.89.3 FortiOS Version Compatibility
6.89.4 Parameters

6.89.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.89.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: IP blacklist reason.
fortios_firewall_ internet_service_ipbl_ reason:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall internet_service_ipbl_ reason:
id: "3"
name: "default_name_ 4"

6.89.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.89.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.89.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

6.89. fortios_firewall_internet_service_ipbl_reason — IP blacklist reason in Fortinet’s FortiOS ard 3
FortiGate.
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¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.90 fortios_firewall_internet_service_ipbl_vendor — IP blacklist ven-
dor in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.90.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_ipbl_vendor category. Examples include all parameters and values need to
be adjusted to datasources before usage. Tested with FOS v6.0.0

6.90.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.90.3 FortiOS Version Compatibility
6.90.4 Parameters

6.90.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.90.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: IP blacklist wvendor.
fortios_firewall internet_service_ ipbl_ vendor:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall internet_service_ipbl_vendor:
id: "3"
name: "default_name_4"

6.90.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.90.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.90.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.91 fortios firewall internet_service list — Internet Service list in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

6.91. fortios_firewall_internet_service_list — Internet Service list in Fortinet’s FortiOS and 215
FortiGate.
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* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

e Status

e Authors

6.91.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify firewall feature and internet_service_list category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.91.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.91.3 FortiOS Version Compatibility
6.91.4 Parameters

6.91.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.91.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no

(continues on next page)
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(continued from previous page)

ansible_httpapi_port: 443
tasks:
- name: Internet Service list.
fortios_firewall internet_service list:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall_internet_service_list:
id: "3"
name: "default_name_4"

6.91.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.91.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.91.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.92 fortios firewall internet_service name — Define internet service
names in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements

* FortiOS Version Compatibility

e Parameters

6.92. fortios_firewall_internet_service_name — Define internet service names in Fortinet’s FortiQ$7
and FortiGate.
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e Notes
* Examples
e Return Values

e Status

e Authors

6.92.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_name category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.92.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.92.3 FortiOS Version Compatibility
6.92.4 Parameters

6.92.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.92.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Define internet service names.
fortios_firewall internet_service name:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall_ internet_service_name:

(continues on next page)
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(continued from previous page)

city_id: "3 (source firewall.city.id)"

country_id: "4 (source firewall.country.id)"
internet_service_id: "5 (source firewall.internet-service.id)"
name: "default_name_6"

region_id: "7 (source firewall.region.id)"

type: "default"

6.92.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.92.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.92.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.93 fortios_firewall_internet_service_owner - Internet Service
owner in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

e Return Values

6.93. fortios_firewall_internet_service_owner — Internet Service owner in Fortinet’s FortiOS and219
FortiGate.
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e Status

e Authors

6.93.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_owner category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.93.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.93.3 FortiOS Version Compatibility
6.93.4 Parameters

6.93.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.93.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Internet Service owner.
fortios _firewall internet_service owner:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall internet_service_owner:
id: "3"
name: "default_name_ 4"
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6.93.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.93.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.93.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.94 fortios_firewall_internet_service_reputation — Show Internet
Service reputation in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.94.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and internet_service_reputation category. Examples include all parameters and values need to
be adjusted to datasources before usage. Tested with FOS v6.0.0

6.94. fortios_firewall_internet_service_reputation — Show Internet Service reputation in FortineP21
FortiOS and FortiGate.
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6.94.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.94.3 FortiOS Version Compatibility
6.94.4 Parameters

6.94.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.94.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
— name: Show Internet Service reputation.
fortios_firewall internet_service_reputation:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall internet_service_reputation:
description: "<your_own_value>"
id: "4"

6.94.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.94.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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6.94.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.95 fortios firewall internet_service sld — Internet Service Second
Level Domain in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.95.1 Synopsis
e This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-

ify firewall feature and internet_service_sld category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.95.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.95.3 FortiOS Version Compatibility
6.95.4 Parameters

6.95.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.95.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Internet Service Second Level Domain.
fortios _firewall internet_service sld:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall_internet_service_sld:
id: "3"
name: "default_name_ 4"

6.95.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.95.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.95.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)
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¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.96 fortios_firewall_ip_translation — Configure firewall IP-translation
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.96.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and ip_translation category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.96.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.96.3 FortiOS Version Compatibility
6.96.4 Parameters

6.96.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.96.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure firewall IP-translation.
fortios_firewall ip translation:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall ip translation:
endip: "<your_own_value>"
map_startip: "<your_own_value>"
startip: "<your_own_value>"
transid: "o"
type: "SCIP"

6.96.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.96.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.96.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.97 fortios_firewall_ipmacbinding_setting — Configure IP to MAC
binding settings in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.97.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_ipmacbinding feature and setting category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.97.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.97.3 FortiOS Version Compatibility
6.97.4 Parameters

6.97.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.97.6 Examples

6.97. fortios_firewall_ipmacbinding_setting — Configure IP to MAC binding settings in Fortinet'227
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- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure IP to MAC binding settings.
fortios_firewall ipmacbinding setting:
vdom: "{{ vdom }}"
firewall ipmacbinding_setting:
bindthroughfw: "enable"
bindtofw: "enable"
undefinedhost: "allow"

6.97.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.97.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.97.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.98 fortios_firewall_ipmacbinding_table — Configure IP to MAC ad-
dress pairs in the IP/MAC binding table in Fortinet’s FortiOS and
FortiGate.

New in version 2.10.
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* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

e Status

e Authors

6.98.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify firewall_ipmacbinding feature and table category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.98.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.98.3 FortiOS Version Compatibility
6.98.4 Parameters

6.98.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.98.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no

(continues on next page)
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(continued from previous page)

ansible_httpapi_port: 443
tasks:
- name: Configure IP to MAC address pairs in the IP/MAC binding table.
fortios_firewall_ ipmacbinding_ table:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall ipmacbinding table:
ip: "<your_own_value>"
mac: "<your_own_value>"

name: "default_name_5"
seq num: "6"
status: "enable"

6.98.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.98.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.98.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.99 fortios_firewall_ippool — Configure IPv4 IP pools in Fortinet’s
FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

 FortiOS Version Compatibility
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

6.99.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify fire-
wall feature and ippool category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.99.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.99.3 FortiOS Version Compatibility
6.99.4 Parameters

6.99.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.99.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure IPv4 IP pools.
fortios_firewall_ ippool:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

(continues on next page)
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(continued from previous page)

firewall ippool:
arp_intf: "<your_own_value> (source system.interface.name)"
arp_reply: "disable"

associated_interface: "<your_own_value> (source system.interface.name)"
block_size: "6"

comments: "<your_own_value>"

endip: "<your_own_value>"

endport: "9"

name: "default name_ 10"

num_blocks_per_ user: "11"

pba_timeout: "12"

permit_any host: "disable"
port_per_user: "14"

source_endip: "<your_own_value>"
source_startip: "<your_own_value>"
startip: "<your_own_value>"
startport: "18"

type: "overload"

6.99.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.99.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.99.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.100 fortios_firewall_ippool6 — Configure IPv6 IP pools in Fortinet’s
FortiOS and FortiGate.

New in version 2.10.
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* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

e Status

e Authors

6.100.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify firewall feature and ippool6 category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.100.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.100.3 FortiOS Version Compatibility
6.100.4 Parameters

6.100.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.100.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no

(continues on next page)
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(continued from previous page)

ansible_httpapi_port: 443
tasks:
- name: Configure IPv6 IP pools.
fortios_firewall_ ippool6:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall ippool6:
comments: "<your_own_value>"
endip: "<your_own_value>"
name: "default_name_5"
startip: "<your_own_value>"

6.100.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.100.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.100.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.101 fortios_firewall_iprope_list — lis in Fortinet’s FortiOS and Forti-
Gate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

6.101.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_iprope feature and list category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.101.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.101.3 FortiOS Version Compatibility
6.101.4 Parameters

6.101.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.101.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_ use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: list
fortios_firewall iprope_ list:
vdom: "{{ vdom }}"
firewall iprope_list:
<group_number>: "<your_ own_value>"
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6.101.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.101.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.101.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.102 fortios_firewall_ipv6_eh_filter — Configure IPv6 extension
header filter in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

* Notes

* Examples

e Return Values

e Status

e Authors

6.102.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and ipv6_eh_filter category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0
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6.102.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.102.3 FortiOS Version Compatibility
6.102.4 Parameters

6.102.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.102.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure IPv6 extension header filter.
fortios_firewall ipv6_eh filter:
vdom: "{{ vdom }}"
firewall ipv6_eh_filter:
auth: "enable"
dest_opt: "enable"
fragment: "enable"
hdopt_type: "6"
hop_opt: "enable"
no_next: "enable"
routing: "enable"
routing_type: "10"

6.102.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.102.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.102. fortios_firewall_ipv6_eh_filter — Configure IPv6 extension header filter in Fortinet’s Forti@QS7
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6.102.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.103 fortios_firewall_Idb_monitor — Configure server load balancing
health monitors in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.103.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and 1db_monitor category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.103.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.103.3 FortiOS Version Compatibility
6.103.4 Parameters

6.103.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.103.6 Examples

- hosts: fortigates

collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

— name: Configure server load balancing health monitors.
fortios _firewall 1ldb monitor:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall 1ldb _monitor:
dns_match_ip: "<your_own_value>"
dns_protocol: "udp"
dns_request_domain: "<your_own_value>"
http_get: "<your_ own_value>"
http_match: "<your_own_value>"
http _max_redirects: "8"

interval: "9"

name: "default_name_10"
port: "I11"

retry: "12"

src_ip: "<your_own_value>"

timeout: "14"
type: "ping"

6.103.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.103.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.103. fortios_firewall_ldb_monitor — Configure server load balancing health monitors in Fortin289
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6.103.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.104 fortios_firewall_local_in_policy — Configure user defined IPv4
local-in policies in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.104.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and local_in_policy category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.104.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.104.3 FortiOS Version Compatibility
6.104.4 Parameters

6.104.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.104.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure user defined IPv4 local-in policies.
fortios_firewall_ local_in_policy:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall local_in policy:
action: "accept"

comments: "<your_own_value>"
dstaddr:
name: "default_name_6 (source firewall.address.name firewall.addrgrp.name)

dstaddr_negate: "enable"
ha _mgmt_intf only: "enable"
intf: "<your_own_value> (source system.zone.name system.interface.name)"
policyid: "10"
schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name firewall.schedule.group.name)"
service:
name: "default_name_13 (source firewall.service.custom.name firewall.
—service.group.name)"
service_negate: "enable"
srcaddr:
name: "default_name_16 (source firewall.address.name firewall.addrgrp.
—name) "
srcaddr_negate: "enable"
status: "enable"
uuid: "<your_own_value>"
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6.104.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.104.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.104.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.105 fortios_firewall_local_in_policy6 — Configure user defined IPv6
local-in policies in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

* Notes

* Examples

e Return Values

e Status

e Authors

6.105.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and local_in_policy6 category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0
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6.105.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.105.3 FortiOS Version Compatibility
6.105.4 Parameters

6.105.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.105.6 Examples

- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
— name: Configure user defined IPv6 local-in policies.
fortios_firewall local_in_policy6:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall local_in policyé6:
action: "accept"

comments: "<your_own_value>"
dstaddr:
name: "default_name_6 (source firewall.address6.name firewall.addrgrpé6.

—name) "

dstaddr_negate: "enable"

intf: "<your_own_value> (source system.zone.name system.interface.name)"

policyid: "9"

schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name firewall.schedule.group.name)"

service:

name: "default _name_12 (source firewall.service.custom.name firewall.

—service.group.name) "

service_negate: "enable"

srcaddr:

name: "default_name_15 (source firewall.address6.name firewall.addrgrp6.

Ll

—name) (continues on next page)

6.105. fortios_firewall_local_in_policy6 — Configure user defined IPv6 local-in policies in Fortin@t8
FortiOS and FortiGate.




Ansible Galaxy FortiOS Collection, Release 1.0

(continued from previous page)

srcaddr_negate: "enable"
status: "enable"
uuid: "<your_own_value>"

6.105.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.105.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.105.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.106 fortios firewall mms_profile — Configure MMS profiles in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

o Status

e Authors
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6.106.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and mms_profile category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.106.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.106.3 FortiOS Version Compatibility
6.106.4 Parameters

6.106.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.106.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure MMS profiles.
fortios_firewall mms_profile:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall mms_profile:
avnotificationtable: "3 (source antivirus.notification.id)"
bwordtable: "4 (source webfilter.content.id)"
carrier_endpoint_prefix: "enable"
carrier_endpoint_prefix_ range_max: "6"
carrier_endpoint_prefix range min: "7"
carrier_endpoint_prefix string: "<your_own_value>"

carrierendpointbwltable: "9 (source firewall.carrier-endpoint-bwl.id)"
comment: "Comment."
dupe:

actionl: "block"

(continues on next page)
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(continued from previous page)

action2:
action3:

"block™"
"block™"

block_timel: "15"
block time2: "16"
block_time3: "17"

limitl:
limit2:
limit3:

statusl:
status2:
status3:
windowl:
window?2:
window3:

"18"
"19"
"20"
protocol:

"<your_own_value>"
"enable"
"enable"
"enable"
||25"
"26"
"27"

extended _utm_log: "<your_own_value>"

flood:

actionl:
action2:
action3:

"block™"
"block"
"block"

block timel: "33"
block_time2: "34"
block time3: "35"

limitl: "36"
limit2: "37"
limit3: "38"
protocol: "<your_ own_value>"
statusl: "enable"
status2: "enable"
status3: "enable"
windowl: "43"
window2: "44"
window3: "45"
mml: "avmonitor"

mml_addr hdr: "<your_own_value>"
mml_addr_source: "http-header"
mml_convert_hex: "enable"
mml_outbreak_prevention: "disabled"
mml_retr dupe: "enable"
mml_retrieve_scan: "enable"

mmlcomfortamount: "53"
mmlcomfortinterval: "54"
mmloversizelimit: "55"

mm3: "avmonitor"
mm3_outbreak_prevention: "disabled"
mm3oversizelimit: "58"

mmd: "avmonitor"
mm4_outbreak_prevention: "disabled"
mmd4oversizelimit: "61"

mm7: "avmonitor"

mm7_addr_hdr: "<your_own_value>"
mm7_addr_source: "http-header"
mm7_convert hex: "enable"
mm7_outbreak_prevention: "disabled"
mm7comfortamount: "67"
mm7comfortinterval: "68"

(continues on next page)
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(continued from previous page)

mm7oversizelimit: "69"

mms_antispam mass_log: "enable"
mms_av_block_log: "enable"
mms_av_oversize_log: "enable"
mms_av_virus_log: "enable"
mms_carrier_endpoint_filter log: "enable"
mms_checksum_log: "enable"
mms_checksum_table: "76 (source antivirus.mms-checksum.id)"
mms_notification_log: "enable"
mms_web_content_log: "enable"
mmsbwordthreshold: "79"

name: "default name_ 80"

notif msisdn:

msisdn: "<your_own_value>"
threshold: "flood-thresh-1"
notification:

alert_int: "85"

alert_int_mode: "hours"
alert_src_msisdn: "<your_own_value>"
alert_status: "enable"

bword_int: "89"

bword int mode: "hours"

bword status: "enable"
carrier_endpoint_bwl_int: "92"
carrier_endpoint_bwl_int_mode: "hours"
carrier_endpoint_bwl_status: "enable"
days_allowed: "sunday"
detect_server: "enable"

dupe_int: "97"

dupe_int_mode: "hours"

dupe_status: "enable"

file block_int: "100"

file _block_int_mode: "hours"

file block_status: "enable"
flood_int: "103"

flood_int_mode: "hours"

flood status: "enable"
from_in_header: "enable"
mms_checksum_int: "107"
mms_checksum_int mode: "hours"
mms_checksum_status: "enable"
mmsc_hostname: "myhostname"
mmsc_password: "<your_ own_value>"
mmsc_port: "112"

mmsc_url: "<your_own_value>"
mmsc_username: "<your_own_value>"
msg_protocol: "mml"

msg_type: "submit-reqg"

protocol: "<your_ own_value>"
rate_limit: "118"
tod_window_duration: "<your_own_value>"
tod_window_end: "<your_own_value>"
tod_window_start: "<your_own_value>"
user_domain: "<your_own_value>"
vas_id: "<your_own_value>"

(continues on next page)
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vasp_id: "<your_own_value>"
virus_int: "125"
virus_int_mode: "hours"
virus_status: "enable"
outbreak prevention:
external_blocklist: "disable"
ftgd_service: "disable"
remove_blocked const_length: "enable"
replacemsg_group: "<your_own_value> (source system.replacemsg-group.name)"

6.106.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.106.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.106.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.107 fortios_firewall_multicast_address — Configure multicast ad-
dresses in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements
* FortiOS Version Compatibility

e Parameters

e Notes
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Examples

Return Values
Status

Authors

6.107.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and multicast_address category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.107.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.107.3 FortiOS Version Compatibility
6.107.4 Parameters

6.107.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.107.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure multicast addresses.
fortios_firewall multicast_address:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall multicast_address:
associated_interface: "<your_own_value> (source system.interface.name)"
color: "4"

(continues on next page)
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comment: "Comment."
end_ip: "<your_own_value>"
name: "default name_ 7"

start_ip: "<your_own_value>"
subnet: "<your_own_value>"

tagging:

category: "<your_own_value> (source system.object-tagging.category)"
name: "default name_ 12"
tags:
name: "default_name_14 (source system.object-tagging.tags.name)"
type: "multicastrange"
visibility: "enable"

6.107.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.107.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.107.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.108 fortios_firewall_multicast_address6 — Configure IPv6 multicast
address in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements
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* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.108.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and multicast_address6 category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.108.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.108.3 FortiOS Version Compatibility
6.108.4 Parameters

6.108.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.108.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure IPv6 multicast address.
fortios_firewall multicast_addressé6:
vdom: "{{ vdom }}"

(continues on next page)
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state: "present"
access_token: "<your_own_value>"
firewall multicast_addressé6:
color: "3"
comment: "Comment."
ip6: "<your_own_value>"
name: "default_name_6"
tagging:

category: "<your_own_value> (source system.object-tagging.category)"
name: "default _name_ 9"
tags:
name: "default_name_11 (source system.object-tagging.tags.name)"
visibility: "enable"

6.108.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.108.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.108.9 Authors

* Link Zheng (@chillancezen)

* Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.109 fortios_firewall_multicast_policy — Configure multicast NAT
policies in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis I
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* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.109.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and multicast_policy category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.109.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.109.3 FortiOS Version Compatibility
6.109.4 Parameters

6.109.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.109.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

- name: Configure multicast NAT policies.

(continues on next page)
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fortios_firewall multicast_policy:

vdom: "{{ vdom }}"
state: "present"

access_token: "<your_own_value>"

firewall multicast_policy:
action: "accept"

auto_asic_offload: "enable"

comments: "<your_own_value>"
dnat: "<your_ own_value>"
dstaddr:

name: "default name_ 8

dstintf: "<your_own_value>
end port: "10"

id: "11"

logtraffic: "enable"

name: "default_name_ 13"
protocol: "14"

snat: "enable"

snat_ip: "<your_own_value>"

srcaddr:

name: "default_name_18

—name) "
srcintf: "<your_own_value>
start_port: "20"
status: "enable"
uuid: "<your_own_value>"

(source

(source

(source

(source firewall.multicast—-address.name)"

system.interface.name system.zone.name)"

firewall.address.name firewall.addrgrp.

system.interface.name system.zone.name)"

6.109.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.109.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.109.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.110 fortios_firewall_multicast_policy6 — Configure IPv6 multicast
NAT policies in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.110.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and multicast_policy6 category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.110.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.110.3 FortiOS Version Compatibility
6.110.4 Parameters

6.110.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.110.6 Examples
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- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs:
ansible httpapi_ port: 443
tasks:

- name: Configure IPv6 multicast NAT
fortios_firewall multicast_policy6:

vdom: "{{ vdom }}"
state: "present"

access_token: "<your_own_value>"

firewall multicast_policy6:
action: "accept"

auto_asic_offload: "enable"

comments: "<your_own_value>"
dstaddr:
name: "default _name_ 7

dstintf: "<your_own_value>
end port: "9"

id: "10"

logtraffic: "enable"

name: "default_name_12"
protocol: "13"

srcaddr:
name: "default_ _name_ 15
—name) "
srcintf: "<your_own_value>

start_port: "17"
status: "enable"
uuid: "<your_own_value>"

policies.

(source firewall.multicast—-address6.name)"
(source system.interface.name system.zone.name)"

(source firewall.address6.name firewall.addrgrpb6.

(source system.interface.name system.zone.name)"

6.110.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

6.110.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.110.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)
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* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.111 fortios_firewall_policy — Configure IPv4 policies in Fortinet’s
FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.111.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify fire-
wall feature and policy category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.111.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.111.3 FortiOS Version Compatibility
6.111.4 Parameters

6.111.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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* Adjust object order by moving self after(before) another.

* Only one of [after, before] must be specified when action is moving an object.

6.111.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_ httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure IPv4 policies.
fortios_firewall policy:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall policy:
action: "accept"
anti_replay: "enable"
app_category:
id: "e6"
app_group:

name: "default_name_8 (source application.group.name)"
application:

id: "10"
application_list: "<your_own_value> (source application.list.name)"
auth_cert: "<your_own_value> (source vpn.certificate.local.name)"
auth_path: "enable"
auth_redirect_addr: "<your_own_value>"
auto_asic_offload: "enable"
av_profile: "<your_own_value> (source antivirus.profile.name)"
block_notification: "enable"
captive_portal_exempt: "enable"
capture_packet: "enable"
cifs_profile: "<your_own_value> (source cifs.profile.name)"
comments: "<your_own_value>"
custom_log fields:

field id: "<your_own_value> (source log.custom-field.id)"
decrypted_traffic mirror: "<your_ own_value> (source firewall.decrypted-

—traffic-mirror.name)"

delay_tcp_npu_session: "enable"
devices:

name: "default_name_27 (source user.device.alias user.device—group.name,,

—user.device-category.name)"

diffserv_forward: "enable"
diffserv _reverse: "enable"
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diffservcode_forward: "<your_own_value>"
diffservcode_rev: "<your_own_value>"
disclaimer: "enable"
dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
dnsfilter profile: "<your_own_value> (source dnsfilter.profile.name)"
dscp_match: "enable"
dscp_negate: "enable"
dscp_value: "<your_own_value>"
dsri: "enable"
dstaddr:

name: "default_name_40 (source firewall.address.name firewall.addrgrp.

—name firewall.vip.name firewall.vipgrp.name)"

dstaddr_negate: "enable"
dstaddré6:

name: "default_name_43 (source firewall.address6.name firewall.addrgrp6.

—name firewall.vipgrpé6.name firewall.vip6.name system.external-resource
.name) "

dstintf:

name: "default_name_45 (source system.interface.name system.zone.name)"
dynamic_shaping: "enable"
email collect: "enable"

emailfilter profile: "<your_ own_value> (source emailfilter.profile.name)"
file filter profile: "<your_own_value> (source file-filter.profile.name)"
firewall session_dirty: "check-all"

fixedport: "enable"

fsso: "enable"

fsso_agent_for_ntlm: "<your own_value> (source user.fsso.name)"

fsso_groups:

name: "default_name_55 (source user.adgrp.name)"
geoip_anycast: "enable"
geoip_match: "physical-location"

global_label: "<your_own_value>"
groups:
name: "default_name_60 (source user.group.name)"
gtp_profile: "<your_own_value> (source firewall.gtp.name)"
http_policy redirect: "enable"
icap_profile: "<your_own_value> (source icap.profile.name)"
identity based_route: "<your_ own_value> (source firewall.identity-based-route.
—name) "
inbound: "enable"
inspection_mode: "proxy"
internet_service: "enable"
internet_service_ custom:
name: "default_name_69 (source firewall.internet-service-custom.name)"
internet_service_custom_group:
name: "default_name_71 (source firewall.internet-service-custom-group.
—name) "

internet_service_group:

name: "default_name_73 (source firewall.internet-service-group.name)"
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—name)

internet_service_id:

id: "75 (source firewall.internet-service.id)"
internet_service_ name:

name: "default_name_77 (source firewall.internet-service—name.name)"
internet_service_negate: "enable"
internet_service_src: "enable"
internet_service_src_custom:

name: "default_name_81 (source firewall.internet-service-custom.name)"
internet_service_src_ custom_group:

name: "default_name_83 (source firewall.internet-service-custom-group.
n

internet_service_src_group:
name: "default_name_85 (source firewall.internet-service—-group.name)"
internet_service_src_id:
id: "87 (source firewall.internet-service.id)"
internet_service_src name:
name: "default _name_89 (source firewall.internet-service—name.name)"
internet_service_src_negate: "enable"
ippool: "enable"
ips_sensor: "<your_own_value> (source ips.sensor.name)"
label: "<your_own_value>"
learning mode: "enable"
logtraffic: "all"
logtraffic_start: "enable"
match _vip: "enable"
match_vip_only: "enable"
mms_profile: "<your_own_value> (source firewall.mms-profile.name)"
name: "default_name_100"
nat: "enable"
natinbound: "enable"
natip: "<your_own_value>"
natoutbound: "enable"
np_acceleration: "enable"
ntlm: "enable"
ntlm enabled browsers:
user_agent_string: "<your_own_value>"
ntlm _guest: "enable"
outbound: "enable"
passive_wan_health _measurement: "enable"
per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
permit_any host: "enable"
permit_stun_host: "enable"
policyid: "115"
poolname:
name: "default_name_117 (source firewall.ippool.name)"
poolname6:

name: "default_name_119 (source firewall.ippool6.name)"
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profile_group: "<your_own_value> (source firewall.profile-group.name)"

profile_protocol_options: "<your_own_value> (source firewall.profile-protocol-
—options.name)"

profile_type: "single"

radius_mac_auth_bypass: "enable"

redirect_url: "<your_own_value>"

replacemsg override_group: "<your_own_value> (source system.replacemsg-group.

—name) "
reputation_direction: "source"
reputation minimum: "127 (source firewall.internet-service-reputation.id)"
rsso: "enable"
rtp_addr:
name: "default_name_130 (source firewall.address.name firewall.addrgrp.
—name) "

rtp_nat: "disable"
scan_botnet_connections: "disable"
schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name firewall.schedule.group.name)"
schedule_timeout: "enable"
send_deny_packet: "disable"
service:
name: "default _name_137 (source firewall.service.custom.name firewall.
—service.group.name)"
service_negate: "enable"
session_ttl: "139"
spamfilter profile: "<your_own_value> (source spamfilter.profile.name)"
src_vendor_mac:
id: "142 (source firewall.vendor-mac.id)"
srcaddr:

name: "default_name_144 (source firewall.address.name firewall.addrgrp.

—name) "
srcaddr_negate: "enable"
srcaddr6:
name: "default_name_147 (source firewall.address6.name firewall.addrgrp6.

—name system.external-resource.name)"
srcintf:
name: "default_name_149 (source system.interface.name system.zone.name)"
ssh_filter profile: "<your_own_value> (source ssh-filter.profile.name)"
ssh_policy_redirect: "enable"
ssl mirror: "enable"
ssl mirror_intf:
name: "default_name_154 (source system.interface.name system.zone.name)"
ssl_ssh profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"
status: "enable"
tcp_mss_receiver: "157"
tcp_mss_sender: "158"
tcp_session_without_syn: "all"
timeout_send_rst: "enable"
tos: "<your_own_value>"
tos_mask: "<your_own_value>"
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tos_negate: "enable"
traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)

traffic_shaper_ reverse: "<your_ own_value> (source firewall.shaper.traffic-
—shaper.name) "
url_ category:
id: "1e7"
users:
name: "default_name_169 (source user.local.name)"
utm_status: "enable"
uuid: "<your_own_value>"
videofilter_ profile: "<your_own_value> (source videofilter.profile.name)"
vlan_cos_fwd: "173"
vlan_cos_rev: "174"
vlan_filter: "<your_own_value>"

voip_profile: "<your_own_value> (source voip.profile.name)"

vpntunnel: "<your_own_value> (source vpn.ipsec.phasel.name vpn.ipsec.
—manualkey.name) "

waf_profile: "<your_own_value> (source waf.profile.name)"

wanopt: "enable"

wanopt_detection: "active"

wanopt_passive_opt: "default"

wanopt_peer: "<your_own_value> (source wanopt.peer.peer-host-id)"

wanopt_profile: "<your_own_value> (source wanopt.profile.name)"

wcep: "enable"

webcache: "enable"

webcache_https: "disable"

webfilter profile: "<your_ own_value> (source webfilter.profile.name)"

webproxy forward server: "<your_own_value> (source web-proxy.forward-server.
—name web-proxy.forward-server—-group.name)"

webproxy profile: "<your_own_value> (source web-proxy.profile.name)"

wsso: "enable"

ztna_ems_tag:

name: "default_name_192 (source firewall.address.name firewall.addrgrp.

—name) "

ztna_geo_tag:

name: "default_name_194 (source firewall.address.name firewall.addrgrp.
—name) "

ztna_status: "enable"

— name: move firewall.policy
fortios_firewall policy:
vdom: "root"
action: "move"
self: "<mkey of self identifier>"
after: "<mkey of target identifier>"
#before: "<mkey of target identifier>"

6.111.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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6.111.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.111.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.112 fortios_firewall_policy46 — Configure IPv4 to IPv6 policies in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.112.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and policy46 category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.112.2 Requirements

The below requirements are needed on the host that executes this module.
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¢ ansible>=2.9.0

6.112.3 FortiOS Version Compatibility
6.112.4 Parameters

6.112.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.112.6 Examples

- hosts: fortigates

collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

— name: Configure IPv4 to IPv6 policies.
fortios_firewall policy46:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall policy46:
action: "accept"
comments: "<your_own_value>"
dstaddr:
name: "default_name_6 (source firewall.vip46.name firewall.vipgrp46.name)"
dstintf: "<your_own_value> (source system.interface.name system.zone.name)"

fixedport: "enable"
ippool: "enable"
logtraffic: "enable"
logtraffic_start: "enable"
name: "default name_ 12"
per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
permit_any host: "enable"
policyid: "15"
poolname:
name: "default_name_17 (source firewall.ippool6.name)"
schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name firewall.schedule.group.name)"
service:
name: "default_name_20 (source firewall.service.custom.name firewall.
—service.group.name)"

(continues on next page)
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srcaddr:
name: "default_name_22 (source firewall.address.name firewall.addrgrp.
—name) "
srcintf: "<your_own_value> (source system.zone.name system.interface.name)"
status: "enable"

tcp_mss_receiver: "25"
tcp_mss_sender: "26"
traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)

n
—

traffic_shaper_ reverse: "<your_own_value> (source firewall.shaper.traffic—
—shaper.name) "
uuid: "<your_own_value>"

6.112.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.112.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.112.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.113 fortios_firewall_policy6 — Configure IPv6 policies in Fortinet’s
FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

 FortiOS Version Compatibility
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

6.113.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and mod-
ify firewall feature and policy6 category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.113.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.113.3 FortiOS Version Compatibility
6.113.4 Parameters

6.113.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.113.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure IPv6 policies.
fortios_firewall policyé6:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

(continues on next page)
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firewall policy6:
action: "accept"
anti_replay: "enable"
app_category:

id: "6"
app_group:

name: "default_name_8 (source application.group.name)"
application:

id: "10"
application_list: "<your_own_value> (source application.list.name)"
auto_asic_offload: "enable"
av_profile: "<your_own_value> (source antivirus.profile.name)"
cifs_profile: "<your_own_value> (source cifs.profile.name)"
comments: "<your_own_value>"

custom_log_ fields:
field id: "<your_own_value> (source log.custom-field.id)"
devices:
name: "default_name_19 (source user.device.alias user.device—-group.name_
—user.device—-category.name)"
diffserv_ forward: "enable"
diffserv_reverse: "enable"
diffservcode_forward: "<your_ own_value>"

diffservcode_rev: "<your_own_value>"
dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
dnsfilter profile: "<your_own_value> (source dnsfilter.profile.name)"

dscp_match: "enable"
dscp_negate: "enable"
dscp_value: "<your_own_value>"
dsri: "enable"

dstaddr:

name: "default_name_31 (source firewall.address6.name firewall.addrgrp6.
—name firewall.vip6.name firewall.vipgrp6.name)"
dstaddr_negate: "enable"

dstintf:

name: "default_name_34 (source system.interface.name system.zone.name)"
emailfilter profile: "<your_own_value> (source emailfilter.profile.name)"
firewall session_dirty: "check-all"
fixedport: "enable"

fsso_groups:

name: "default_name_39 (source user.adgrp.name)"
global_label: "<your_own_value>"
groups:

name: "default_name_42 (source user.group.name)"
http_policy_ redirect: "enable"
icap_profile: "<your_own_value> (source icap.profile.name)"
inbound: "enable"
inspection_mode: "proxy"
ippool: "enable"

(continues on next page)
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ips_sensor: "<your_own_value> (source ips.sensor.name)"
label: "<your_own_value>"

logtraffic: "all"

logtraffic_start: "enable"

mms_profile: "<your_own_value> (source firewall.mms-profile.name)"
name: "default_name_53"

nat: "enable"

natinbound: "enable"

natoutbound: "enable"

np_acceleration: "enable"

outbound: "enable"

per_ip_shaper: "<your_own_value> (source firewall.shaper.per—-ip-shaper.name)"
policyid: "60"
poolname:

name: "default_name_62 (source firewall.ippool6.name)"
profile_group: "<your_own_value> (source firewall.profile-group.name)"
profile_protocol_options: "<your_ own_value> (source firewall.profile-protocol-
—options.name)"
profile_type: "single"
replacemsg_override_group: "<your_own_value> (source system.replacemsg-group.
—name) "
rsso: "enable"
schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name firewall.schedule.group.name)"
send_deny_ packet: "enable"
service:
name: "default_name_71 (source firewall.service.custom.name firewall.
—service.group.name)"
service_negate: "enable"
session_ttl: "73"

spamfilter profile: "<your_own_value> (source spamfilter.profile.name)"”
srcaddr:
name: "default_name_76 (source firewall.address6.name firewall.addrgrp6.

—name) "
srcaddr negate: "enable"
srcintf:
name: "default_name_79 (source system.zone.name system.interface.name)"
ssh_filter profile: "<your_own_value> (source ssh-filter.profile.name)"
ssh_policy_redirect: "enable"
ssl mirror: "enable"
ssl mirror_ intf:
name: "default_name_84 (source system.zone.name system.interface.name)"
ssl_ssh_profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"
status: "enable"
tcp_mss_receiver: "87"
tcp_mss_sender: "388"
tcp_session_without_syn: "all"
timeout_send_rst: "enable"
tos: "<your_own_value>"
tos_mask: "<your_own_value>"
tos_negate: "enable"
traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)

[0 (continues on next page)
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traffic_shaper_ reverse: "<your_ own_value> (source firewall.shaper.traffic-
—shaper.name) "
url_category:
id: "97"
users:
name: "default_name_99 (source user.local.name)"
utm_status: "enable"
uuid: "<your_own_value>"
vlan_cos_fwd: "102"
vlan_cos_rev: "103"
vlan_filter: "<your_own_value>"
voip_profile: "<your_own_value> (source voip.profile.name)"
vpntunnel: "<your_own_value> (source vpn.ipsec.phasel.name vpn.ipsec.
—manualkey.name) "
waf_profile: "<your_own_value> (source waf.profile.name)"
webcache: "enable"
webcache_https: "disable"
webfilter profile: "<your_own_value> (source webfilter.profile.name)"
webproxy_ forward server: "<your_ own_value> (source web-proxy.forward-server.

—name web-proxy.forward-server—-group.name)"

webproxy profile: "<your_own_value> (source web-proxy.profile.name)

6.113.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.113.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.113.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.113. fortios_firewall_policy6 — Configure IPv6 policies in Fortinet’s FortiOS and FortiGate. 269



https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Ansible Galaxy FortiOS Collection, Release 1.0

6.114 fortios_firewall_policy64 — Configure IPv6 to IPv4 policies in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.114.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and policy64 category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.114.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.114.3 FortiOS Version Compatibility
6.114.4 Parameters

6.114.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.114.6 Examples
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs:
ansible httpapi_ port: 443
tasks:
- name:
fortios_firewall policy64:
vdom: "{{ vdom }}"
state: "present"
access_token:
firewall policy64:
action: "accept"
comments:
dstaddr:

name: "default_name_56

no

Configure IPv6 to IPv4 policies.

"<your_own_value>"

"<your_own_value>"

(source firewall.address.name firewall.addrgrp.name,

—firewall.vip64.name firewall.vipgrp64.name)"

dstintf: "<your_own_value>
fixedport:
ippool: "enable"
logtraffic: "enable"
logtraffic_start: "enable"

"enable"

(source system.interface.name system.zone.name)"

(source firewall.shaper.per-ip-shaper.name)"

(source firewall.ippool.name)"
(source firewall.schedule.onetime.name firewall.

firewall.service.custom.name firewall.

(source

(source firewall.address6.name firewall.addrgrp6.

(source system.zone.name system.interface.name)"

name: "default_name_12"
per_ip_shaper: "<your_own_value>
permit_any host: "enable"
policyid: "15"
poolname:
name: "default_name_17
schedule: "<your_own_value>
—schedule.recurring.name firewall.schedule.group.name)"
service:
name: "default name_ 20
—service.group.name)"
srcaddr:
name: "default_name_22
—name) "
srcintf: "<your_own_value>
status: "enable"
tcp_mss_receiver: "25"
tcp_mss_sender: "26"

traffic_shaper:

traffic_shaper_ reverse:
—shaper.name) "
uuid: "<your_own_value>"

"<your_own_value>

"<your_own_value>

(source firewall.shaper.traffic-shaper.name)

(source firewall.shaper.traffic-
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6.114.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.114.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.114.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.115 fortios_firewall_profile_group — Configure profile groups in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

* Notes

* Examples

e Return Values

e Status

e Authors

6.115.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and profile_group category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0
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6.115.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.115.3 FortiOS Version Compatibility
6.115.4 Parameters

6.115.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.115.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure profile groups.
fortios_firewall profile group:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall profile_group:
application_list: "<your_own_value> (source application.list.name)"
av_profile: "<your_own_value> (source antivirus.profile.name)"
cifs_profile: "<your_own_value> (source cifs.profile.name)"
dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
dnsfilter profile: "<your_own_value> (source dnsfilter.profile.name)"
emailfilter profile: "<your_own_value> (source emailfilter.profile.name)"
file filter profile: "<your_ own_value> (source file-filter.profile.name)"
icap_profile: "<your_own_value> (source icap.profile.name)"
ips_sensor: "<your_own_value> (source ips.sensor.name)"
mms_profile: "<your_own_value> (source firewall.mms-profile.name)"
name: "default_name_13"
profile_protocol_options: "<your_own_value> (source firewall.profile-protocol-
—options.name)"
spamfilter_ profile: "<your_own_value> (source spamfilter.profile.name)"”
ssh_filter profile: "<your_own_value> (source ssh-filter.profile.name)"
ssl_ssh _profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"
videofilter profile: "<your_own_value> (source videofilter.profile.name)"
voip_profile: "<your_own_value> (source voip.profile.name)"

(continues on next page)
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(continued from previous page)

waf_profile: "<your_own_value> (source waf.profile.name)"
webfilter profile: "<your_own_value> (source webfilter.profile.name)"

6.115.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.115.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.115.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.116 fortios_firewall_profile_protocol_options — Configure protocol
options in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors
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6.116.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and profile_protocol_options category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.116.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.116.3 FortiOS Version Compatibility
6.116.4 Parameters

6.116.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.116.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure protocol options.
fortios_firewall profile protocol_options:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall profile_protocol_options:
cifs:
domain_controller: "<your_own_value> (source credential-store.domain-
—controller.server—-name) "
options: "oversize"
oversize_ limit: "6"
ports: "7"
scan_bzip2: "enable"
server_ credential type: "none"
server_keytab:

keytab: "<your_own_value>"

(continues on next page)
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principal: "<your_own_value>"
status: "enable"
tcp_window_maximum: "14"
tcp_window_minimum: "15"
tcp_window_size: "16"
tcp_window_type: "system"

uncompressed_nest_limit: "18"
uncompressed_oversize_ limit: "19"
comment: "Optional comments."
dns:
ports: "22"

ftp:

status: "enable"

comfort_amount: "25"
comfort_interval: "26"
inspect_all: "enable"

options: "clientcomfort"

oversize limit: "29"

ports: "30"

scan_bzip2: "enable"
ssl_offloaded: "no"

status: "enable"

stream based_uncompressed limit: "34"
tcp_window_maximum: "35"
tcp_window_minimum: "36"
tcp_window_size: "37"
tcp_window_type: "system"
uncompressed_nest_limit: "39"
uncompressed _oversize limit: "40"

http:

block _page_status_code: "42"
comfort_amount: "43"
comfort_interval: "44"
fortinet_bar: "enable"
fortinet_bar port: "46"
http_policy: "disable"
inspect_all: "enable"

options: "clientcomfort"
oversize limit: "50"
ports: "51"

post_lang: "jisx0201"

proxy_ after_tcp_handshake: "enable"
range_block: "disable"

retry _count: "55"

scan_bzip2: "enable"

ssl_offloaded: "no"

status: "enable"

stream based_uncompressed_limit: "59"
streaming_content_bypass: "ecnable"
strip_x forwarded for: "disable"
switching protocols: "bypass"
tcp_window_maximum: "63"
tcp_window_minimum: "64"
tcp_window_size: "65"
tcp_window_type: "system"
tunnel_non_http: "enable"
uncompressed_nest_limit: "68"

(continues on next page)
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uncompressed_oversize_ limit: "69"
unknown_http_version: "reject"
imap:
inspect_all: "enable"
options: "fragmail"
oversize limit: "74"
ports: "75"
proxy_ after_tcp_handshake: "enable"
scan_bzip2: "enable"
ssl_offloaded: "no"
status: "enable"
uncompressed nest_limit: "80"
uncompressed_oversize_ limit: "81"
mail_ signature:
signature: "<your_own_value>"
status: "disable"
mapi:
options: "fragmail"
oversize_ limit: "87"
ports: "g88"
scan_bzip2: "enable"
status: "enable"
uncompressed nest_limit: "91"
uncompressed_oversize_ limit: "92"
name: "default_name_ 93"
nntp:
inspect_all: "enable"
options: "oversize"
oversize limit: "97"
ports: "98"
proxy_after_tcp_handshake: "enable"
scan_bzip2: "enable"
status: "enable"
uncompressed_nest_limit: "102"
uncompressed _oversize limit: "103"
oversize_log: "disable"
pop3:
inspect_all: "enable"
options: "fragmail"
oversize_ limit: "108"
ports: "109"
proxy_after_tcp_handshake: "enable"
scan_bzip2: "enable"
ssl_offloaded: "no"
status: "enable"
uncompressed_nest_limit: "114"
uncompressed _oversize limit: "115"
replacemsg _group: "<your_own_value> (source system.replacemsg-group.name)"
rpc_over_http: "enable"
smtp:
inspect_all: "enable"
options: "fragmail"
oversize_ limit: "121"
ports: "122"
proxy_after_tcp_handshake: "enable"
scan_bzip2: "enable"
server_busy: "enable"

(continues on next page)
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ssl offloaded: "no"

status: "enable"

uncompressed nest_limit: "128"

uncompressed_oversize_ limit: "129"
ssh:

comfort_amount: "131"

comfort_interval: "132"

options: "oversize"

oversize_ limit: "134"

scan_bzip2: "enable"

ssl_offloaded: "no"

stream based_uncompressed_limit: "137"

tcp_window_maximum: "138"

tcp_window_minimum: "139"

tcp_window_size: "140"

tcp_window_type: "system"

uncompressed nest_limit: "142"

uncompressed_oversize_limit: "143"
switching protocols_log: "disable"

6.116.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

6.116.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.116.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.117 fortios_firewall_proute — List policy routing in Fortinet’s For-

tiOS and FortiGate.

New in version 2.10.
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* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

e Status

e Authors

6.117.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify fire-
wall feature and proute category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.117.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.117.3 FortiOS Version Compatibility
6.117.4 Parameters

6.117.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.117.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no

(continues on next page)
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ansible_httpapi_port: 443
tasks:
- name: List policy routing.
fortios_firewall_ proute:
vdom: "{{ vdom }}"
firewall proute:
<policy route id>: "<your_ own_value>"

6.117.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.117.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.117.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.118 fortios_firewall_proxy address — Web proxy address configu-
ration in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
e Parameters

e Notes

* Examples
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e Return Values
e Status

e Authors

6.118.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and proxy_address category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.118.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.118.3 FortiOS Version Compatibility
6.118.4 Parameters

6.118.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.118.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Web proxy address configuration.
fortios_firewall proxy_ address:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_ own_value>"
firewall proxy address:
case_sensitivity: "disable"
category:

id:  "sn

(continues on next page)

6.118. fortios_firewall_proxy_address — Web proxy address configuration in Fortinet’s FortiOS a8d
FortiGate.



Ansible Galaxy FortiOS Collection, Release 1.0

(continued from previous page)

color: "6"
comment: "Optional comments."
header: "<your_ own_value>"

header_group:
case_sensitivity: "disable"
header: "<your_own_value>"
header_name: "<your_own_value>"
id: "13"

header_name: "<your_own_value>"

host: "myhostname (source firewall.address.name firewall.addrgrp.name,

—firewall.proxy—address.name)"

host_regex: "myhostname"

method: "get"

name: "default name 18"

path: "<your_own_value>"

query: "<your_own_value>"

referrer: "enable"

tagging:
category: "<your_own_value> (source system.object-tagging.category)"
name: "default_name_24"
tags:
name: "default_name_26 (source system.object-tagging.tags.name)"
type: "host-regex"
ua: "chrome"
uuid: "<your_own_value>"

visibility: "enable"

6.118.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

6.118.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.118.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.119 fortios_firewall _proxy addrgrp — Web proxy address group
configuration in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.119.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and proxy_addrgrp category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.119.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.119.3 FortiOS Version Compatibility
6.119.4 Parameters

6.119.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.119.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
— name: Web proxy address group configuration.
fortios_firewall proxy_ addrgrp:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall proxy_addrgrp:

color: "3"
comment: "Optional comments."
member :
name: "default_name_6 (source firewall.proxy-address.name firewall.proxy-

—addrgrp.name) "
name: "default_name_7"
tagging:

category: "<your_own_value> (source system.object-tagging.category)"
name: "default_name_10"

tags:
name: "default_name_12 (source system.object-tagging.tags.name)"
type: "src"
uuid: "<your_own_value>"

visibility: "enable"

6.119.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.119.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.119.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

284 Chapter 6. Configuration Modules



https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Ansible Galaxy FortiOS Collection, Release 1.0

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.120 fortios_firewall_proxy_policy — Configure proxy policies in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.120.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and proxy_policy category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.120.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.120.3 FortiOS Version Compatibility
6.120.4 Parameters

6.120.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks
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6.120.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_ httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure proxy policies.
fortios_firewall proxy_ policy:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall proxy_policy:

access_proxy:

name: "default_name_4 (source firewall.access—proxy.name)"
action: "accept"
application_list: "<your_own_value> (source application.list.name)"
av_profile: "<your_own_value> (source antivirus.profile.name)"
cifs_profile: "<your_own_value> (source cifs.profile.name)"
comments: "<your_own_value>"

decrypted_traffic _mirror: "<your_ own_value> (source firewall.decrypted—
—traffic-mirror.name)"

device_ownership: "enable"

disclaimer: "disable"

dlp_sensor: "<your_own_value> (source dlp.sensor.name)"

dstaddr:

name: "default_name_15 (source firewall.address.name firewall.addrgrp.
—name firewall.proxy-address.name firewall.proxy-addrgrp.name firewall.vip
.name firewall.vipgrp.name firewall.vip46.name firewall.vipgrp46.name_

—system.external-resource.name)"

dstaddr_negate: "enable"

dstaddré6:

name: "default_name_18 (source firewall.address6.name firewall.addrgrpé6.
—name firewall.vip6.name firewall.vipgrp6.name firewall.vip64.name firewall
.vipgrp64.name system.external-resource.name)"
dstintf:

name: "default_name_20 (source system.interface.name system.zone.name)"

emailfilter profile: "<your_own_value> (source emailfilter.profile.name)"”
file filter profile: "<your_ own_value> (source file-filter.profile.name)"
global_label: "<your_own_value>"

groups:

name: "default_name_25 (source user.group.name)"
http_tunnel_auth: "enable"
icap_profile: "<your_own_value> (source icap.profile.name)"

(continues on next page)
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internet_service: "enable"
internet_service_custom:
name: "default_name_30 (source firewall.internet—-service—-custom.name)"
internet_service_ custom_group:
name: "default_name_32 (source firewall.internet-service-custom-group.
—name) "
internet_service_group:
name: "default_name_34 (source firewall.internet-service-group.name)"
internet_service_id:
id: "36 (source firewall.internet-service.id)"
internet_service_name:
name: "default_name_38 (source firewall.internet-service—-name.name)"
internet_service_negate: "enable"
ips_sensor: "<your_own_value> (source ips.sensor.name)"
label: "<your_own_value>"
logtraffic: "all"
logtraffic_start: "enable"
mms_profile: "<your_own_value> (source firewall.mms-profile.name)"
name: "default name 45"
policyid: "46"
poolname:
name: "default_name_48 (source firewall.ippool.name)"
profile_group: "<your_own_value> (source firewall.profile—-group.name)"
profile_protocol_options: "<your_ own_value> (source firewall.profile-protocol-
—options.name)"
profile_type: "single"
proxy: "explicit-web"
redirect_url: "<your_own_value>"
replacemsg override_group: "<your_own_value> (source system.replacemsg-group.
—name) "
scan_botnet_connections: "disable"
schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name firewall.schedule.group.name)"
service:
name: "default_name_58 (source firewall.service.custom.name firewall.
—service.group.name)"
service_negate: "enable"

session_ttl: "60"
spamfilter profile: "<your_own_value> (source spamfilter.profile.name)"
srcaddr:

name: "default_name_63 (source firewall.address.name firewall.addrgrp.
—name firewall.proxy-address.name firewall.proxy-addrgrp.name system
.external-resource.name)"
srcaddr_negate: "enable"
srcaddré6:
name: "default_name_66 (source firewall.address6.name firewall.addrgrpé6.
—name system.external-resource.name)"
srcintf:

(continues on next page)
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name: "default_name_68 (source system.interface.name system.zone.name)"
ssh_filter profile: "<your_own_value> (source ssh-filter.profile.name)"
ssh_policy_redirect: "enable"
ssl_ssh profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"

status: "enable"
transparent: "enable"
users:
name: "default_name_75 (source user.local.name)"
utm_status: "enable"
uuid: "<your_own_value>"
videofilter_profile: "<your_ own_value> (source videofilter.profile.name)"
voip_profile: "<your_own_value> (source voip.profile.name)"
waf_profile: "<your_own_value> (source waf.profile.name)"

webcache: "enable"

webcache_https: "disable"

webfilter profile: "<your_own_value> (source webfilter.profile.name)"

webproxy forward server: "<your_own_value> (source web-proxy.forward-server.
—name web-proxy.forward-server—-group.name)"

webproxy profile: "<your_own_value> (source web-proxy.profile.name)"

ztna_ems_tag:

name: "default_name_87 (source firewall.address.name firewall.addrgrp.

—name) "

6.120.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.120.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.120.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.121 fortios_firewall_region — Define region table in Fortinet’s For-
tiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.121.1 Synopsis

 This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify fire-
wall feature and region category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.121.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.121.3 FortiOS Version Compatibility
6.121.4 Parameters

6.121.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.121.6 Examples
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Define region table.
fortios_firewall region:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall region:
city:
id: "4n©
id: "5"
name: "default_name_6"

6.121.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.121.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.121.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.122 fortios_firewall_schedule_group — Schedule group configura-
tion in Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

e Status

e Authors

6.122.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_schedule feature and group category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.122.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.122.3 FortiOS Version Compatibility
6.122.4 Parameters

6.122.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.122.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no

(continues on next page)

6.122. fortios_firewall_schedule_group — Schedule group configuration in Fortinet’s FortiOS an2b1
FortiGate.



Ansible Galaxy FortiOS Collection, Release 1.0

(continued from previous page)

ansible_httpapi_port: 443
tasks:
- name: Schedule group configuration.
fortios_firewall_ schedule_group:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall schedule_group:
color: "3"
fabric_object: "enable"
member :
name: "default_name_6 (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name)"
name: "default name_ 7"

6.122.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.122.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.122.9 Authors

* Link Zheng (@chillancezen)

* Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.123 fortios_firewall_schedule_ onetime — Onetime schedule config-
uration in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis I
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* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.123.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_schedule feature and onetime category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.123.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.123.3 FortiOS Version Compatibility
6.123.4 Parameters

6.123.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.123.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

tasks:

- name: Onetime schedule configuration.

(continues on next page)
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(continued from previous page)

fortios firewall schedule onetime:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall_schedule_onetime:
color: "3"
end: "<your_own_value>"
expiration _days: "5"
fabric_object: "enable"
name: "default_name_ 7"
start: "<your_own_value>"

6.123.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.123.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.123.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.124 fortios_firewall_schedule_recurring — Recurring schedule con-
figuration in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements

* FortiOS Version Compatibility

e Parameters
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e Notes
* Examples
e Return Values

e Status

e Authors

6.124.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_schedule feature and recurring category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.124.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.124.3 FortiOS Version Compatibility
6.124.4 Parameters

6.124.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.124.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Recurring schedule configuration.
fortios_firewall_schedule_recurring:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall schedule_recurring:

(continues on next page)
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(continued from previous page)

color: "3"

day: "sunday"

end: "<your_own_value>"
fabric_object: "enable"
name: "default_name_7"
start: "<your_own_value>"

6.124.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.124.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.124.9 Authors

* Link Zheng (@chillancezen)

* Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.125 fortios_firewall_security policy — Configure NGFW IPv4/IPv6
application policies in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

e Return Values
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e Status

e Authors

6.125.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and security_policy category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.125.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.125.3 FortiOS Version Compatibility
6.125.4 Parameters

6.125.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.125.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure NGFW IPv4/IPv6 application policies.
fortios_firewall_security policy:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall security policy:
action: "accept"
app_category:
id: "5"
app_group:

(continues on next page)

6.125. fortios_firewall_security_policy — Configure NGFW IPv4/IPv6 application policies in 297
Fortinet’s FortiOS and FortiGate.



Ansible Galaxy FortiOS Collection, Release 1.0

(continued from previous page)

name: "default_name_7 (source application.group.name)"

application:

id. "9"
application_list: "<your_own_value> (source application.list.name)"
av_profile: "<your_own_value> (source antivirus.profile.name)"
cifs_profile: "<your_own_value> (source cifs.profile.name)"
comments: "<your_own_value>"

dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
dnsfilter profile: "<your_own_value> (source dnsfilter.profile.name)"
dstaddr:

name: "default_name_17 (source firewall.address.name firewall.addrgrp.
—name firewall.vip.name firewall.vipgrp.name system.external-resource.name)"
dstaddr_negate: "enable"
dstaddr4:

name: "default_name_20 (source firewall.address.name firewall.addrgrp.
—name firewall.vip.name firewall.vipgrp.name)"
dstaddré6:

name: "default_name_22 (source firewall.address6.name firewall.addrgrp6.
—name firewall.vip6.name firewall.vipgrp6.name)"

dstintf:

name: "default_name_24 (source system.interface.name system.zone.name)"
emailfilter_ profile: "<your_own_value> (source emailfilter.profile.name)"
enforce_default_app_port: "enable"
file filter_ profile: "<your_ own_value> (source file-filter.profile.name)"

fsso_groups:

name: "default_name_29 (source user.adgrp.name)"
global_label: "<your_own_value>"
groups:

name: "default_name_32 (source user.group.name)"

icap_profile: "<your_own_value> (source icap.profile.name)"
internet_service: "enable"
internet_service_custom:

name: "default_name_36 (source firewall.internet—-service—-custom.name)"
internet_service_custom_group:

name: "default_name_38 (source firewall.internet-service-custom-group.

—name) "

internet_service_group:

name: "default_name_40 (source firewall.internet-service-group.name)"
internet_service_id:

id: "42 (source firewall.internet-service.id)"
internet_service_name:

name: "default_name_44 (source firewall.internet-service-name.name)"
internet_service_negate: "enable"
internet_service_src: "enable"

(continues on next page)
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(continued from previous page)

—name) "

—option

—schedu

internet_service_src custom:

name: "default_name_48 (source firewall.internet-service-custom.name)"

internet_service_src_custom group:

name: "default_name_50 (source firewall.internet-service-custom—-group.

internet_service_src_group:

name: "default_name_52 (source firewall.internet-service-group.name)"

internet_service_src_id:
id: "54 (source firewall.internet-service.id)"
internet_service_src_name:

name: "default_name_56 (source firewall.internet—-service—-name.name)"
internet_service_src_negate:
ips_sensor: "<your_own_value>
learning mode: "enable"
logtraffic: "all"
logtraffic_start:
mms_profile: "<your_own_value>
name: "default_name_63"
policyid: "64"
profile_group:
profile_protocol_options:
s.name) "
profile_type:
schedule: "<your_own_value>
le.recurring.name firewall.schedule.group.name)"
send_deny_packet: "disable"

service:

"enable"
(source ips.sensor.name)"

"enable"
(source firewall.mms-profile.name)"

(source firewall.profile-group.name)"
(source firewall.profile-protocol-

"<your_own_value>
"<your_own_value>

"single"
(source firewall.schedule.onetime.name firewall.

name: "default_name_71 (source firewall.service.custom.name firewall.

—service.group.name) "

—name S

—name) "

—name) "

service_negate: "enable"

srcaddr:

name: "default_name_74 (source firewall.address.name firewall.addrgrp.

ystem.external-resource.name)"

srcaddr_ negate: "enable"

srcaddr4:

i name: "default_name_77 (source firewall.address.name firewall.addrgrp.
srcaddré6:

) name: "default_name_79 (source firewall.address6.name firewall.addrgrp6.
srcintf:

i name: "default_name_81 (source system.interface.name system.zone.name)"

"<your_own_value> (source ssh-filter.profile.name)"
(source firewall.ssl-ssh-profile.name)"

ssh_filter profile:
ssl_ssh _profile: "<your_own_value>
status: "enable"

url_category:

(continues on next page)
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(continued from previous page)

id: "8e"
users:
name: "default_name_88 (source user.local.name)"
utm_status: "enable"
uuid: "<your_own_value>"
uuid_idx: "91"
videofilter_ profile: "<your_own_value> (source videofilter.profile.name)"
voip_profile: "<your_own_value> (source voip.profile.name)"
webfilter profile: "<your_ own_value> (source webfilter.profile.name)"

6.125.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.125.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.125.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.126 fortios_firewall_service_category — Configure service cate-
gories in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements

* FortiOS Version Compatibility

e Parameters
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e Notes
* Examples
e Return Values

e Status

e Authors

6.126.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_service feature and category category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.126.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.126.3 FortiOS Version Compatibility
6.126.4 Parameters

6.126.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.126.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure service categories.
fortios_firewall_service_category:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall service_category:

(continues on next page)
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(continued from previous page)

comment: "Comment."
fabric_object: "enable"
name: "default name 5"

6.126.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.126.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.126.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.127 fortios_firewall_service_custom — Configure custom services
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

o Status

e Authors
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6.127.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_service feature and custom category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0

6.127.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.127.3 FortiOS Version Compatibility
6.127.4 Parameters

6.127.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.127.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure custom services.
fortios_firewall_ service_custom:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall_ service_custom:
app_category:

id: "4"
app_service_type: "disable"
application:

id:  "7"
category: "<your_own_value> (source firewall.service.category.name)"
check_reset_range: "disable"
color: "10"
comment: "Comment."

(continues on next page)
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(continued from previous page)

fabric_object: "enable"
fgdn: "<your_own_value>"
helper: "auto"

icmpcode: "15"
icmptype: "16"
iprange: "<your_own_value>"

name: "default_name_18"

protocol: "TCP/UDP/SCTP"
protocol_number: "20"

proxy: "enable"

sctp_portrange: "<your_own_value>"
session_ttl: "23"
tcp_halfclose_timer: "24"
tcp_halfopen_ timer: "25"
tcp_portrange: "<your_own_value>"
tcp_rst_timer: "27"
tcp_timewait_timer: "28"
udp_idle_timer: "29"
udp_portrange: "<your_own_value>"
visibility: "enable"

6.127.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.127.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.127.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.128 fortios_firewall_service_group — Configure service groups in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

e Status

e Authors

6.128.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_service feature and group category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.128.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.128.3 FortiOS Version Compatibility
6.128.4 Parameters

6.128.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.128.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no

(continues on next page)
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ansible_httpapi_port: 443
tasks:
— name: Configure service groups.
fortios_firewall_service_group:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall service_group:
color: "3"
comment: "Comment."
fabric_object: "enable"
member:

name: "default_name_7 (source firewall.service.custom.name firewall.
—service.group.name) "
name: "default_name_8"
proxy: "enable"

6.128.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.128.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.128.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.129 fortios_firewall_shaper_per_ip_shaper — Configure per-IP traf-
fic shaper in Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.129.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_shaper feature and per_ip_shaper category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.129.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.129.3 FortiOS Version Compatibility
6.129.4 Parameters

6.129.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.129.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

(continues on next page)
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tasks:
— name: Configure per-IP traffic shaper.
fortios_firewall shaper per ip_ shaper:

vdom: " {{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall_ shaper_ per_ ip_shaper:
bandwidth_unit: "kbps"
diffserv_forward: "enable"
diffserv_reverse: "enable"
diffservcode_forward: "<your_own_value>"
diffservcode_rev: "<your_own_value>"
max bandwidth: "8"

max_concurrent_session: "9"
max_concurrent_tcp_session: "10"
max_concurrent_udp_session: "11"

name: "default_name_12"

6.129.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.129.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.129.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.130 fortios_firewall_shaper_traffic_shaper — Configure shared traf-
fic shaper in Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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Synopsis

* Requirements

FortiOS Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.130.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_shaper feature and traffic_shaper category. Examples include all parameters and values need to be
adjusted to datasources before usage. Tested with FOS v6.0.0

6.130.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.130.3 FortiOS Version Compatibility
6.130.4 Parameters

6.130.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.130.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios

connection: httpapi

vars:

vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443

(continues on next page)
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tasks:
- name: Configure shared traffic shaper.
fortios_firewall shaper_ traffic shaper:

vdom: " {{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall shaper_traffic_shaper:
bandwidth_unit: "kbps"
diffserv: "enable"
diffservcode: "<your_own_value>"
dscp_marking method: "multi-stage"
exceed_bandwidth: "7"
exceed class_id: "8 (source firewall.traffic-class.class—-id)"
exceed _dscp: "<your_own_value>"
guaranteed_bandwidth: "10"
maximum bandwidth: "I11"
maximum dscp: "<your_own_value>"
name: "default name_ 13"
overhead: "14"
per_policy: "disable"
priority: "low"

6.130.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.130.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.130.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.131 fortios_firewall_shaping_policy — Configure shaping policies
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.131.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and shaping_policy category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.131.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.131.3 FortiOS Version Compatibility
6.131.4 Parameters

6.131.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.131.6 Examples
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- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure shaping policies.
fortios_firewall shaping policy:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall_ shaping policy:
app_category:

id:  "4v
app_group:

name: "default_name_6 (source application.group.name)"

application:

id:  "g"

class_id: "9 (source firewall.traffic-class.class-id)"

comment: "Comments."
diffserv_forward: "enable"
diffserv_reverse: "enable"

diffservcode_forward: "<your_own_value>"
diffservcode_rev: "<your_own_value>"

dstaddr:
name: "default_name_16 (source firewall.address.name firewall.addrgrp.
—name) "
dstaddré6:
name: "default_name_18 (source firewall.address6.name firewall.addrgrpé6.
—name) "
dstintf:
name: "default_name_20 (source system.interface.name system.zone.name)"
groups:
name: "default_name_22 (source user.group.name)"
id: "23"
internet_service: "enable"
internet_service_custom:
name: "default_name_26 (source firewall.internet-service-custom.name)"
internet_service_custom_group:
name: "default_name_28 (source firewall.internet-service-custom-group.
—name) "
internet_service_group:
name: "default_name_30 (source firewall.internet-service—-group.name)"
(continues on next page)
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(continued from previous page)

internet_service_id:
id: "32 (source firewall.internet-service.id)"
internet_service_ name:
name: "default_name_34 (source firewall.internet-service-name.name)"
internet_service_src: "enable"
internet_service_src_custom:
name: "default_name_37 (source firewall.internet-service—-custom.name)"
internet_service_src_custom group:
name: "default_name_39 (source firewall.internet-service-custom-group.
—name) "
internet_service_src_group:
name: "default_name_41 (source firewall.internet-service-group.name)"
internet_service_src_id:
id: "43 (source firewall.internet-service.id)"
internet_service_src_name:
name: "default_name_45 (source firewall.internet-service-name.name)"
ip_version: "4"
name: "default_name_47"
per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name firewall.schedule.group.name)"
service:
name: "default_name_51 (source firewall.service.custom.name firewall.
—service.group.name) "
srcaddr:

name: "default_name_53 (source firewall.address.name firewall.addrgrp.
n

—name)
srcaddré6:
name: "default_name_55 (source firewall.address6.name firewall.addrgrp6.
—name) "
srcintf:

name: "default_name_57 (source system.interface.name system.zone.name)"
status: "enable"
tos: "<your_own_value>"
tos_mask: "<your_own_value>"
tos_negate: "enable"
traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)

traffic_shaper_ reverse: "<your_own_value> (source firewall.shaper.traffic-
—shaper.name) "
url_category:

id: "e5"
users:
name: "default_name_67 (source user.local.name)"
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6.131.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.131.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.131.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.132 fortios_firewall_shaping_profile — Configure shaping profiles
in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

* Notes

* Examples

e Return Values

e Status

e Authors

6.132.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and shaping_profile category. Examples include all parameters and values need to be adjusted
to datasources before usage. Tested with FOS v6.0.0
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6.132.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.132.3 FortiOS Version Compatibility
6.132.4 Parameters

6.132.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.132.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure shaping profiles.
fortios_firewall shaping profile:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall_ shaping profile:
comment: "Comment."
default_class_id: "4 (source firewall.traffic-class.class—id)"
profile_name: "<your_own_value>"
shaping entries:

burst_in msec: "7"

cburst_in_msec: "8"

class_id: "9 (source firewall.traffic-class.class—-id)"
guaranteed_bandwidth_percentage: "10"

id: "11"

limit: "12"

max: "13"

maximum bandwidth_percentage: "14"

min: "15"

priority: "high"
red _probability: "17"
type: "policing"
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6.132.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.132.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.132.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.133 fortios_firewall_sniffer — Configure sniffer in Fortinet’s FortiOS
and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.133.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify fire-
wall feature and sniffer category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0
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6.133.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.133.3 FortiOS Version Compatibility
6.133.4 Parameters

6.133.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.133.6 Examples

- hosts: fortigates
collections:
— fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure sniffer.
fortios_firewall sniffer:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall sniffer:
anomaly:
action: "pass"
log: "enable"
name: "default_name_o6"
quarantine: "none"
quarantine_ expiry: "<your_own_value>"
quarantine_log: "disable"
status: "disable"
threshold: "11"
threshold (default): "12"

application_list: "<your_own_value> (source application.list.name)"
application_list_status: "enable"
av_profile: "<your_own_value> (source antivirus.profile.name)"

av_profile_status: "enable"

dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
dlp_sensor_status: "enable"

dsri: "enable"

emailfilter profile: "<your_own_value> (source emailfilter.profile.name)"

(continues on next page)
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emailfilter profile_status: "enable"

file filter profile: "<your_own_value> (source file-filter.profile.name)"

file filter profile_status: "enable"

host: "myhostname"

id: "25"

interface: "<your_own_value> (source system.interface.name)"
ip_threatfeed:

name: "default_name_28 (source system.external-resource.name)"
ip_threatfeed_status: "enable"
ips_dos_status: "enable"
ips_sensor: "<your_own_value> (source ips.sensor.name)"
ips_sensor_status: "enable"
ipv6: "enable"
logtraffic: "all"
max_packet_count: "35"
non_ip: "enable"
port: "<your_own_value>"
protocol: "<your_ own_value>"
scan_botnet_connections: "disable"
spamfilter profile: "<your_own_value> (source spamfilter.profile.name)"”
spamfilter profile_status: "enable"
status: "enable"
vlan: "<your_own_value>"
webfilter profile: "<your_ own_value> (source webfilter.profile.name)"
webfilter profile_ status: "enable"

6.133.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

6.133.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.133.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)
* Hongbin Lu (@fgtdev-hblu)

Frank Shen (@frankshen(1)
* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

318 Chapter 6. Configuration Modules


https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Ansible Galaxy FortiOS Collection, Release 1.0

6.134 fortios_firewall_ssh_host_key — SSH proxy host public keys in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.134.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_ssh feature and host_key category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.134.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.134.3 FortiOS Version Compatibility
6.134.4 Parameters

6.134.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.134.6 Examples
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: SSH proxy host public keys.
fortios_firewall ssh_host_key:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall ssh_host_key:
hostname: "myhostname"

ip: "<your_own_value>"
name: "default_name_ 5"
nid: "256"

port: "7"

public_key: "<your_ own_value>"
status: "trusted"
type: "RSA"

6.134.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.134.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.134.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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6.135 fortios_firewall _ssh local ca - SSH proxy local CA in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis
* Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.135.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_ssh feature and local_ca category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.135.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.135.3 FortiOS Version Compatibility
6.135.4 Parameters

6.135.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.135.6 Examples
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- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
— name: SSH proxy local CA.
fortios_firewall ssh_local_ca:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall ssh local ca:
name: "default_name_3"
password: "<your_own_value>"
private_key: "<your_own_value>"
public_key: "<your_ own_value>"
source: "built—-in"

6.135.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.135.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.135.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.136 fortios_firewall_ssh_local_key - SSH proxy local keys in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.
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* Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

e Status

e Authors

6.136.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_ssh feature and local_key category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.136.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.136.3 FortiOS Version Compatibility
6.136.4 Parameters

6.136.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.136.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no

(continues on next page)
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ansible_httpapi_port: 443
tasks:
— name: SSH proxy local keys.
fortios_firewall_ssh_local_key:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall ssh_local_key:
name: "default name_ 3"
password: "<your_own_value>"
private_key: "<your_own_value>"
public_key: "<your_own_value>"
source: "built-in"

6.136.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.136.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.136.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.137 fortios_firewall_ssh_setting — SSH proxy settings in Fortinet’s
FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

 FortiOS Version Compatibility
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

6.137.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_ssh feature and setting category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.137.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

6.137.3 FortiOS Version Compatibility
6.137.4 Parameters

6.137.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.137.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: SSH proxy settings.
fortios_firewall_ ssh_setting:
vdom: "{{ vdom }}"
firewall_ssh_setting:
caname: "<your_own_value> (source firewall.ssh.local-ca.name)"

(continues on next page)
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host_trusted_checking: "enable"

hostkey_dsal024: "myhostname (source firewall.ssh.local-key.name)"
hostkey_ecdsa256: "myhostname (source firewall.ssh.local-key.name)

hostkey_ecdsa384: "myhostname (source firewall.ssh.local-key.name)"
hostkey_ecdsa521: "myhostname (source firewall.ssh.local-key.name)

hostkey_ed25519: "myhostname (source firewall.ssh.local-key.name)"

hostkey_rsa2048: "myhostname (source firewall.ssh.local-key.name)
untrusted_caname: "<your_own_value> (source firewall.ssh.local-ca.name)"

6.137.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.137.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.137.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.138 fortios_firewall_ssl_server — Configure SSL servers in
Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

* Requirements

* FortiOS Version Compatibility
» Parameters

e Notes

* Examples
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e Return Values
e Status

e Authors

6.138.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and ssl_server category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.138.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.138.3 FortiOS Version Compatibility
6.138.4 Parameters

6.138.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.138.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: Configure SSL servers.
fortios_firewall_ssl_server:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_ own_value>"
firewall ssl server:
add_header_x_ forwarded proto: "enable"
ip: "<your_own_value>"
mapped_port: "5"
name: "default_name_6"

(continues on next page)
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port: "7"
ssl_algorithm: "high"
ssl_cert: "<your_own_value> (source vpn.certificate.local.name)"

ssl_client_renegotiation: "allow"
ssl_dh_bits: "768"

ssl max_version: "tls-1.0"

ssl min version: "tls-1.0"
ssl_mode: "half"

ssl_send_empty frags: "enable"
url rewrite: "enable"

6.138.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.138.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.138.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.139 fortios_firewall_ssl_setting — SSL proxy settings in Fortinet’s
FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements

* FortiOS Version Compatibility

e Parameters
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e Notes
* Examples
e Return Values

e Status

e Authors

6.139.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall_ssl feature and setting category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.139.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.139.3 FortiOS Version Compatibility
6.139.4 Parameters

6.139.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.139.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_port: 443
tasks:
- name: SSL proxy settings.
fortios_firewall_ ssl_setting:
vdom: "{{ vdom }}"
firewall ssl_setting:
abbreviate_handshake: "enable"
cert_cache_capacity: "4"

(continues on next page)
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cert_cache_timeout: "5"
kxp_queue_threshold: "6"
no_matching cipher_action: "bypass"

proxy_connect_timeout: "8"
session_cache_capacity: "9"
session_cache_timeout: "10"

ssl dh bits: "768"
ssl_queue_threshold: "12"
ssl_send_empty frags: "enable"

6.139.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.139.8 Status

 This module is not guaranteed to have a backwards compatible interface.

6.139.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.140 fortios_firewall_ssl_ssh_profile — Configure SSL/SSH protocol
options in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis
* Requirements
* FortiOS Version Compatibility

e Parameters

e Notes

330 Chapter 6. Configuration Modules


https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Ansible Galaxy FortiOS Collection, Release 1.0

Examples

Return Values
Status

Authors

6.140.1 Synopsis

¢ This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and ssl_ssh_profile category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.140.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.140.3 FortiOS Version Compatibility
6.140.4 Parameters

6.140.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.140.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure SSL/SSH protocol options.
fortios_firewall ssl_ssh profile:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall ssl_ssh_profile:
allowlist: "enable"
block blacklisted certificates: "disable"

(continues on next page)
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block blocklisted certificates:
caname:
comment :
dot:
cert_validation_failure:
cert_validation_ timeout: "al
client_certificate: "bypass"
expired_server_cert: "allow"
proxy_after_tcp_handshake:
revoked_server cert:
sni_server_cert_check:
status: "disable"
unsupported_ssl_cipher: "all
unsupported ssl_negotiation:
untrusted_server_cert:
ftps:
allow_invalid_server_cert: "
cert_validation failure: "al
cert_validation timeout: "al
client_cert_request: "bypass
client_certificate: "bypass"
expired_server_cert: "allow"
invalid server_cert: "allow"
ports: "28"
revoked_server cert:
sni_server_cert_check:
status: "disable"
unsupported_ssl: "bypass"
unsupported ssl_cipher: "all
unsupported_ssl_negotiation:
untrusted _cert: "allow"
untrusted_server_cert:
https:
allow_invalid server_cert: "
cert_probe_failure:
cert validation failure: "al
cert_validation timeout: "al
client_cert_request: "bypass
client_certificate: "bypass"
expired_server_cert: "allow"
invalid server_cert: "allow"
ports: "46"
proxy_after_tcp_handshake: "
revoked_server_cert: "allow"
sni_server_cert_ check:
status: "disable"
unsupported_ssl:
unsupported_ssl_cipher:
unsupported_ssl_negotiation:
untrusted _cert: "allow"
untrusted_server cert:
imaps:
allow_invalid_server_cert: "
cert_validation failure:
cert_validation_timeout:
client_cert_request:
client certificate:

"<your_own_value>
"Optional comments."

"allow"
"enab

"allow"
"enab

"allow"

"bypass"

"bypass"

"disable"

(source vpn.certificate.local.name)"

"allow"

low"

"enable"

le"

ow"
"allow"

"allow"

enable"
low"
low"

"

le"

OW n
"allow"

"allow"

enable"

low"
low"

"

enable"

"enable"

"allow"

"allow"

"allow"

enable"

"allow"
"allow"
"bypassﬂ

(continues on next page)
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expired_server_cert: "allow"
invalid_server cert: "allow"
ports: "64"

proxy_after_tcp_handshake: "enable"

revoked_server_cert: "allow"

sni_server_cert_check: "enable"

status: "disable"
unsupported ssl: "bypass"

unsupported _ssl_cipher: "allow"
"allow"

unsupported_ssl_negotiation:
untrusted _cert: "allow"

untrusted_server_cert: "allow"

mapi_over_https: "enable"
name: "default_name_75"
pop3s:

allow_invalid server_cert: "enable"

cert_validation_failure: "allow"
cert_validation_ timeout: "allow"

client_cert_request: "bypass"
client_certificate: "bypass"

expired_server cert: "allow"
invalid server cert: "allow"
ports: "g84"

proxy_ after_tcp_handshake: "enable"

revoked_server cert: "allow"

sni_server_cert_check: "enable"

status: "disable"
unsupported_ssl: "bypass"

unsupported ssl_cipher: "allow"

unsupported_ssl_negotiation: "allow"
untrusted _cert: "allow"
untrusted_server_cert: "allow"
rpc_over_https: "enable"
server_cert: "<your_own_value> (source vpn.certificate.local.name)"
server_cert_mode: "re-sign"
smtps:
allow_invalid_server_cert: "enable"

cert_validation_failure: "allow"
cert_validation timeout: "allow"

client_cert_request: "bypass"
client_certificate: "bypass"
expired_server_cert: "allow"
invalid_server cert: "allow"
ports: "105"

proxy_after_tcp_handshake: "enable"

revoked_server_ cert: "allow"

sni_server_cert_check: "enable"

status: "disable"
unsupported_ssl: "bypass"

unsupported_ssl_ cipher: "allow"
"allow"

unsupported_ssl_negotiation:
untrusted _cert: "allow"

untrusted_server_cert: "allow"

ssh:
inspect_all: "disable"
ports: "117"

proxy_after_tcp_handshake: "enable"

(continues on next page)
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ssh_algorithm: "compatible"
ssh_policy_check: "disable"
ssh_tun_policy_check: "disable"
status: "disable"
unsupported version: "bypass"
ssl:
allow_invalid server_cert: "enable"
cert_validation_failure: "allow"
cert_validation_ timeout: "allow"
client_cert_request: "bypass"
client_certificate: "bypass"

expired_server_cert: "allow"
inspect_all: "disable"

invalid_server cert: "allow"
revoked_server_ _cert: "allow"

sni_server_cert_check: "enable"
unsupported ssl: "bypass"
unsupported_ssl_cipher: "allow"
unsupported_ssl_negotiation: "allow"
untrusted_cert: "allow"
untrusted_server cert: "allow"

ssl_anomalies_log: "disable"

ssl_exempt:

address: "<your_own_value> (source firewall.address.name firewall.addrgrp.

—name) "

address6: "<your_own_value> (source firewall.address6.name firewall.

—addrgrp6.name) "
fortiguard category: "144"
id: "145"
regex: "<your_own_value>"
type: "fortiguard-category"

wildcard_fqdn: "<your_own_value> (source firewall.wildcard-fgdn.custom.

—name firewall.wildcard-fgdn.group.name)"
ssl_exemptions_log: "disable"
ssl_negotiation_log: "disable"
ssl server:

ftps_client_cert_request: "bypass"
ftps_client_certificate: "bypass"
https_client_cert_request: "bypass"
https_client_certificate: "bypass"
id: "156"
imaps_client_cert_request: "bypass"
imaps_client_certificate: "bypass"
ip: "<your_own_value>"
pop3s_client_cert_request: "bypass"
pop3s_client_certificate: "bypass"
smtps_client_cert_request: "bypass"
smtps_client_certificate: "bypass"

ssl_other_client_cert_request: "bypass"

ssl_other_client_certificate: "bypass"
supported_alpn: "httpl-1"

untrusted_caname: "<your_own_value> (source vpn.certificate.local.name)"

use_ssl_server: "disable"
whitelist: "enable"
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6.140.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

6.140.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.140.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)
Frank Shen (@frankshen(1)

* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.141 fortios_firewall_traffic_class — Configure names for shaping
classes in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

* Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.141.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and traffic_class category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.141. fortios_firewall_traffic_class — Configure names for shaping classes in Fortinet’s FortiOS35
and FortiGate.
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6.141.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.141.3 FortiOS Version Compatibility
6.141.4 Parameters

6.141.5 Notes

Note:

 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.141.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible httpapi_ port: 443
tasks:
- name: Configure names for shaping classes.
fortios_firewall traffic_class:
vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"
firewall traffic class:
class_id: "3"
class_name: "<your_own_value>"

6.141.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

6.141.8 Status

* This module is not guaranteed to have a backwards compatible interface.

336 Chapter 6. Configuration Modules


https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Ansible Galaxy FortiOS Collection, Release 1.0

6.141.9 Authors

* Link Zheng (@chillancezen)

¢ Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.142 fortios_firewall_ttl_policy — Configure TTL policies in Fortinet’s
FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

6.142.1 Synopsis
* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify

firewall feature and ttl_policy category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.142.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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6.142.3 FortiOS Version Compatibility
6.142.4 Parameters

6.142.5 Notes

Note:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.142.6 Examples

- hosts: fortigates
collections:
- fortinet.fortios
connection: httpapi
vars:
vdom: "root"
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Configure TTL policies.
fortios_firewall ttl _policy:

vdom: "{{ vdom }}"
state: "present"
access_token: "<your_own_value>"

firewall ttl_policy:
action: "accept"
id: H4H
schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.
—schedule.recurring.name firewall.schedule.group.name)"

service:
name: "default_name_7 (source firewall.service.custom.name firewall.
—service.group.name)"
srcaddr:
name: "default_name_9 (source firewall.address.name firewall.addrgrp.name)
"
srcintf: "<your_own_value> (source system.zone.name system.interface.name)"
status: "enable"
ttl: "<your_own_value>"

6.142.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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6.142.8 Status

* This module is not guaranteed to have a backwards compatible interface.

6.142.9 Authors

* Link Zheng (@chillancezen)

e Jie Xue (@JieX19)

* Hongbin Lu (@fgtdev-hblu)

¢ Frank Shen (@frankshenO1)

* Miguel Angel Munoz (@mamunozgonzalez)

¢ Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.143 fortios firewall vendor _mac — Show vendor and the MAC ad-
dress they have in Fortinet’s FortiOS and FortiGate.

New in version 2.10.

Synopsis

* Requirements

* FortiOS Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

6.143.1 Synopsis

* This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and vendor_mac category. Examples include all parameters and values need to be adjusted to
datasources before usage. Tested with FOS v6.0.0

6.143.2 Requirements

The below requirements are needed on the host that executes this module.

6.143. fortios_firewall_vendor_mac — Show vendor and the MAC address they have in Fortinet’839
FortiOS and FortiGate.
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6.143.3 FortiOS Version Compatibility

6.1
6.1

¢ ansible>=2.9.0

43.4 Parameters

43.5 Notes

Not

e:

» Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.1

43.6 Examples

- hosts: fortigates

c

c

ollections:
- fortinet.fortios
onnection: httpapi

vars:

t

vdom: "root"
ansible_httpapi_use_ssl: yes

ansible httpapi_validate_certs:

ansible_httpapi_port: 443
asks:

name: Show vendor and the MAC address they have.

fortios_firewall vendor_mac:
vdom: "{{ vdom }}"
state: "present"

access_token: "<your_own_value>"
firewall_vendor_mac:

id: n 3 n

mac_number: "4"

name: "default_name_5"

no

6.1

43.7 Return Values

Common return values are documented:
return_values.html#common-return-values, the following are the fields unique to this module:

6.1

6.1

43.8 Status

https://docs.ansible.com/ansible/latest/reference_appendices/common_

* This module is not guaranteed to have a backwards compatible interface.

43.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)
* Hongbin Lu (@fgtdev-hblu)
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¢ Frank Shen (@frankshenO1)
* Miguel Angel Munoz (@mamunozgonzalez)

* Nicolas Thomas (@thomnico)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

6.144 fortios_firewall_vip — Configure virtual IP for IPv4 in Fortinet’s
FortiOS and FortiGate.

New in version 2.10.

Synopsis

Requirements

* FortiOS Version Compatibility

Parameters

e Notes

* Examples

* Return Values

o Status

e Authors

6.144.1 Synopsis

» This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify
firewall feature and vip category. Examples include all parameters and values need to be adjusted to datasources
before usage. Tested with FOS v6.0.0

6.144.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

6.144.3 FortiOS Version Compatibility
6.144.4 Parameters

6.144.5 Notes

Note:
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 Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks

6.144.6 Examples

- hosts: fortigates
collections:

— fortinet.fortios
connection: httpapi
vars:

vdom:
ansible_httpapi_use_ssl: yes

"root"

ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
- name: Configure virtual IP for IPv4.
fortios_firewall vip:
vdom: "{{ vdom }}"
state: "present"

access_token:

firewall vip:
arp_reply:
color: "4"
comment :
dns_mapping ttl:
extaddr:

"disable"

"Comment ."
"6"

name: "default_name_8
extintf:
extip: "<your_own_value>"
extport:
gratuitous_arp_interval:
http_cookie_age: "13"
http_cookie_domain:
http_cookie_domain_from host:
http_cookie_generation: "16"
http_cookie_path:
http_cookie_share: "disable"
http_ip header: "enable"
http_ip_header_name:
http_multiplex: "enable"
http_redirect: "enable"
https_cookie_secure:
id: "24"
1db_method:
mapped_addr:
mappedip:

"<your_own_value>

"<your_own_value>"

"static"

range:
mappedport :
max_embryonic_connections:
monitor:

name: "default_name_32
name: "default name_ 33"

"<your_own_value>"

niomn

"disable"

"<your_own_value>

"<your_own_value>"
"<your_own_value>"
"30"

(source firewall.address.name firewall.addrgrp.name)

(source system.interface.name)"

"<your_own_value>"

"disable"

"<your_own_value>"

"<your_own_value>"

(source firewall.address.name)"

(source firewall.ldb-monitor.name)"

(continues on next page)
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(continued from previous page)

nat_source_vip: "disable"
outlook web_access: "disable"
persistence: "none"
portforward: "disable"
portmapping_type: "l1-to-1"
protocol: "tcp"

realservers:
address: "<your_own_value> (source firewall.address.name)"
client_ip: "<your_own_value>"

healthcheck: "disable"
holddown_interval: "44"
http_host: "myhostname"

id: "4e"

ip: "<your_own_value>"

max_connections: "48"

monitor: "<your_own_value> (source firewall.ldb-monitor.name)"
port: "50"

status: "active"

type: "ip"

weight: "53"
server_type: "http"
service:
name: "default_name_56 (source firewall.service.custom.name firewall.
—service.group.name)"
src_filter:
range: "<your_own_value>"
srcintf filter:

interface_name: "<your_own_value> (source system.interface.name)"
ssl_algorithm: "high"
ssl_certificate: "<your_own_value> (source vpn.certificate.local.name)"

ssl_cipher_ suites:
cipher : "TLS-ECDHE-RSA-WITH-CHACHA20-POLY1305-SHA256"
priority: "65"
versions: "ssl1-3.0"
ssl client_fallback: "disable"
ssl_client_rekey count: "68"
ssl_client_renegotiation: "allow"
ssl client_session_state max: "70"
ssl_client_session_state_timeout: "71"
ssl_client_session_state_type: "disable"
ssl_dh_bits: "768"
ssl_hpkp: "disable"
ssl_hpkp_age: "75"
ssl_hpkp_backup: "<your_own_value> (source vpn.certificate.local.name vpn.
—certificate.ca.name)"
ssl_hpkp_include_subdomains: "disable"
ssl_hpkp_primary: "<your_own_value> (source vpn.certificate.local.name vpn.
—certificate.ca.name)"
ssl_hpkp_report_uri: "<your_ own_value>"
ssl_hsts: "disable"
ssl_hsts_age: "S81"
ssl hsts_ include_subdomains: "disable"

(continues on next page)
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(continued from previous page)

ssl_http_ location_conversion: "enable"

ssl_http _match_host: "enable"

ssl _max_version: "ssl1-3.0"
ssl min version: "ss1-3.0"
