

    
      
          
            
  
Welcome to Ansible Galaxy FortiOS Collection Documentation 1.1.1!

The FortiOS Ansible Collection provides Ansible modules for configuring FortiOS appliances.
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FortiOS Galaxy Versioning

The FortiOS galaxy
collection [https://galaxy.ansible.com/fortinet/fortios] is
accommodating for all major FortiOS releases. Please choose the right
Galaxy collection to install from the following table in case of any
compatibility issues.









	FOS version

	Galaxy Version

	Release date

	Path to Install





	6.0.0

	1.0.13

	2020/5/26

	ansible-galaxy collection install fortinet.fortios:1.0.13



	6.0.0

	1.1.2 latest

	2020/12/4

	ansible-galaxy collection install fortinet.fortios:1.1.2



	6.0.5

	1.0.12

	2020/5/26

	ansible-galaxy collection install fortinet.fortios:1.0.12



	6.2.0

	1.0.10

	2020/5/6

	ansible-galaxy collection install fortinet.fortios:1.0.10



	6.2.0

	1.1.0 latest

	2020/12/4

	ansible-galaxy collection install fortinet.fortios:1.1.0



	6.4.0

	1.0.11

	2020/5/11

	ansible-galaxy collection install fortinet.fortios:1.0.11



	6.4.0

	1.1.1 latest

	2020/12/4

	ansible-galaxy collection install fortinet.fortios:1.1.1






Note: Use -f option (i.e.
ansible-galaxy collection install -f fortinet.fortios:x.x.x) to
renew your existing local installation.





          

      

      

    

  

    
      
          
            
  
Install FortiOS Ansible Galaxy

This document explains how to install the FortiOS Ansible Galaxy
Collection.




Install Python3


	Follow steps in https://www.python.org/ to install Python3 on your
host.







Install Ansible Core


	Follow instructions in
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html
to install Ansible


	The Ansible core version requirement: >= 2.9.0







Install FortiOS Galaxy Collection

The FortiOS Ansible Galaxy supports multilple FortiOS major releases,
you can install the latest collection by default via command
ansible-galaxy collection install fortinet.fortios. you can also
choose another galaxy version to match your FortiOS device.

Please see the versionig notes for more recently released collections
and install the ones which are marked latest for your devices.







          

      

      

    

  

    
      
          
            
  
Run Your First Playbook

This document explains how to run your first FortiOS Ansible playbook.



With FortiOS Galaxy collection, you are always recommended to run
FortiOS module in httpapi manner. The first step is to prepare your
host inventory with which you can use ansible-vault to encrypt or
decrypt your secrets for the sake of confidentiality.


Prepare host inventory

in our case we create a file named hosts:

[fortigates]
fortigate01 ansible_host=192.168.190.130 ansible_user="admin" ansible_password="password"
fortigate02 ansible_host=192.168.190.131 ansible_user="admin" ansible_password="password"
fortigate03 ansible_host=192.168.190.132 fortios_access_token=<your access token>

[fortigates:vars]
ansible_network_os=fortinet.fortios.fortios





FortiOS supports two ways to authenticate Ansible: ansible_user and ansible_password pair based; fortios_access_token access token based.
Access token based way is prefered as it is safer without any password explosure and access token guarantees request source location is wanted.

for how to generate an API token, visit page FortiOS API Spec [https://fndn.fortinet.net/index.php?/fortiapi/1-fortios/92/].




Write the playbook

in the example: test.yml we are going to modify the fortigate
device’s hostname:

- hosts: fortigate03
  connection: httpapi
  collections:
  - fortinet.fortios
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
   - name: Configure global attributes.
     fortios_system_global:
        vdom:  "{{ vdom }}"
        access_token: "{{ fortios_access_token }}" #if you prefer access token based authentication, add this line.
        system_global:
            hostname: 'CustomHostName'





there are several options which might need you special care:


	connection : httpapi is preferred.


	collections : The namespace must be fortinet.fortios


	ansible_httpapi_use_ssl and ansible_httpapi_port: by
default when your fortiOS device is licensed, the https is enabled.
there is one exception: module fortios_system_vmlicense allows
you to upload the licence with http, in this case, you should set
ansible_httpapi_use_ssl: no and ansible_httpapi_port: 80







Run the playbook

ansible-playbook -i hosts test.yml





you can also observe the verbose output by adding option at the tail:
-vvv.







          

      

      

    

  

    
      
          
            
  
Get Help








Technical and Commuity Support

You can get support from Fortinet Technical Assistance Center [https://www.fortinet.com/support/contact.html].

For Ansible common issue, you can also get support from the community [https://www.ansible.com/]




Filing issues.

You can get support from the community engineering team via filing an
issue in git issues page [https://github.com/fortinet-ansible-dev/ansible-galaxy-fortios-collection/issues]







          

      

      

    

  

    
      
          
            
  
Configuration Modules



	fortios_alertemail_setting – Configure alert email settings in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_heuristic – Configure global heuristic options in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_profile – Configure AntiVirus profiles in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_quarantine – Configure quarantine options in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_settings – Configure AntiVirus settings in Fortinet’s FortiOS and FortiGate.

	fortios_application_custom – Configure custom application signatures in Fortinet’s FortiOS and FortiGate.

	fortios_application_group – Configure firewall application groups in Fortinet’s FortiOS and FortiGate.

	fortios_application_list – Configure application control lists in Fortinet’s FortiOS and FortiGate.

	fortios_application_name – Configure application signatures in Fortinet’s FortiOS and FortiGate.

	fortios_application_rule_settings – Configure application rule settings in Fortinet’s FortiOS and FortiGate.

	fortios_authentication_rule – Configure Authentication Rules in Fortinet’s FortiOS and FortiGate.

	fortios_authentication_scheme – Configure Authentication Schemes in Fortinet’s FortiOS and FortiGate.

	fortios_authentication_setting – Configure authentication setting in Fortinet’s FortiOS and FortiGate.

	fortios_certificate_ca – CA certificate in Fortinet’s FortiOS and FortiGate.

	fortios_certificate_crl – Certificate Revocation List as a PEM file in Fortinet’s FortiOS and FortiGate.

	fortios_certificate_local – Local keys and certificates in Fortinet’s FortiOS and FortiGate.

	fortios_certificate_remote – Remote certificate as a PEM file in Fortinet’s FortiOS and FortiGate.

	fortios_cifs_domain_controller – Define known domain controller servers in Fortinet’s FortiOS and FortiGate.

	fortios_cifs_profile – Configure CIFS profile in Fortinet’s FortiOS and FortiGate.

	fortios_credential_store_domain_controller – Define known domain controller servers in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_filepattern – Configure file patterns used by DLP blocking in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_fp_doc_source – Create a DLP fingerprint database by allowing the FortiGate to access a file server containing files from which to create fingerprints in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_sensitivity – Create self-explanatory DLP sensitivity levels to be used when setting sensitivity under config fp-doc-source in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_sensor – Configure DLP sensors in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_settings – Designate logical storage for DLP fingerprint database in Fortinet’s FortiOS and FortiGate.

	fortios_dnsfilter_domain_filter – Configure DNS domain filters in Fortinet’s FortiOS and FortiGate.

	fortios_dnsfilter_profile – Configure DNS domain filter profiles in Fortinet’s FortiOS and FortiGate.

	fortios_dpdk_cpus – Configure CPUs enabled to run engines in each DPDK stage in Fortinet’s FortiOS and FortiGate.

	fortios_dpdk_global – Configure global DPDK options in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_bwl – Configure anti-spam black/white list in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_bword – Configure AntiSpam banned word list in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_dnsbl – Configure AntiSpam DNSBL/ORBL in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_fortishield – Configure FortiGuard - AntiSpam in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_iptrust – Configure AntiSpam IP trust in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_mheader – Configure AntiSpam MIME header in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_options – Configure AntiSpam options in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_profile – Configure Email Filter profiles in Fortinet’s FortiOS and FortiGate.

	fortios_endpoint_control_fctems – Configure FortiClient Enterprise Management Server (EMS) entries in Fortinet’s FortiOS and FortiGate.

	fortios_extender_controller_extender – Extender controller configuration in Fortinet’s FortiOS and FortiGate.

	fortios_extender_modem_status – Display detailed extender modem status in Fortinet’s FortiOS and FortiGate.

	fortios_extender_sys_info – Display detailed extender system information in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_address – Configure IPv4 addresses in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_address6 – Configure IPv6 firewall addresses in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_address6_template – Configure IPv6 address templates in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_addrgrp – Configure IPv4 address groups in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_addrgrp6 – Configure IPv6 address groups in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_auth_portal – Configure firewall authentication portals in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_central_snat_map – Configure IPv4 and IPv6 central SNAT policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_city – Define city table in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_consolidated_policy – Configure consolidated IPv4/IPv6 policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_country – Define country table in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_decrypted_traffic_mirror – Configure decrypted traffic mirror in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_dnstranslation – Configure DNS translation in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_dos_policy – Configure IPv4 DoS policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_dos_policy6 – Configure IPv6 DoS policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_identity_based_route – Configure identity based routing in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_interface_policy – Configure IPv4 interface policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_interface_policy6 – Configure IPv6 interface policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service – Show Internet Service application in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_addition – Configure Internet Services Addition in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_botnet – Show Internet Service botnet in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_custom – Configure custom Internet Services in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_custom_group – Configure custom Internet Service group in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_definition – Configure Internet Service definition in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_extension – Configure Internet Services Extension in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_group – Configure group of Internet Service in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_ipbl_reason – IP blacklist reason in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_ipbl_vendor – IP blacklist vendor in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_list – Internet Service list in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_name – Define internet service names in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_owner – Internet Service owner in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_reputation – Show Internet Service reputation in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_internet_service_sld – Internet Service Second Level Domain in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ip_translation – Configure firewall IP-translation in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ipmacbinding_setting – Configure IP to MAC binding settings in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ipmacbinding_table – Configure IP to MAC address pairs in the IP/MAC binding table in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ippool – Configure IPv4 IP pools in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ippool6 – Configure IPv6 IP pools in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_iprope_list – lis in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ipv6_eh_filter – Configure IPv6 extension header filter in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ldb_monitor – Configure server load balancing health monitors in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_local_in_policy – Configure user defined IPv4 local-in policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_local_in_policy6 – Configure user defined IPv6 local-in policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_multicast_address – Configure multicast addresses in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_multicast_address6 – Configure IPv6 multicast address in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_multicast_policy – Configure multicast NAT policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_multicast_policy6 – Configure IPv6 multicast NAT policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_policy – Configure IPv4/IPv6 policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_policy46 – Configure IPv4 to IPv6 policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_policy6 – Configure IPv6 policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_policy64 – Configure IPv6 to IPv4 policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_profile_group – Configure profile groups in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_profile_protocol_options – Configure protocol options in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_proute – List policy routing in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_proxy_address – Configure web proxy address in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_proxy_addrgrp – Configure web proxy address group in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_proxy_policy – Configure proxy policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_region – Define region table in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_schedule_group – Schedule group configuration in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_schedule_onetime – Onetime schedule configuration in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_schedule_recurring – Recurring schedule configuration in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_security_policy – Configure NGFW IPv4/IPv6 application policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_service_category – Configure service categories in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_service_custom – Configure custom services in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_service_group – Configure service groups in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_shaper_per_ip_shaper – Configure per-IP traffic shaper in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_shaper_traffic_shaper – Configure shared traffic shaper in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_shaping_policy – Configure shaping policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_shaping_profile – Configure shaping profiles in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_sniffer – Configure sniffer in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ssh_host_key – SSH proxy host public keys in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ssh_local_ca – SSH proxy local CA in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ssh_local_key – SSH proxy local keys in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ssh_setting – SSH proxy settings in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ssl_server – Configure SSL servers in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ssl_setting – SSL proxy settings in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ssl_ssh_profile – Configure SSL/SSH protocol options in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_traffic_class – Configure names for shaping classes in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_ttl_policy – Configure TTL policies in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_vendor_mac – Show vendor and the MAC address they have in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_vip – Configure virtual IP for IPv4 in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_vip46 – Configure IPv4 to IPv6 virtual IPs in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_vip6 – Configure virtual IP for IPv6 in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_vip64 – Configure IPv6 to IPv4 virtual IPs in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_vipgrp – Configure IPv4 virtual IP groups in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_vipgrp46 – Configure IPv4 to IPv6 virtual IP groups in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_vipgrp6 – Configure IPv6 virtual IP groups in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_vipgrp64 – Configure IPv6 to IPv4 virtual IP groups in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_wildcard_fqdn_custom – Config global/VDOM Wildcard FQDN address in Fortinet’s FortiOS and FortiGate.

	fortios_firewall_wildcard_fqdn_group – Config global Wildcard FQDN address groups in Fortinet’s FortiOS and FortiGate.

	fortios_ftp_proxy_explicit – Configure explicit FTP proxy settings in Fortinet’s FortiOS and FortiGate.

	fortios_hardware_nic – Display NIC information in Fortinet’s FortiOS and FortiGate.

	fortios_icap_profile – Configure ICAP profiles in Fortinet’s FortiOS and FortiGate.

	fortios_icap_server – Configure ICAP servers in Fortinet’s FortiOS and FortiGate.

	fortios_ips_custom – Configure IPS custom signature in Fortinet’s FortiOS and FortiGate.

	fortios_ips_decoder – Configure IPS decoder in Fortinet’s FortiOS and FortiGate.

	fortios_ips_global – Configure IPS global parameter in Fortinet’s FortiOS and FortiGate.

	fortios_ips_rule – Configure IPS rules in Fortinet’s FortiOS and FortiGate.

	fortios_ips_rule_settings – Configure IPS rule setting in Fortinet’s FortiOS and FortiGate.

	fortios_ips_sensor – Configure IPS sensor in Fortinet’s FortiOS and FortiGate.

	fortios_ips_settings – Configure IPS VDOM parameter in Fortinet’s FortiOS and FortiGate.

	fortios_ips_view_map – configure ips view-ma in Fortinet’s FortiOS and FortiGate.

	fortios_log_custom_field – Configure custom log fields in Fortinet’s FortiOS and FortiGate.

	fortios_log_disk_filter – Configure filters for local disk logging. Use these filters to determine the log messages to record according to severity and type in Fortinet’s FortiOS and FortiGate.

	fortios_log_disk_setting – Settings for local disk logging in Fortinet’s FortiOS and FortiGate.

	fortios_log_eventfilter – Configure log event filters in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer2_filter – Filters for FortiAnalyzer in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer2_override_filter – Override filters for FortiAnalyzer in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer2_override_setting – Override FortiAnalyzer settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer2_setting – Global FortiAnalyzer settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer3_filter – Filters for FortiAnalyzer in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer3_override_filter – Override filters for FortiAnalyzer in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer3_override_setting – Override FortiAnalyzer settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer3_setting – Global FortiAnalyzer settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer_cloud_filter – Filters for FortiAnalyzer Cloud in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer_cloud_override_filter – Override filters for FortiAnalyzer Cloud in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer_cloud_override_setting – Override FortiAnalyzer Cloud settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer_cloud_setting – Global FortiAnalyzer Cloud settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer_filter – Filters for FortiAnalyzer in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer_override_filter – Override filters for FortiAnalyzer in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer_override_setting – Override FortiAnalyzer settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortianalyzer_setting – Global FortiAnalyzer settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortiguard_filter – Filters for FortiCloud in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortiguard_override_filter – Override filters for FortiCloud in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortiguard_override_setting – Override global FortiCloud logging settings for this VDOM in Fortinet’s FortiOS and FortiGate.

	fortios_log_fortiguard_setting – Configure logging to FortiCloud in Fortinet’s FortiOS and FortiGate.

	fortios_log_gui_display – Configure how log messages are displayed on the GUI in Fortinet’s FortiOS and FortiGate.

	fortios_log_memory_filter – Filters for memory buffer in Fortinet’s FortiOS and FortiGate.

	fortios_log_memory_global_setting – Global settings for memory logging in Fortinet’s FortiOS and FortiGate.

	fortios_log_memory_setting – Settings for memory buffer in Fortinet’s FortiOS and FortiGate.

	fortios_log_null_device_filter – Filters for null device logging in Fortinet’s FortiOS and FortiGate.

	fortios_log_null_device_setting – Settings for null device logging in Fortinet’s FortiOS and FortiGate.

	fortios_log_setting – Configure general log settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd2_filter – Filters for remote system server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd2_override_filter – Override filters for remote system server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd2_override_setting – Override settings for remote syslog server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd2_setting – Global settings for remote syslog server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd3_filter – Filters for remote system server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd3_override_filter – Override filters for remote system server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd3_override_setting – Override settings for remote syslog server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd3_setting – Global settings for remote syslog server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd4_filter – Filters for remote system server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd4_override_filter – Override filters for remote system server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd4_override_setting – Override settings for remote syslog server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd4_setting – Global settings for remote syslog server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd_filter – Filters for remote system server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd_override_filter – Override filters for remote system server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd_override_setting – Override settings for remote syslog server in Fortinet’s FortiOS and FortiGate.

	fortios_log_syslogd_setting – Global settings for remote syslog server in Fortinet’s FortiOS and FortiGate.

	fortios_log_threat_weight – Configure threat weight settings in Fortinet’s FortiOS and FortiGate.

	fortios_log_webtrends_filter – Filters for WebTrends in Fortinet’s FortiOS and FortiGate.

	fortios_log_webtrends_setting – Settings for WebTrends in Fortinet’s FortiOS and FortiGate.

	fortios_registration_forticare – Add a FortiCare license in Fortinet’s FortiOS and FortiGate.

	fortios_registration_vdom – Add a VDOM license in Fortinet’s FortiOS and FortiGate.

	fortios_report_chart – Report chart widget configuration in Fortinet’s FortiOS and FortiGate.

	fortios_report_dataset – Report dataset configuration in Fortinet’s FortiOS and FortiGate.

	fortios_report_layout – Report layout configuration in Fortinet’s FortiOS and FortiGate.

	fortios_report_setting – Report setting configuration in Fortinet’s FortiOS and FortiGate.

	fortios_report_style – Report style configuration in Fortinet’s FortiOS and FortiGate.

	fortios_report_theme – Report themes configuratio in Fortinet’s FortiOS and FortiGate.

	fortios_router_access_list – Configure access lists in Fortinet’s FortiOS and FortiGate.

	fortios_router_access_list6 – Configure IPv6 access lists in Fortinet’s FortiOS and FortiGate.

	fortios_router_aspath_list – Configure Autonomous System (AS) path lists in Fortinet’s FortiOS and FortiGate.

	fortios_router_auth_path – Configure authentication based routing in Fortinet’s FortiOS and FortiGate.

	fortios_router_bfd – Configure BFD in Fortinet’s FortiOS and FortiGate.

	fortios_router_bfd6 – Configure IPv6 BFD in Fortinet’s FortiOS and FortiGate.

	fortios_router_bgp – Configure BGP in Fortinet’s FortiOS and FortiGate.
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	fortios_system_speed_test_server – Configure speed test server list in Fortinet’s FortiOS and FortiGate.
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	fortios_system_vdom_link – Configure VDOM links in Fortinet’s FortiOS and FortiGate.

	fortios_system_vdom_netflow – Configure NetFlow per VDOM in Fortinet’s FortiOS and FortiGate.

	fortios_system_vdom_property – Configure VDOM property in Fortinet’s FortiOS and FortiGate.

	fortios_system_vdom_radius_server – Configure a RADIUS server to use as a RADIUS Single Sign On (RSSO) server for this VDOM in Fortinet’s FortiOS and FortiGate.

	fortios_system_vdom_sflow – Configure sFlow per VDOM to add or change the IP address and UDP port that FortiGate sFlow agents in this VDOM use to send sFlow datagrams to an sFlow collector in Fortinet’s FortiOS and FortiGate.

	fortios_system_virtual_switch – Configure virtual hardware switch interfaces in Fortinet’s FortiOS and FortiGate.

	fortios_system_virtual_wan_link – Configure redundant internet connections using SD-WAN (formerly virtual WAN link) in Fortinet’s FortiOS and FortiGate.

	fortios_system_virtual_wire_pair – Configure virtual wire pairs in Fortinet’s FortiOS and FortiGate.

	fortios_system_vmlicense – Update VM license using uploaded file. Reboots immediately if successful in Fortinet’s FortiOS and FortiGate.

	fortios_system_vxlan – Configure VXLAN devices in Fortinet’s FortiOS and FortiGate.

	fortios_system_wccp – Configure WCCP in Fortinet’s FortiOS and FortiGate.

	fortios_system_zone – Configure zones to group two or more interfaces. When a zone is created you can configure policies for the zone instead of individual interfaces in the zone in Fortinet’s FortiOS and FortiGate.

	fortios_test_acd – Aggregate Controller in Fortinet’s FortiOS and FortiGate.

	fortios_test_acid – Cisco Application Centric Infrastructure (Direct Connection) daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_autod – Automation daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_awsd – Amazon Web Services (AWS) daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_azd – Microsoft Azure daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_bfd – BFD daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_csfd – Security Fabric daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_ddnscd – DDNS client daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_dhcp6c – DHCP6 client daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_dhcp6r – DHCP6 relay daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_dhcprelay – DHCP relay daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_dlpfingerprint – DLP fingerprint daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_dlpfpcache – DLP fingerprint cache daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_dnsproxy – DNS proxy in Fortinet’s FortiOS and FortiGate.

	fortios_test_dsd – DLP Statistics daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_fas – FortiToken Cloud daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_fcnacd – FortiClient NAC daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_fnbamd – Fortigate non-blocking auth daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_forticldd – FortiCloud daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_forticron – Forticron daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_fsd – FortiExplorer daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_fsvrd – FortiService daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_ftpd – FTP proxy in Fortinet’s FortiOS and FortiGate.

	fortios_test_gcpd – Google Cloud Platform (GCP) daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_harelay – HA relay daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_hasync – HA sync daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_hatalk – HA talk daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_imap – IMAP proxy in Fortinet’s FortiOS and FortiGate.

	fortios_test_info_sslvpnd – SSL-VPN info daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_init – init process in Fortinet’s FortiOS and FortiGate.

	fortios_test_iotd – IoT device info daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_ipamd – IP Address Management daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_ipldbd – IP load balancing daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_ipsengine – ips senso in Fortinet’s FortiOS and FortiGate.

	fortios_test_ipsmonitor – ips monito in Fortinet’s FortiOS and FortiGate.

	fortios_test_ipsufd – IPS urlfilter daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_kubed – Kubernetes daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_l2tpcd – L2TP client daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_lnkmtd – Link monitor daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_lted – USB LTE daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_miglogd – Miglog logging daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_mrd – Mobile router daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_netxd – VMWare NetX service manager daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_nntp – NNTP proxy in Fortinet’s FortiOS and FortiGate.

	fortios_test_ocid – Oracle Cloud Infrastructure in Fortinet’s FortiOS and FortiGate.

	fortios_test_openstackd – OpenStack SDN connector daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_ovrd – Override daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_pop3 – POP3 proxy in Fortinet’s FortiOS and FortiGate.

	fortios_test_pptpcd – PPTP client in Fortinet’s FortiOS and FortiGate.

	fortios_test_quarantined – Quarantine daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_radius_das – Radius-das daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_radiusd – RADIUS daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_radvd – radvd daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_reportd – Report daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_sdncd – SDN Connector daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_sepmd – Symantec Endpoint Protection Manager daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_sessionsync – session sync daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_sflowd – sFlow daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_smtp – SMTP proxy in Fortinet’s FortiOS and FortiGate.

	fortios_test_snmpd – SNMP daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_uploadd – Upload daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_urlfilter – URL filter daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_vmwd – VMware vSphere daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_wad – WAD related processes in Fortinet’s FortiOS and FortiGate.

	fortios_test_wccpd – WCCP daemon in Fortinet’s FortiOS and FortiGate.

	fortios_test_wf_monitor – WF monitor in Fortinet’s FortiOS and FortiGate.

	fortios_test_zebos_launcher – ZEBOS Launcher daemo in Fortinet’s FortiOS and FortiGate.

	fortios_user_adgrp – Configure FSSO groups in Fortinet’s FortiOS and FortiGate.

	fortios_user_domain_controller – Configure domain controller entries in Fortinet’s FortiOS and FortiGate.

	fortios_user_exchange – Configure MS Exchange server entries in Fortinet’s FortiOS and FortiGate.

	fortios_user_fortitoken – Configure FortiToken in Fortinet’s FortiOS and FortiGate.

	fortios_user_fsso – Configure Fortinet Single Sign On (FSSO) agents in Fortinet’s FortiOS and FortiGate.

	fortios_user_fsso_polling – Configure FSSO active directory servers for polling mode in Fortinet’s FortiOS and FortiGate.

	fortios_user_group – Configure user groups in Fortinet’s FortiOS and FortiGate.

	fortios_user_krb_keytab – Configure Kerberos keytab entries in Fortinet’s FortiOS and FortiGate.

	fortios_user_ldap – Configure LDAP server entries in Fortinet’s FortiOS and FortiGate.

	fortios_user_local – Configure local users in Fortinet’s FortiOS and FortiGate.

	fortios_user_nac_policy – Configure NAC policy matching pattern to identify matching NAC devices in Fortinet’s FortiOS and FortiGate.

	fortios_user_password_policy – Configure user password policy in Fortinet’s FortiOS and FortiGate.

	fortios_user_peer – Configure peer users in Fortinet’s FortiOS and FortiGate.

	fortios_user_peergrp – Configure peer groups in Fortinet’s FortiOS and FortiGate.

	fortios_user_pop3 – POP3 server entry configuration in Fortinet’s FortiOS and FortiGate.

	fortios_user_quarantine – Configure quarantine support in Fortinet’s FortiOS and FortiGate.

	fortios_user_radius – Configure RADIUS server entries in Fortinet’s FortiOS and FortiGate.

	fortios_user_saml – SAML server entry configuration in Fortinet’s FortiOS and FortiGate.

	fortios_user_security_exempt_list – Configure security exemption list in Fortinet’s FortiOS and FortiGate.

	fortios_user_setting – Configure user authentication setting in Fortinet’s FortiOS and FortiGate.

	fortios_user_tacacsplus – Configure TACACS+ server entries in Fortinet’s FortiOS and FortiGate.

	fortios_voip_profile – Configure VoIP profiles in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_certificate_ca – CA certificate in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_certificate_crl – Certificate Revocation List as a PEM file in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_certificate_local – Local keys and certificates in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_certificate_ocsp_server – OCSP server configuration in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_certificate_remote – Remote certificate as a PEM file in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_certificate_setting – VPN certificate setting in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ike_gateway – List gateways in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ipsec_concentrator – Concentrator configuration in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ipsec_forticlient – Configure FortiClient policy realm in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ipsec_manualkey – Configure IPsec manual keys in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ipsec_manualkey_interface – Configure IPsec manual keys in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ipsec_phase1 – Configure VPN remote gateway in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ipsec_phase1_interface – Configure VPN remote gateway in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ipsec_phase2 – Configure VPN autokey tunnel in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ipsec_phase2_interface – Configure VPN autokey tunnel in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_l2tp – Configure L2TP in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ocvpn – Configure Overlay Controller VPN settings in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_pptp – Configure PPTP in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ssl_settings – Configure SSL VPN in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ssl_web_host_check_software – SSL-VPN host check software in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ssl_web_portal – Portal in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ssl_web_realm – Realm in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ssl_web_user_bookmark – Configure SSL VPN user bookmark in Fortinet’s FortiOS and FortiGate.

	fortios_vpn_ssl_web_user_group_bookmark – Configure SSL VPN user group bookmark in Fortinet’s FortiOS and FortiGate.

	fortios_waf_main_class – Hidden table for datasource in Fortinet’s FortiOS and FortiGate.

	fortios_waf_profile – Web application firewall configuration in Fortinet’s FortiOS and FortiGate.

	fortios_waf_signature – Hidden table for datasource in Fortinet’s FortiOS and FortiGate.

	fortios_waf_sub_class – Hidden table for datasource in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_auth_group – Configure WAN optimization authentication groups in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_cache_service – Designate cache-service for wan-optimization and webcache in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_content_delivery_network_rule – Configure WAN optimization content delivery network rules in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_peer – Configure WAN optimization peers in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_profile – Configure WAN optimization profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_remote_storage – Configure a remote cache device as Web cache storage in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_settings – Configure WAN optimization settings in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_webcache – Configure global Web cache settings in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_debug_url – Configure debug URL addresses in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_explicit – Configure explicit Web proxy settings in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_forward_server – Configure forward-server addresses in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_forward_server_group – Configure a forward server group consisting or multiple forward servers. Supports failover and load balancing in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_global – Configure Web proxy global settings in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_profile – Configure web proxy profiles in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_url_match – Exempt URLs from web proxy forwarding and caching in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_wisp – Configure Wireless Internet service provider (WISP) servers in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_content – Configure Web filter banned word table in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_content_header – Configure content types used by Web filter in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_fortiguard – Configure FortiGuard Web Filter service in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ftgd_local_cat – Configure FortiGuard Web Filter local categories in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ftgd_local_rating – Configure local FortiGuard Web Filter local ratings in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ips_urlfilter_cache_setting – Configure IPS URL filter cache settings in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ips_urlfilter_setting – Configure IPS URL filter settings in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ips_urlfilter_setting6 – Configure IPS URL filter settings for IPv6 in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_override – Configure FortiGuard Web Filter administrative overrides in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_profile – Configure Web filter profiles in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_search_engine – Configure web filter search engines in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_status – Display rating info in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_urlfilter – Configure URL filter lists in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_access_control_list – Configure WiFi bridge access control list in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_address – Configure the client with its MAC address in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_addrgrp – Configure the MAC address group in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_ap_status – Configure access point status (rogue | accepted | suppressed) in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_apcfg_profile – Configure AP local configuration profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_ble_profile – Configure Bluetooth Low Energy profile in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_bonjour_profile – Configure Bonjour profiles. Bonjour is Apple’s zero configuration networking protocol. Bonjour profiles allow APs and FortiAPs to connnect to networks using Bonjour in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_client_info – Wireless controller client-info in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_global – Configure wireless controller global settings in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_3gpp_cellular – Configure 3GPP public land mobile network (PLMN) in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_ip_address_type – Configure IP address type availability in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_nai_realm – Configure network access identifier (NAI) realm in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_network_auth_type – Configure network authentication type in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_roaming_consortium – Configure roaming consortium in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_venue_name – Configure venue name duple in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_conn_capability – Configure connection capability in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_operator_name – Configure operator friendly name in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_osu_provider – Configure online sign up (OSU) provider list in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_wan_metric – Configure WAN metrics in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_hs_profile – Configure hotspot profile in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_icon – Configure OSU provider icon in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_qos_map – Configure QoS map set in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_inter_controller – Configure inter wireless controller operation in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_log – Configure wireless controller event log filters in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_qos_profile – Configure WiFi quality of service (QoS) profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_region – Configure FortiAP regions (for floor plans and maps) in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_rf_analysis – Wireless controller rf-analysis in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_setting – VDOM wireless controller configuration in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_snmp – Configure SNMP in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_spectral_info – Wireless controller spectrum analysis in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_status – Wireless controller status in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_timers – Configure CAPWAP timers in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_utm_profile – Configure UTM (Unified Threat Management) profile in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_vap – Configure Virtual Access Points (VAPs) in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_vap_group – Configure virtual Access Point (VAP) groups in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_vap_status – Wireless controller VAP-status in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wag_profile – Configure wireless access gateway (WAG) profiles used for tunnels on AP in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wids_profile – Configure wireless intrusion detection system (WIDS) profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wtp – Configure Wireless Termination Points (WTPs), that is, FortiAPs or APs to be managed by FortiGate in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wtp_group – Configure WTP groups in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wtp_profile – Configure WTP profiles or FortiAP profiles that define radio settings for manageable FortiAP platforms in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wtp_status – Wireless controller WTP-status in Fortinet’s FortiOS and FortiGate.









          

      

      

    

  

    
      
          
            
  
fortios_alertemail_setting – Configure alert email settings in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify alertemail feature and setting category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 alertemail_setting - Configure alert email settings. type: dict

    
    	 admin_login_logs - Enable/disable administrator login/logout logs in alert email. type: str choices: enable, disable

    	 alert_interval - Alert alert interval in minutes. type: int

    	 amc_interface_bypass_mode - Enable/disable Fortinet Advanced Mezzanine Card (AMC) interface bypass mode logs in alert email. type: str choices: enable, disable

    	 antivirus_logs - Enable/disable antivirus logs in alert email. type: str choices: enable, disable

    	 configuration_changes_logs - Enable/disable configuration change logs in alert email. type: str choices: enable, disable

    	 critical_interval - Critical alert interval in minutes. type: int

    	 debug_interval - Debug alert interval in minutes. type: int

    	 email_interval - Interval between sending alert emails (1 - 99999 min). type: int

    	 emergency_interval - Emergency alert interval in minutes. type: int

    	 error_interval - Error alert interval in minutes. type: int

    	 FDS_license_expiring_days - Number of days to send alert email prior to FortiGuard license expiration (1 - 100 days). type: int

    	 FDS_license_expiring_warning - Enable/disable FortiGuard license expiration warnings in alert email. type: str choices: enable, disable

    	 FDS_update_logs - Enable/disable FortiGuard update logs in alert email. type: str choices: enable, disable

    	 filter_mode - How to filter log messages that are sent to alert emails. type: str choices: category, threshold

    	 FIPS_CC_errors - Enable/disable FIPS and Common Criteria error logs in alert email. type: str choices: enable, disable

    	 firewall_authentication_failure_logs - Enable/disable firewall authentication failure logs in alert email. type: str choices: enable, disable

    	 fortiguard_log_quota_warning - Enable/disable FortiCloud log quota warnings in alert email. type: str choices: enable, disable

    	 FSSO_disconnect_logs - Enable/disable logging of FSSO collector agent disconnect. type: str choices: enable, disable

    	 HA_logs - Enable/disable HA logs in alert email. type: str choices: enable, disable

    	 information_interval - Information alert interval in minutes. type: int

    	 IPS_logs - Enable/disable IPS logs in alert email. type: str choices: enable, disable

    	 IPsec_errors_logs - Enable/disable IPsec error logs in alert email. type: str choices: enable, disable

    	 local_disk_usage - Disk usage percentage at which to send alert email (1 - 99 percent). type: int

    	 log_disk_usage_warning - Enable/disable disk usage warnings in alert email. type: str choices: enable, disable

    	 mailto1 - Email address to send alert email to (usually a system administrator) (max. 64 characters). type: str

    	 mailto2 - Optional second email address to send alert email to (max. 64 characters). type: str

    	 mailto3 - Optional third email address to send alert email to (max. 64 characters). type: str

    	 notification_interval - Notification alert interval in minutes. type: int

    	 PPP_errors_logs - Enable/disable PPP error logs in alert email. type: str choices: enable, disable

    	 severity - Lowest severity level to log. type: str choices: emergency, alert, critical, error, warning, notification, information, debug

    	 ssh_logs - Enable/disable SSH logs in alert email. type: str choices: enable, disable

    	 sslvpn_authentication_errors_logs - Enable/disable SSL-VPN authentication error logs in alert email. type: str choices: enable, disable

    	 username - Name that appears in the From: field of alert emails (max. 36 characters). type: str

    	 violation_traffic_logs - Enable/disable violation traffic logs in alert email. type: str choices: enable, disable

    	 warning_interval - Warning alert interval in minutes. type: int

    	 webfilter_logs - Enable/disable web filter logs in alert email. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure alert email settings.
    fortios_alertemail_setting:
      vdom:  "{{ vdom }}"
      alertemail_setting:
        admin_login_logs: "enable"
        alert_interval: "4"
        amc_interface_bypass_mode: "enable"
        antivirus_logs: "enable"
        configuration_changes_logs: "enable"
        critical_interval: "8"
        debug_interval: "9"
        email_interval: "10"
        emergency_interval: "11"
        error_interval: "12"
        FDS_license_expiring_days: "13"
        FDS_license_expiring_warning: "enable"
        FDS_update_logs: "enable"
        filter_mode: "category"
        FIPS_CC_errors: "enable"
        firewall_authentication_failure_logs: "enable"
        fortiguard_log_quota_warning: "enable"
        FSSO_disconnect_logs: "enable"
        HA_logs: "enable"
        information_interval: "22"
        IPS_logs: "enable"
        IPsec_errors_logs: "enable"
        local_disk_usage: "25"
        log_disk_usage_warning: "enable"
        mailto1: "<your_own_value>"
        mailto2: "<your_own_value>"
        mailto3: "<your_own_value>"
        notification_interval: "30"
        PPP_errors_logs: "enable"
        severity: "emergency"
        ssh_logs: "enable"
        sslvpn_authentication_errors_logs: "enable"
        username: "<your_own_value>"
        violation_traffic_logs: "enable"
        warning_interval: "37"
        webfilter_logs: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_antivirus_heuristic – Configure global heuristic options in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and heuristic category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 antivirus_heuristic - Configure global heuristic options. type: dict

    
    	 mode - Enable/disable heuristics and determine how the system behaves if heuristics detects a problem. type: str choices: pass, block, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure global heuristic options.
    fortios_antivirus_heuristic:
      vdom:  "{{ vdom }}"
      antivirus_heuristic:
        mode: "pass"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_antivirus_profile – Configure AntiVirus profiles in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and profile category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 antivirus_profile - Configure AntiVirus profiles. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 analytics_bl_filetype - Only submit files matching this DLP file-pattern to FortiSandbox. Source dlp.filepattern.id. type: int

    	 analytics_db - Enable/disable using the FortiSandbox signature database to supplement the AV signature databases. type: str choices: disable, enable

    	 analytics_max_upload - Maximum size of files that can be uploaded to FortiSandbox (1 - 395 MBytes). type: int

    	 analytics_wl_filetype - Do not submit files matching this DLP file-pattern to FortiSandbox. Source dlp.filepattern.id. type: int

    	 av_block_log - Enable/disable logging for AntiVirus file blocking. type: str choices: enable, disable

    	 av_virus_log - Enable/disable AntiVirus logging. type: str choices: enable, disable

    	 cifs - Configure CIFS AntiVirus options. type: dict

        
        	 archive_block - Select the archive types to block. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 archive_log - Select the archive types to log. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 emulator - Enable/disable the virus emulator. type: str choices: enable, disable

        	 options - Enable/disable CIFS AntiVirus scanning, monitoring, and quarantine. type: str choices: scan, avmonitor, quarantine

        	 outbreak_prevention - Enable Virus Outbreak Prevention service. type: str choices: disabled, files, full-archive

        

    	 comment - Comment. type: str

    	 content_disarm - AV Content Disarm and Reconstruction settings. type: dict

        
        	 cover_page - Enable/disable inserting a cover page into the disarmed document. type: str choices: disable, enable

        	 detect_only - Enable/disable only detect disarmable files, do not alter content. type: str choices: disable, enable

        	 office_action - Enable/disable stripping of PowerPoint action events in Microsoft Office documents. type: str choices: disable, enable

        	 office_dde - Enable/disable stripping of Dynamic Data Exchange events in Microsoft Office documents. type: str choices: disable, enable

        	 office_embed - Enable/disable stripping of embedded objects in Microsoft Office documents. type: str choices: disable, enable

        	 office_hylink - Enable/disable stripping of hyperlinks in Microsoft Office documents. type: str choices: disable, enable

        	 office_linked - Enable/disable stripping of linked objects in Microsoft Office documents. type: str choices: disable, enable

        	 office_macro - Enable/disable stripping of macros in Microsoft Office documents. type: str choices: disable, enable

        	 original_file_destination - Destination to send original file if active content is removed. type: str choices: fortisandbox, quarantine, discard

        	 pdf_act_form - Enable/disable stripping of PDF document actions that submit data to other targets. type: str choices: disable, enable

        	 pdf_act_gotor - Enable/disable stripping of PDF document actions that access other PDF documents. type: str choices: disable, enable

        	 pdf_act_java - Enable/disable stripping of PDF document actions that execute JavaScript code. type: str choices: disable, enable

        	 pdf_act_launch - Enable/disable stripping of PDF document actions that launch other applications. type: str choices: disable, enable

        	 pdf_act_movie - Enable/disable stripping of PDF document actions that play a movie. type: str choices: disable, enable

        	 pdf_act_sound - Enable/disable stripping of PDF document actions that play a sound. type: str choices: disable, enable

        	 pdf_embedfile - Enable/disable stripping of embedded files in PDF documents. type: str choices: disable, enable

        	 pdf_hyperlink - Enable/disable stripping of hyperlinks from PDF documents. type: str choices: disable, enable

        	 pdf_javacode - Enable/disable stripping of JavaScript code in PDF documents. type: str choices: disable, enable

        

    	 extended_log - Enable/disable extended logging for antivirus. type: str choices: enable, disable

    	 feature_set - Flow/proxy feature set. type: str choices: flow, proxy

    	 ftgd_analytics - Settings to control which files are uploaded to FortiSandbox. type: str choices: disable, suspicious, everything

    	 ftp - Configure FTP AntiVirus options. type: dict

        
        	 archive_block - Select the archive types to block. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 archive_log - Select the archive types to log. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 emulator - Enable/disable the virus emulator. type: str choices: enable, disable

        	 options - Enable/disable FTP AntiVirus scanning, monitoring, and quarantine. type: str choices: scan, avmonitor, quarantine

        	 outbreak_prevention - Enable Virus Outbreak Prevention service. type: str choices: disabled, files, full-archive

        

    	 http - Configure HTTP AntiVirus options. type: dict

        
        	 archive_block - Select the archive types to block. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 archive_log - Select the archive types to log. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 content_disarm - Enable Content Disarm and Reconstruction for this protocol. type: str choices: disable, enable

        	 emulator - Enable/disable the virus emulator. type: str choices: enable, disable

        	 options - Enable/disable HTTP AntiVirus scanning, monitoring, and quarantine. type: str choices: scan, avmonitor, quarantine

        	 outbreak_prevention - Enable Virus Outbreak Prevention service. type: str choices: disabled, files, full-archive

        

    	 imap - Configure IMAP AntiVirus options. type: dict

        
        	 archive_block - Select the archive types to block. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 archive_log - Select the archive types to log. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 content_disarm - Enable Content Disarm and Reconstruction for this protocol. type: str choices: disable, enable

        	 emulator - Enable/disable the virus emulator. type: str choices: enable, disable

        	 executables - Treat Windows executable files as viruses for the purpose of blocking or monitoring. type: str choices: default, virus

        	 options - Enable/disable IMAP AntiVirus scanning, monitoring, and quarantine. type: str choices: scan, avmonitor, quarantine

        	 outbreak_prevention - Enable Virus Outbreak Prevention service. type: str choices: disabled, files, full-archive

        

    	 mapi - Configure MAPI AntiVirus options. type: dict

        
        	 archive_block - Select the archive types to block. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 archive_log - Select the archive types to log. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 emulator - Enable/disable the virus emulator. type: str choices: enable, disable

        	 executables - Treat Windows executable files as viruses for the purpose of blocking or monitoring. type: str choices: default, virus

        	 options - Enable/disable MAPI AntiVirus scanning, monitoring, and quarantine. type: str choices: scan, avmonitor, quarantine

        	 outbreak_prevention - Enable Virus Outbreak Prevention service. type: str choices: disabled, files, full-archive

        

    	 mobile_malware_db - Enable/disable using the mobile malware signature database. type: str choices: disable, enable

    	 nac_quar - Configure AntiVirus quarantine settings. type: dict

        
        	 expiry - Duration of quarantine. type: str

        	 infected - Enable/Disable quarantining infected hosts to the banned user list. type: str choices: none, quar-src-ip

        	 log - Enable/disable AntiVirus quarantine logging. type: str choices: enable, disable

        

    	 name - Profile name. type: str required: True

    	 nntp - Configure NNTP AntiVirus options. type: dict

        
        	 archive_block - Select the archive types to block. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 archive_log - Select the archive types to log. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 emulator - Enable/disable the virus emulator. type: str choices: enable, disable

        	 options - Enable/disable NNTP AntiVirus scanning, monitoring, and quarantine. type: str choices: scan, avmonitor, quarantine

        	 outbreak_prevention - Enable Virus Outbreak Prevention service. type: str choices: disabled, files, full-archive

        

    	 outbreak_prevention - Configure Virus Outbreak Prevention settings. type: dict

        
        	 external_blocklist - Enable/disable external malware blocklist. type: str choices: disable, enable

        	 ftgd_service - Enable/disable FortiGuard Virus outbreak prevention service. type: str choices: disable, enable

        

    	 pop3 - Configure POP3 AntiVirus options. type: dict

        
        	 archive_block - Select the archive types to block. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 archive_log - Select the archive types to log. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 content_disarm - Enable Content Disarm and Reconstruction for this protocol. type: str choices: disable, enable

        	 emulator - Enable/disable the virus emulator. type: str choices: enable, disable

        	 executables - Treat Windows executable files as viruses for the purpose of blocking or monitoring. type: str choices: default, virus

        	 options - Enable/disable POP3 AntiVirus scanning, monitoring, and quarantine. type: str choices: scan, avmonitor, quarantine

        	 outbreak_prevention - Enable Virus Outbreak Prevention service. type: str choices: disabled, files, full-archive

        

    	 replacemsg_group - Replacement message group customized for this profile. Source system.replacemsg-group.name. type: str

    	 scan_mode - Choose between default scan mode and legacy scan mode. type: str choices: default, legacy

    	 smtp - Configure SMTP AntiVirus options. type: dict

        
        	 archive_block - Select the archive types to block. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 archive_log - Select the archive types to log. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 content_disarm - Enable Content Disarm and Reconstruction for this protocol. type: str choices: disable, enable

        	 emulator - Enable/disable the virus emulator. type: str choices: enable, disable

        	 executables - Treat Windows executable files as viruses for the purpose of blocking or monitoring. type: str choices: default, virus

        	 options - Enable/disable SMTP AntiVirus scanning, monitoring, and quarantine. type: str choices: scan, avmonitor, quarantine

        	 outbreak_prevention - Enable Virus Outbreak Prevention service. type: str choices: disabled, files, full-archive

        

    	 ssh - Configure SFTP and SCP AntiVirus options. type: dict

        
        	 archive_block - Select the archive types to block. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 archive_log - Select the archive types to log. type: str choices: encrypted, corrupted, partiallycorrupted, multipart, nested, mailbomb, fileslimit, timeout, unhandled

        	 emulator - Enable/disable the virus emulator. type: str choices: enable, disable

        	 options - Enable/disable SFTP and SCP AntiVirus scanning, monitoring, and quarantine. type: str choices: scan, avmonitor, quarantine

        	 outbreak_prevention - Enable Virus Outbreak Prevention service. type: str choices: disabled, files, full-archive

        

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure AntiVirus profiles.
    fortios_antivirus_profile:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      antivirus_profile:
        analytics_bl_filetype: "3 (source dlp.filepattern.id)"
        analytics_db: "disable"
        analytics_max_upload: "5"
        analytics_wl_filetype: "6 (source dlp.filepattern.id)"
        av_block_log: "enable"
        av_virus_log: "enable"
        cifs:
            archive_block: "encrypted"
            archive_log: "encrypted"
            emulator: "enable"
            options: "scan"
            outbreak_prevention: "disabled"
        comment: "Comment."
        content_disarm:
            cover_page: "disable"
            detect_only: "disable"
            office_action: "disable"
            office_dde: "disable"
            office_embed: "disable"
            office_hylink: "disable"
            office_linked: "disable"
            office_macro: "disable"
            original_file_destination: "fortisandbox"
            pdf_act_form: "disable"
            pdf_act_gotor: "disable"
            pdf_act_java: "disable"
            pdf_act_launch: "disable"
            pdf_act_movie: "disable"
            pdf_act_sound: "disable"
            pdf_embedfile: "disable"
            pdf_hyperlink: "disable"
            pdf_javacode: "disable"
        extended_log: "enable"
        feature_set: "flow"
        ftgd_analytics: "disable"
        ftp:
            archive_block: "encrypted"
            archive_log: "encrypted"
            emulator: "enable"
            options: "scan"
            outbreak_prevention: "disabled"
        http:
            archive_block: "encrypted"
            archive_log: "encrypted"
            content_disarm: "disable"
            emulator: "enable"
            options: "scan"
            outbreak_prevention: "disabled"
        imap:
            archive_block: "encrypted"
            archive_log: "encrypted"
            content_disarm: "disable"
            emulator: "enable"
            executables: "default"
            options: "scan"
            outbreak_prevention: "disabled"
        mapi:
            archive_block: "encrypted"
            archive_log: "encrypted"
            emulator: "enable"
            executables: "default"
            options: "scan"
            outbreak_prevention: "disabled"
        mobile_malware_db: "disable"
        nac_quar:
            expiry: "<your_own_value>"
            infected: "none"
            log: "enable"
        name: "default_name_71"
        nntp:
            archive_block: "encrypted"
            archive_log: "encrypted"
            emulator: "enable"
            options: "scan"
            outbreak_prevention: "disabled"
        outbreak_prevention:
            external_blocklist: "disable"
            ftgd_service: "disable"
        pop3:
            archive_block: "encrypted"
            archive_log: "encrypted"
            content_disarm: "disable"
            emulator: "enable"
            executables: "default"
            options: "scan"
            outbreak_prevention: "disabled"
        replacemsg_group: "<your_own_value> (source system.replacemsg-group.name)"
        scan_mode: "default"
        smtp:
            archive_block: "encrypted"
            archive_log: "encrypted"
            content_disarm: "disable"
            emulator: "enable"
            executables: "default"
            options: "scan"
            outbreak_prevention: "disabled"
        ssh:
            archive_block: "encrypted"
            archive_log: "encrypted"
            emulator: "enable"
            options: "scan"
            outbreak_prevention: "disabled"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_antivirus_quarantine – Configure quarantine options in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and quarantine category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 antivirus_quarantine - Configure quarantine options. type: dict

    
    	 agelimit - Age limit for quarantined files (0 - 479 hours, 0 means forever). type: int

    	 destination - Choose whether to quarantine files to the FortiGate disk or to FortiAnalyzer or to delete them instead of quarantining them. type: str choices: None, disk, FortiAnalyzer

    	 drop_blocked - Do not quarantine dropped files found in sessions using the selected protocols. Dropped files are deleted instead of being quarantined. type: str choices: imap, smtp, pop3, http, ftp, nntp, imaps, smtps, pop3s, ftps, mapi, cifs, ssh

    	 drop_heuristic - Do not quarantine files detected by heuristics found in sessions using the selected protocols. Dropped files are deleted instead of being quarantined. type: str choices: imap, smtp, pop3, http, ftp, nntp, imaps, smtps, pop3s, https, ftps, mapi, cifs, ssh

    	 drop_infected - Do not quarantine infected files found in sessions using the selected protocols. Dropped files are deleted instead of being quarantined. type: str choices: imap, smtp, pop3, http, ftp, nntp, imaps, smtps, pop3s, https, ftps, mapi, cifs, ssh

    	 lowspace - Select the method for handling additional files when running low on disk space. type: str choices: drop-new, ovrw-old

    	 maxfilesize - Maximum file size to quarantine (0 - 500 Mbytes, 0 means unlimited). type: int

    	 quarantine_quota - The amount of disk space to reserve for quarantining files (0 - 4294967295 Mbytes, depends on disk space). type: int

    	 store_blocked - Quarantine blocked files found in sessions using the selected protocols. type: str choices: imap, smtp, pop3, http, ftp, nntp, imaps, smtps, pop3s, ftps, mapi, cifs, ssh

    	 store_heuristic - Quarantine files detected by heuristics found in sessions using the selected protocols. type: str choices: imap, smtp, pop3, http, ftp, nntp, imaps, smtps, pop3s, https, ftps, mapi, cifs, ssh

    	 store_infected - Quarantine infected files found in sessions using the selected protocols. type: str choices: imap, smtp, pop3, http, ftp, nntp, imaps, smtps, pop3s, https, ftps, mapi, cifs, ssh

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure quarantine options.
    fortios_antivirus_quarantine:
      vdom:  "{{ vdom }}"
      antivirus_quarantine:
        agelimit: "3"
        destination: "NULL"
        drop_blocked: "imap"
        drop_heuristic: "imap"
        drop_infected: "imap"
        lowspace: "drop-new"
        maxfilesize: "9"
        quarantine_quota: "10"
        store_blocked: "imap"
        store_heuristic: "imap"
        store_infected: "imap"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_antivirus_settings – Configure AntiVirus settings in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and settings category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 antivirus_settings - Configure AntiVirus settings. type: dict

    
    	 grayware - Enable/disable grayware detection when an AntiVirus profile is applied to traffic. type: str choices: enable, disable

    	 override_timeout - Override the large file scan timeout value in seconds (30 - 3600). Zero is the default value and is used to disable this command. When disabled, the daemon adjusts the large file scan timeout based on the file size. type: int

    	 use_extreme_db - Enable/disable the use of Extreme AVDB. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure AntiVirus settings.
    fortios_antivirus_settings:
      vdom:  "{{ vdom }}"
      antivirus_settings:
        grayware: "enable"
        override_timeout: "4"
        use_extreme_db: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_application_custom – Configure custom application signatures in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify application feature and custom category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 application_custom - Configure custom application signatures. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 behavior - Custom application signature behavior. type: str

    	 category - Custom application category ID (use ? to view available options). type: int

    	 comment - Comment. type: str

    	 id - Custom application category ID (use ? to view available options). type: int

    	 protocol - Custom application signature protocol. type: str

    	 signature - The text that makes up the actual custom application signature. type: str

    	 tag - Signature tag. type: str required: True

    	 technology - Custom application signature technology. type: str

    	 vendor - Custom application signature vendor. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure custom application signatures.
    fortios_application_custom:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      application_custom:
        behavior: "<your_own_value>"
        category: "4"
        comment: "Comment."
        id:  "6"
        protocol: "<your_own_value>"
        signature: "<your_own_value>"
        tag: "<your_own_value>"
        technology: "<your_own_value>"
        vendor: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_application_group – Configure firewall application groups in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify application feature and group category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 application_group - Configure firewall application groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 application - Application ID list. type: list

        
        	 id - Application IDs. type: int required: True

        

    	 category - Application category ID list. type: list

        
        	 id - Category IDs. type: int required: True

        

    	 comment - Comment type: str

    	 name - Application group name. type: str required: True

    	 type - Application group type. type: str choices: application, category

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure firewall application groups.
    fortios_application_group:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      application_group:
        application:
         -
            id:  "4"
        category:
         -
            id:  "6"
        comment: "Comment"
        name: "default_name_8"
        type: "application"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_application_list – Configure application control lists in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify application feature and list category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 application_list - Configure application control lists. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 app_replacemsg - Enable/disable replacement messages for blocked applications. type: str choices: disable, enable

    	 comment - comments type: str

    	 control_default_network_services - Enable/disable enforcement of protocols over selected ports. type: str choices: disable, enable

    	 deep_app_inspection - Enable/disable deep application inspection. type: str choices: disable, enable

    	 default_network_services - Default network service entries. type: list

        
        	 id - Entry ID. type: int required: True

        	 port - Port number. type: int

        	 services - Network protocols. type: str choices: http, ssh, telnet, ftp, dns, smtp, pop3, imap, snmp, nntp, https

        	 violation_action - Action for protocols not white listed under selected port. type: str choices: pass, monitor, block

        

    	 enforce_default_app_port - Enable/disable default application port enforcement for allowed applications. type: str choices: disable, enable

    	 entries - Application list entries. type: list

        
        	 action - Pass or block traffic, or reset connection for traffic from this application. type: str choices: pass, block, reset

        	 application - ID of allowed applications. type: list

            
            	 id - Application IDs. type: int required: True

            

        	 behavior - Application behavior filter. type: str

        	 category - Category ID list. type: list

            
            	 id - Application category ID. type: int required: True

            

        	 id - Entry ID. type: int required: True

        	 log - Enable/disable logging for this application list. type: str choices: disable, enable

        	 log_packet - Enable/disable packet logging. type: str choices: disable, enable

        	 parameters - Application parameters. type: list

            
            	 id - Parameter tuple ID. type: int required: True

            	 members - Parameter tuple members. type: list

                
                	 id - Parameter. type: int required: True

                	 name - Parameter name. type: str

                	 value - Parameter value. type: str

                

            

        	 per_ip_shaper - Per-IP traffic shaper. Source firewall.shaper.per-ip-shaper.name. type: str

        	 popularity - Application popularity filter (1 - 5, from least to most popular). type: str choices: 1, 2, 3, 4, 5

        	 protocols - Application protocol filter. type: str

        	 quarantine - Quarantine method. type: str choices: none, attacker

        	 quarantine_expiry - Duration of quarantine. (Format type: str

        	 quarantine_log - Enable/disable quarantine logging. type: str choices: disable, enable

        	 rate_count - Count of the rate. type: int

        	 rate_duration - Duration (sec) of the rate. type: int

        	 rate_mode - Rate limit mode. type: str choices: periodical, continuous

        	 rate_track - Track the packet protocol field. type: str choices: none, src-ip, dest-ip, dhcp-client-mac, dns-domain

        	 risk - Risk, or impact, of allowing traffic from this application to occur (1 - 5; Low, Elevated, Medium, High, and Critical). type: list

            
            	 level - Risk, or impact, of allowing traffic from this application to occur (1 - 5; Low, Elevated, Medium, High, and Critical). type: int required: True

            

        	 session_ttl - Session TTL (0 = default). type: int

        	 shaper - Traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

        	 shaper_reverse - Reverse traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

        	 sub_category - Application Sub-category ID list. type: list

            
            	 id - Application sub-category ID. type: int required: True

            

        	 technology - Application technology filter. type: str

        	 vendor - Application vendor filter. type: str

        

    	 extended_log - Enable/disable extended logging. type: str choices: enable, disable

    	 force_inclusion_ssl_di_sigs - Enable/disable forced inclusion of SSL deep inspection signatures. type: str choices: disable, enable

    	 name - List name. type: str required: True

    	 options - Basic application protocol signatures allowed by default. type: str choices: allow-dns, allow-icmp, allow-http, allow-ssl, allow-quic

    	 other_application_action - Action for other applications. type: str choices: pass, block

    	 other_application_log - Enable/disable logging for other applications. type: str choices: disable, enable

    	 p2p_black_list - P2P applications to be black listed. type: str choices: skype, edonkey, bittorrent

    	 replacemsg_group - Replacement message group. Source system.replacemsg-group.name. type: str

    	 unknown_application_action - Pass or block traffic from unknown applications. type: str choices: pass, block

    	 unknown_application_log - Enable/disable logging for unknown applications. type: str choices: disable, enable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure application control lists.
    fortios_application_list:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      application_list:
        app_replacemsg: "disable"
        comment: "comments"
        control_default_network_services: "disable"
        deep_app_inspection: "disable"
        default_network_services:
         -
            id:  "8"
            port: "9"
            services: "http"
            violation_action: "pass"
        enforce_default_app_port: "disable"
        entries:
         -
            action: "pass"
            application:
             -
                id:  "16"
            behavior: "<your_own_value>"
            category:
             -
                id:  "19"
            id:  "20"
            log: "disable"
            log_packet: "disable"
            parameters:
             -
                id:  "24"
                members:
                 -
                    id:  "26"
                    name: "default_name_27"
                    value: "<your_own_value>"
            per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
            popularity: "1"
            protocols: "<your_own_value>"
            quarantine: "none"
            quarantine_expiry: "<your_own_value>"
            quarantine_log: "disable"
            rate_count: "35"
            rate_duration: "36"
            rate_mode: "periodical"
            rate_track: "none"
            risk:
             -
                level: "40"
            session_ttl: "41"
            shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
            shaper_reverse: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
            sub_category:
             -
                id:  "45"
            technology: "<your_own_value>"
            vendor: "<your_own_value>"
        extended_log: "enable"
        force_inclusion_ssl_di_sigs: "disable"
        name: "default_name_50"
        options: "allow-dns"
        other_application_action: "pass"
        other_application_log: "disable"
        p2p_black_list: "skype"
        replacemsg_group: "<your_own_value> (source system.replacemsg-group.name)"
        unknown_application_action: "pass"
        unknown_application_log: "disable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_application_name – Configure application signatures in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify application feature and name category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 application_name - Configure application signatures. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 behavior - Application behavior. type: str

    	 category - Application category ID. type: int

    	 id - Application ID. type: int

    	 metadata - Meta data. type: list

        
        	 id - ID. type: int required: True

        	 metaid - Meta ID. type: int

        	 valueid - Value ID. type: int

        

    	 name - Application name. type: str required: True

    	 parameters - Application parameters. type: list

        
        	 default value - Parameter default value. type: str

        	 name - Parameter name. type: str required: True

        

    	 popularity - Application popularity. type: int

    	 protocol - Application protocol. type: str

    	 risk - Application risk. type: int

    	 sub_category - Application sub-category ID. type: int

    	 technology - Application technology. type: str

    	 vendor - Application vendor. type: str

    	 weight - Application weight. type: int

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure application signatures.
    fortios_application_name:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      application_name:
        behavior: "<your_own_value>"
        category: "4"
        id:  "5"
        metadata:
         -
            id:  "7"
            metaid: "8"
            valueid: "9"
        name: "default_name_10"
        parameters:
         -
            default value: "<your_own_value>"
            name: "default_name_13"
        popularity: "14"
        protocol: "<your_own_value>"
        risk: "16"
        sub_category: "17"
        technology: "<your_own_value>"
        vendor: "<your_own_value>"
        weight: "20"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_application_rule_settings – Configure application rule settings in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify application feature and rule_settings category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 application_rule_settings - Configure application rule settings. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 id - Rule ID. type: int required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure application rule settings.
    fortios_application_rule_settings:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      application_rule_settings:
        id:  "3"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_authentication_rule – Configure Authentication Rules in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify authentication feature and rule category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 authentication_rule - Configure Authentication Rules. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 active_auth_method - Select an active authentication method. Source authentication.scheme.name. type: str

    	 comments - Comment. type: str

    	 ip_based - Enable/disable IP-based authentication. Once a user authenticates all traffic from the IP address the user authenticated from is allowed. type: str choices: enable, disable

    	 name - Authentication rule name. type: str required: True

    	 protocol - Select the protocol to use for authentication . Users connect to the FortiGate using this protocol and are asked to authenticate. type: str choices: http, ftp, socks, ssh

    	 srcaddr - Select an IPv4 source address from available options. Required for web proxy authentication. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name firewall.proxy-address.name firewall.proxy-addrgrp.name. type: str required: True

        

    	 srcaddr6 - Select an IPv6 source address. Required for web proxy authentication. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 sso_auth_method - Select a single-sign on (SSO) authentication method. Source authentication.scheme.name. type: str

    	 status - Enable/disable this authentication rule. type: str choices: enable, disable

    	 transaction_based - Enable/disable transaction based authentication . type: str choices: enable, disable

    	 web_auth_cookie - Enable/disable Web authentication cookies . type: str choices: enable, disable

    	 web_portal - Enable/disable web portal for proxy transparent policy . type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure Authentication Rules.
    fortios_authentication_rule:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      authentication_rule:
        active_auth_method: "<your_own_value> (source authentication.scheme.name)"
        comments: "<your_own_value>"
        ip_based: "enable"
        name: "default_name_6"
        protocol: "http"
        srcaddr:
         -
            name: "default_name_9 (source firewall.address.name firewall.addrgrp.name firewall.proxy-address.name firewall.proxy-addrgrp.name)"
        srcaddr6:
         -
            name: "default_name_11 (source firewall.address6.name firewall.addrgrp6.name)"
        sso_auth_method: "<your_own_value> (source authentication.scheme.name)"
        status: "enable"
        transaction_based: "enable"
        web_auth_cookie: "enable"
        web_portal: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_authentication_scheme – Configure Authentication Schemes in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify authentication feature and scheme category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 authentication_scheme - Configure Authentication Schemes. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 domain_controller - Domain controller setting. Source user.domain-controller.name. type: str

    	 fsso_agent_for_ntlm - FSSO agent to use for NTLM authentication. Source user.fsso.name. type: str

    	 fsso_guest - Enable/disable user fsso-guest authentication . type: str choices: enable, disable

    	 kerberos_keytab - Kerberos keytab setting. Source user.krb-keytab.name. type: str

    	 method - Authentication methods . type: str choices: ntlm, basic, digest, form, negotiate, fsso, rsso, ssh-publickey

    	 name - Authentication scheme name. type: str required: True

    	 negotiate_ntlm - Enable/disable negotiate authentication for NTLM . type: str choices: enable, disable

    	 require_tfa - Enable/disable two-factor authentication . type: str choices: enable, disable

    	 ssh_ca - SSH CA name. Source firewall.ssh.local-ca.name. type: str

    	 user_database - Authentication server to contain user information; "local" (default) or "123" (for LDAP). type: list

        
        	 name - Authentication server name. Source system.datasource.name user.radius.name user.tacacs+.name user.ldap.name user.group.name. type: str required: True

        

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure Authentication Schemes.
    fortios_authentication_scheme:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      authentication_scheme:
        domain_controller: "<your_own_value> (source user.domain-controller.name)"
        fsso_agent_for_ntlm: "<your_own_value> (source user.fsso.name)"
        fsso_guest: "enable"
        kerberos_keytab: "<your_own_value> (source user.krb-keytab.name)"
        method: "ntlm"
        name: "default_name_8"
        negotiate_ntlm: "enable"
        require_tfa: "enable"
        ssh_ca: "<your_own_value> (source firewall.ssh.local-ca.name)"
        user_database:
         -
            name: "default_name_13 (source system.datasource.name user.radius.name user.tacacs+.name user.ldap.name user.group.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_authentication_setting – Configure authentication setting in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify authentication feature and setting category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 authentication_setting - Configure authentication setting. type: dict

    
    	 active_auth_scheme - Active authentication method (scheme name). Source authentication.scheme.name. type: str

    	 auth_https - Enable/disable redirecting HTTP user authentication to HTTPS. type: str choices: enable, disable

    	 captive_portal - Captive portal host name. Source firewall.address.name. type: str

    	 captive_portal_ip - Captive portal IP address. type: str

    	 captive_portal_ip6 - Captive portal IPv6 address. type: str

    	 captive_portal_port - Captive portal port number (1 - 65535). type: int

    	 captive_portal_ssl_port - Captive portal SSL port number (1 - 65535). type: int

    	 captive_portal_type - Captive portal type. type: str choices: fqdn, ip

    	 captive_portal6 - IPv6 captive portal host name. Source firewall.address6.name. type: str

    	 sso_auth_scheme - Single-Sign-On authentication method (scheme name). Source authentication.scheme.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure authentication setting.
    fortios_authentication_setting:
      vdom:  "{{ vdom }}"
      authentication_setting:
        active_auth_scheme: "<your_own_value> (source authentication.scheme.name)"
        auth_https: "enable"
        captive_portal: "<your_own_value> (source firewall.address.name)"
        captive_portal_ip: "<your_own_value>"
        captive_portal_ip6: "<your_own_value>"
        captive_portal_port: "8"
        captive_portal_ssl_port: "9"
        captive_portal_type: "fqdn"
        captive_portal6: "<your_own_value> (source firewall.address6.name)"
        sso_auth_scheme: "<your_own_value> (source authentication.scheme.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_certificate_ca – CA certificate in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify certificate feature and ca category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 certificate_ca - CA certificate. type: dict

    
    	 auto_update_days - Number of days to wait before requesting an updated CA certificate (0 - 4294967295, 0 = disabled). type: int

    	 auto_update_days_warning - Number of days before an expiry-warning message is generated (0 - 4294967295, 0 = disabled). type: int

    	 ca - CA certificate as a PEM file. type: str

    	 name - Name. type: str required: True

    	 range - Either global or VDOM IP address range for the CA certificate. type: str choices: global, vdom

    	 scep_url - URL of the SCEP server. type: str

    	 source - CA certificate source type. type: str choices: factory, user, bundle

    	 source_ip - Source IP address for communications to the SCEP server. type: str

    	 ssl_inspection_trusted - Enable/disable this CA as a trusted CA for SSL inspection. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: CA certificate.
    fortios_certificate_ca:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      certificate_ca:
        auto_update_days: "3"
        auto_update_days_warning: "4"
        ca: "<your_own_value>"
        name: "default_name_6"
        range: "global"
        scep_url: "<your_own_value>"
        source: "factory"
        source_ip: "84.230.14.43"
        ssl_inspection_trusted: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_certificate_crl – Certificate Revocation List as a PEM file in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify certificate feature and crl category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 certificate_crl - Certificate Revocation List as a PEM file. type: dict

    
    	 crl - Certificate Revocation List as a PEM file. type: str

    	 http_url - HTTP server URL for CRL auto-update. type: str

    	 ldap_password - LDAP server user password. type: str

    	 ldap_server - LDAP server name for CRL auto-update. type: str

    	 ldap_username - LDAP server user name. type: str

    	 name - Name. type: str required: True

    	 range - Either global or VDOM IP address range for the certificate. type: str choices: global, vdom

    	 scep_cert - Local certificate for SCEP communication for CRL auto-update. Source certificate.local.name. type: str

    	 scep_url - SCEP server URL for CRL auto-update. type: str

    	 source - Certificate source type. type: str choices: factory, user, bundle

    	 source_ip - Source IP address for communications to a HTTP or SCEP CA server. type: str

    	 update_interval - Time in seconds before the FortiGate checks for an updated CRL. Set to 0 to update only when it expires. type: int

    	 update_vdom - VDOM for CRL update. Source system.vdom.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Certificate Revocation List as a PEM file.
    fortios_certificate_crl:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      certificate_crl:
        crl: "<your_own_value>"
        http_url: "<your_own_value>"
        ldap_password: "<your_own_value>"
        ldap_server: "<your_own_value>"
        ldap_username: "<your_own_value>"
        name: "default_name_8"
        range: "global"
        scep_cert: "<your_own_value> (source certificate.local.name)"
        scep_url: "<your_own_value>"
        source: "factory"
        source_ip: "84.230.14.43"
        update_interval: "14"
        update_vdom: "<your_own_value> (source system.vdom.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_certificate_local – Local keys and certificates in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify certificate feature and local category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 certificate_local - Local keys and certificates. type: dict

    
    	 auto_regenerate_days - Number of days to wait before expiry of an updated local certificate is requested (0 = disabled). type: int

    	 auto_regenerate_days_warning - Number of days to wait before an expiry warning message is generated (0 = disabled). type: int

    	 ca_identifier - CA identifier of the CA server for signing via SCEP. type: str

    	 certificate - PEM format certificate. type: str

    	 cmp_path - Path location inside CMP server. type: str

    	 cmp_regeneration_method - CMP auto-regeneration method. type: str choices: keyupate, renewal

    	 cmp_server - "ADDRESS:PORT" for CMP server. type: str

    	 cmp_server_cert - CMP server certificate. Source certificate.ca.name. type: str

    	 comments - Comment. type: str

    	 csr - Certificate Signing Request. type: str

    	 enroll_protocol - Certificate enrollment protocol. type: str choices: none, scep, cmpv2

    	 ike_localid - Local ID the FortiGate uses for authentication as a VPN client. type: str

    	 ike_localid_type - IKE local ID type. type: str choices: asn1dn, fqdn

    	 name - Name. type: str required: True

    	 name_encoding - Name encoding method for auto-regeneration. type: str choices: printable, utf8

    	 password - Password as a PEM file. type: str

    	 private_key - PEM format key, encrypted with a password. type: str

    	 range - Either a global or VDOM IP address range for the certificate. type: str choices: global, vdom

    	 scep_password - SCEP server challenge password for auto-regeneration. type: str

    	 scep_url - SCEP server URL. type: str

    	 source - Certificate source type. type: str choices: factory, user, bundle

    	 source_ip - Source IP address for communications to the SCEP server. type: str

    	 state - Certificate Signing Request State. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Local keys and certificates.
    fortios_certificate_local:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      certificate_local:
        auto_regenerate_days: "3"
        auto_regenerate_days_warning: "4"
        ca_identifier:  "myId_5"
        certificate: "<your_own_value>"
        cmp_path: "<your_own_value>"
        cmp_regeneration_method: "keyupate"
        cmp_server: "<your_own_value>"
        cmp_server_cert: "<your_own_value> (source certificate.ca.name)"
        comments: "<your_own_value>"
        csr: "<your_own_value>"
        enroll_protocol: "none"
        ike_localid: "<your_own_value>"
        ike_localid_type: "asn1dn"
        name: "default_name_16"
        name_encoding: "printable"
        password: "<your_own_value>"
        private_key: "<your_own_value>"
        range: "global"
        scep_password: "<your_own_value>"
        scep_url: "<your_own_value>"
        source: "factory"
        source_ip: "84.230.14.43"
        state: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_certificate_remote – Remote certificate as a PEM file in Fortinet’s FortiOS and FortiGate.


New in version 2.10.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify certificate feature and remote category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 certificate_remote - Remote certificate as a PEM file. type: dict

    
    	 name - Name. type: str required: True

    	 range - Either the global or VDOM IP address range for the remote certificate. type: str choices: global, vdom

    	 remote - Remote certificate. type: str

    	 source - Remote certificate source type. type: str choices: factory, user, bundle

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Remote certificate as a PEM file.
    fortios_certificate_remote:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      certificate_remote:
        name: "default_name_3"
        range: "global"
        remote: "<your_own_value>"
        source: "factory"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_cifs_domain_controller – Define known domain controller servers in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify cifs feature and domain_controller category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 cifs_domain_controller - Define known domain controller servers. type: dict

    
    	 domain_name - Fully qualified domain name (FQDN). E.g. "EXAMPLE.COM". type: str

    	 ip - IPv4 server address. type: str

    	 ip6 - IPv6 server address. type: str

    	 password - Password for specified username. type: str

    	 port - Port number of service. Port number 0 indicates automatic discovery. type: int

    	 server_name - Name of the server to connect to. type: str

    	 username - User name to sign in with. Must have proper permissions for service. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Define known domain controller servers.
    fortios_cifs_domain_controller:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      cifs_domain_controller:
        domain_name: "<your_own_value>"
        ip: "<your_own_value>"
        ip6: "<your_own_value>"
        password: "<your_own_value>"
        port: "7"
        server_name: "<your_own_value>"
        username: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_cifs_profile – Configure CIFS profile in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify cifs feature and profile category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 cifs_profile - Configure CIFS profile. type: dict

    
    	 domain_controller - Domain for which to decrypt CIFS traffic. Source credential-store.domain-controller.server-name. type: str

    	 file_filter - File filter. type: dict

        
        	 entries - File filter entries. type: list

            
            	 action - Action taken for matched file. type: str choices: log, block

            	 comment - Comment. type: str

            	 direction - Match files transmitted in the session"s originating or reply direction. type: str choices: incoming, outgoing, any

            	 file_type - Select file type. type: list

                
                	 name - File type name. Source antivirus.filetype.name. type: str required: True

                

            	 filter - Add a file filter. type: str required: True

            

        	 log - Enable/disable file filter logging. type: str choices: enable, disable

        	 status - Enable/disable file filter. type: str choices: enable, disable

        

    	 name - Profile name. type: str required: True

    	 server_credential_type - CIFS server credential type. type: str choices: none, credential-replication, credential-keytab

    	 server_keytab - Server keytab. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure CIFS profile.
    fortios_cifs_profile:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      cifs_profile:
        domain_controller: "<your_own_value> (source credential-store.domain-controller.server-name)"
        file_filter:
            entries:
             -
                action: "log"
                comment: "Comment."
                direction: "incoming"
                file_type:
                 -
                    name: "default_name_10 (source antivirus.filetype.name)"
                filter: "<your_own_value>"
            log: "enable"
            status: "enable"
        name: "default_name_14"
        server_credential_type: "none"
        server_keytab:
         -
            keytab: "<your_own_value>"
            principal: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_credential_store_domain_controller – Define known domain controller servers in Fortinet’s FortiOS and FortiGate.


New in version 2.10.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify credential_store feature and domain_controller category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 credential_store_domain_controller - Define known domain controller servers. type: dict

    
    	 domain_name - Fully qualified domain name (FQDN). type: str

    	 ip - IPv4 server address. type: str

    	 ip6 - IPv6 server address. type: str

    	 password - Password for specified username. type: str

    	 port - Port number of service. Port number 0 indicates automatic discovery. type: int

    	 server_name - Name of the server to connect to. type: str

    	 username - User name to sign in with. Must have proper permissions for service. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Define known domain controller servers.
    fortios_credential_store_domain_controller:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      credential_store_domain_controller:
        domain_name: "<your_own_value>"
        ip: "<your_own_value>"
        ip6: "<your_own_value>"
        password: "<your_own_value>"
        port: "7"
        server_name: "<your_own_value>"
        username: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_dlp_filepattern – Configure file patterns used by DLP blocking in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dlp feature and filepattern category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 dlp_filepattern - Configure file patterns used by DLP blocking. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comment - Optional comments. type: str

    	 entries - Configure file patterns used by DLP blocking. type: list

        
        	 file_type - Select a file type. type: str choices: 7z, arj, cab, lzh, rar, tar, zip, bzip, gzip, bzip2, xz, bat, msc, uue, mime, base64, binhex, elf, exe, hta, html, jad, class, cod, javascript, msoffice, msofficex, fsg, upx, petite, aspack, sis, hlp, activemime, jpeg, gif, tiff, png, bmp, unknown, mpeg, mov, mp3, wma, wav, pdf, avi, rm, torrent, hibun, msi, mach-o, dmg, .net, xar, chm, iso, crx, flac

        	 filter_type - Filter by file name pattern or by file type. type: str choices: pattern, type

        	 pattern - Add a file name pattern. type: str required: True

        

    	 id - ID. type: int required: True

    	 name - Name of table containing the file pattern list. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure file patterns used by DLP blocking.
    fortios_dlp_filepattern:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      dlp_filepattern:
        comment: "Optional comments."
        entries:
         -
            file_type: "7z"
            filter_type: "pattern"
            pattern: "<your_own_value>"
        id:  "8"
        name: "default_name_9"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_dlp_fp_doc_source – Create a DLP fingerprint database by allowing the FortiGate to access a file server containing files from which to create fingerprints in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dlp feature and fp_doc_source category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 dlp_fp_doc_source - Create a DLP fingerprint database by allowing the FortiGate to access a file server containing files from which to create fingerprints. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 date - Day of the month on which to scan the server (1 - 31). type: int

    	 file_path - Path on the server to the fingerprint files (max 119 characters). type: str

    	 file_pattern - Files matching this pattern on the server are fingerprinted. Optionally use the * and ? wildcards. type: str

    	 keep_modified - Enable so that when a file is changed on the server the FortiGate keeps the old fingerprint and adds a new fingerprint to the database. type: str choices: enable, disable

    	 name - Name of the DLP fingerprint database. type: str required: True

    	 password - Password required to log into the file server. type: str

    	 period - Frequency for which the FortiGate checks the server for new or changed files. type: str choices: none, daily, weekly, monthly

    	 remove_deleted - Enable to keep the fingerprint database up to date when a file is deleted from the server. type: str choices: enable, disable

    	 scan_on_creation - Enable to keep the fingerprint database up to date when a file is added or changed on the server. type: str choices: enable, disable

    	 scan_subdirectories - Enable/disable scanning subdirectories to find files to create fingerprints from. type: str choices: enable, disable

    	 sensitivity - Select a sensitivity or threat level for matches with this fingerprint database. Add sensitivities using sensitivity. Source dlp .sensitivity.name. type: str

    	 server - IPv4 or IPv6 address of the server. type: str

    	 server_type - Protocol used to communicate with the file server. Currently only Samba (SMB) servers are supported. type: str choices: samba

    	 tod_hour - Hour of the day on which to scan the server (0 - 23). type: int

    	 tod_min - Minute of the hour on which to scan the server (0 - 59). type: int

    	 username - User name required to log into the file server. type: str

    	 vdom - Select the VDOM that can communicate with the file server. type: str choices: mgmt, current

    	 weekday - Day of the week on which to scan the server. type: str choices: sunday, monday, tuesday, wednesday, thursday, friday, saturday

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Create a DLP fingerprint database by allowing the FortiGate to access a file server containing files from which to create fingerprints.
    fortios_dlp_fp_doc_source:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      dlp_fp_doc_source:
        date: "3"
        file_path: "<your_own_value>"
        file_pattern: "<your_own_value>"
        keep_modified: "enable"
        name: "default_name_7"
        password: "<your_own_value>"
        period: "none"
        remove_deleted: "enable"
        scan_on_creation: "enable"
        scan_subdirectories: "enable"
        sensitivity: "<your_own_value> (source dlp.sensitivity.name)"
        server: "192.168.100.40"
        server_type: "samba"
        tod_hour: "16"
        tod_min: "17"
        username: "<your_own_value>"
        vdom: "mgmt"
        weekday: "sunday"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_dlp_sensitivity – Create self-explanatory DLP sensitivity levels to be used when setting sensitivity under config fp-doc-source in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dlp feature and sensitivity category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 dlp_sensitivity - Create self-explanatory DLP sensitivity levels to be used when setting sensitivity under config fp-doc-source. type: dict

    
    	 name - DLP Sensitivity Levels. type: str required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Create self-explanatory DLP sensitivity levels to be used when setting sensitivity under config fp-doc-source.
    fortios_dlp_sensitivity:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      dlp_sensitivity:
        name: "default_name_3"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_dlp_sensor – Configure DLP sensors in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dlp feature and sensor category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 dlp_sensor - Configure DLP sensors. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comment - Comment. type: str

    	 dlp_log - Enable/disable DLP logging. type: str choices: enable, disable

    	 extended_log - Enable/disable extended logging for data leak prevention. type: str choices: enable, disable

    	 feature_set - Flow/proxy feature set. type: str choices: flow, proxy

    	 filter - Set up DLP filters for this sensor. type: list

        
        	 action - Action to take with content that this DLP sensor matches. type: str choices: allow, log-only, block, quarantine-ip

        	 archive - Enable/disable DLP archiving. type: str choices: disable, enable

        	 company_identifier - Enter a company identifier watermark to match. Only watermarks that your company has placed on the files are matched. type: str

        	 expiry - Quarantine duration in days, hours, minutes format (dddhhmm). type: str

        	 file_size - Match files this size or larger (0 - 4294967295 kbytes). type: int

        	 file_type - Select the number of a DLP file pattern table to match. Source dlp.filepattern.id. type: int

        	 filter_by - Select the type of content to match. type: str choices: credit-card, ssn, regexp, file-type, file-size, fingerprint, watermark, encrypted

        	 id - ID. type: int required: True

        	 match_percentage - Percentage of fingerprints in the fingerprint databases designated with the selected sensitivity to match. type: int

        	 name - Filter name. type: str

        	 proto - Check messages or files over one or more of these protocols. type: str choices: smtp, pop3, imap, http-get, http-post, ftp, nntp, mapi, ssh, cifs

        	 regexp - Enter a regular expression to match (max. 255 characters). type: str

        	 sensitivity - Select a DLP file pattern sensitivity to match. type: list

            
            	 name - Select a DLP sensitivity. Source dlp.sensitivity.name. type: str required: True

            

        	 severity - Select the severity or threat level that matches this filter. type: str choices: info, low, medium, high, critical

        	 type - Select whether to check the content of messages (an email message) or files (downloaded files or email attachments). type: str choices: file, message

        

    	 full_archive_proto - Protocols to always content archive. type: str choices: smtp, pop3, imap, http-get, http-post, ftp, nntp, mapi, ssh, cifs

    	 nac_quar_log - Enable/disable NAC quarantine logging. type: str choices: enable, disable

    	 name - Name of the DLP sensor. type: str required: True

    	 options - Configure DLP options. type: str

    	 replacemsg_group - Replacement message group used by this DLP sensor. Source system.replacemsg-group.name. type: str

    	 summary_proto - Protocols to always log summary. type: str choices: smtp, pop3, imap, http-get, http-post, ftp, nntp, mapi, ssh, cifs

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure DLP sensors.
    fortios_dlp_sensor:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      dlp_sensor:
        comment: "Comment."
        dlp_log: "enable"
        extended_log: "enable"
        feature_set: "flow"
        filter:
         -
            action: "allow"
            archive: "disable"
            company_identifier:  "myId_10"
            expiry: "<your_own_value>"
            file_size: "12"
            file_type: "13 (source dlp.filepattern.id)"
            filter_by: "credit-card"
            id:  "15"
            match_percentage: "16"
            name: "default_name_17"
            proto: "smtp"
            regexp: "<your_own_value>"
            sensitivity:
             -
                name: "default_name_21 (source dlp.sensitivity.name)"
            severity: "info"
            type: "file"
        full_archive_proto: "smtp"
        nac_quar_log: "enable"
        name: "default_name_26"
        options: "<your_own_value>"
        replacemsg_group: "<your_own_value> (source system.replacemsg-group.name)"
        summary_proto: "smtp"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_dlp_settings – Designate logical storage for DLP fingerprint database in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dlp feature and settings category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 dlp_settings - Designate logical storage for DLP fingerprint database. type: dict

    
    	 cache_mem_percent - Maximum percentage of available memory allocated to caching (1 - 15%). type: int

    	 chunk_size - Maximum fingerprint chunk size.  **Changing will flush the entire database**. type: int

    	 db_mode - Behaviour when the maximum size is reached. type: str choices: stop-adding, remove-modified-then-oldest, remove-oldest

    	 size - Maximum total size of files within the storage (MB). type: int

    	 storage_device - Storage device name. Source system.storage.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Designate logical storage for DLP fingerprint database.
    fortios_dlp_settings:
      vdom:  "{{ vdom }}"
      dlp_settings:
        cache_mem_percent: "3"
        chunk_size: "4"
        db_mode: "stop-adding"
        size: "6"
        storage_device: "<your_own_value> (source system.storage.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_dnsfilter_domain_filter – Configure DNS domain filters in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dnsfilter feature and domain_filter category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 dnsfilter_domain_filter - Configure DNS domain filters. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comment - Optional comments. type: str

    	 entries - DNS domain filter entries. type: list

        
        	 action - Action to take for domain filter matches. type: str choices: block, allow, monitor

        	 domain - Domain entries to be filtered. type: str

        	 id - Id. type: int required: True

        	 status - Enable/disable this domain filter. type: str choices: enable, disable

        	 type - DNS domain filter type. type: str choices: simple, regex, wildcard

        

    	 id - ID. type: int required: True

    	 name - Name of table. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure DNS domain filters.
    fortios_dnsfilter_domain_filter:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      dnsfilter_domain_filter:
        comment: "Optional comments."
        entries:
         -
            action: "block"
            domain: "<your_own_value>"
            id:  "7"
            status: "enable"
            type: "simple"
        id:  "10"
        name: "default_name_11"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

    
      
          
            
  
fortios_dnsfilter_profile – Configure DNS domain filter profiles in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dnsfilter feature and profile category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 dnsfilter_profile - Configure DNS domain filter profiles. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 block_action - Action to take for blocked domains. type: str choices: block, redirect

    	 block_botnet - Enable/disable blocking botnet C
  
    
    fortios_dpdk_cpus – Configure CPUs enabled to run engines in each DPDK stage in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_dpdk_cpus – Configure CPUs enabled to run engines in each DPDK stage in Fortinet’s FortiOS and FortiGate.


New in version 2.10.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dpdk feature and cpus category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 dpdk_cpus - Configure CPUs enabled to run engines in each DPDK stage. type: dict

    
    	 ips_cpus - CPUs enabled to run DPDK IPS engines. type: str

    	 rx_cpus - CPUs enabled to run DPDK RX engines. type: str

    	 tx_cpus - CPUs enabled to run DPDK TX engines. type: str

    	 vnp_cpus - CPUs enabled to run DPDK VNP engines. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure CPUs enabled to run engines in each DPDK stage.
    fortios_dpdk_cpus:
      vdom:  "{{ vdom }}"
      dpdk_cpus:
        ips_cpus: "<your_own_value>"
        rx_cpus: "<your_own_value>"
        tx_cpus: "<your_own_value>"
        vnp_cpus: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_dpdk_global – Configure global DPDK options in Fortinet’s FortiOS and FortiGate.


New in version 2.10.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify dpdk feature and global category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 dpdk_global - Configure global DPDK options. type: dict

    
    	 elasticbuffer - Enable/disable elasticbuffer support for all DPDK ports. type: str choices: disable, enable

    	 hugepage_percentage - Percentage of main memory allocated to hugepages, which are available for DPDK operation. type: int

    	 interface - Physical interfaces that enable DPDK. type: list

        
        	 interface_name - Physical interface name. Source system.interface.name. type: str

        

    	 mbufpool_percentage - Percentage of main memory allocated to DPDK packet buffer. type: int

    	 multiqueue - Enable/disable multi-queue RX/TX support for all DPDK ports. type: str choices: disable, enable

    	 per_session_accounting - Enable/disable per-session accounting. type: str choices: disable, traffic-log-only, enable

    	 sleep_on_idle - Enable/disable sleep-on-idle support for all FDH engines. type: str choices: disable, enable

    	 status - Enable/disable DPDK operation for the entire system. type: str choices: disable, enable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure global DPDK options.
    fortios_dpdk_global:
      vdom:  "{{ vdom }}"
      dpdk_global:
        elasticbuffer: "disable"
        hugepage_percentage: "4"
        interface:
         -
            interface_name: "<your_own_value> (source system.interface.name)"
        mbufpool_percentage: "7"
        multiqueue: "disable"
        per_session_accounting: "disable"
        sleep_on_idle: "disable"
        status: "disable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_emailfilter_bwl – Configure anti-spam black/white list in Fortinet’s FortiOS and FortiGate.


New in version 2.10.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify emailfilter feature and bwl category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 emailfilter_bwl - Configure anti-spam black/white list. type: dict

    
    	 comment - Optional comments. type: str

    	 entries - Anti-spam black/white list entries. type: list

        
        	 action - Reject, mark as spam or good email. type: str choices: reject, spam, clear

        	 addr_type - IP address type. type: str choices: ipv4, ipv6

        	 email_pattern - Email address pattern. type: str

        	 id - Entry ID. type: int required: True

        	 ip4_subnet - IPv4 network address/subnet mask bits. type: str

        	 ip6_subnet - IPv6 network address/subnet mask bits. type: str

        	 pattern_type - Wildcard pattern or regular expression. type: str choices: wildcard, regexp

        	 status - Enable/disable status. type: str choices: enable, disable

        	 type - Entry type. type: str choices: ip, email

        

    	 id - ID. type: int required: True

    	 name - Name of table. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure anti-spam black/white list.
    fortios_emailfilter_bwl:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      emailfilter_bwl:
        comment: "Optional comments."
        entries:
         -
            action: "reject"
            addr_type: "ipv4"
            email_pattern: "<your_own_value>"
            id:  "8"
            ip4_subnet: "<your_own_value>"
            ip6_subnet: "<your_own_value>"
            pattern_type: "wildcard"
            status: "enable"
            type: "ip"
        id:  "14"
        name: "default_name_15"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_emailfilter_bword – Configure AntiSpam banned word list in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify emailfilter feature and bword category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 emailfilter_bword - Configure AntiSpam banned word list. type: dict

    
    	 comment - Optional comments. type: str

    	 entries - Spam filter banned word. type: list

        
        	 action - Mark spam or good. type: str choices: spam, clear

        	 id - Banned word entry ID. type: int required: True

        	 language - Language for the banned word. type: str choices: western, simch, trach, japanese, korean, french, thai, spanish

        	 pattern - Pattern for the banned word. type: str

        	 pattern_type - Wildcard pattern or regular expression. type: str choices: wildcard, regexp

        	 score - Score value. type: int

        	 status - Enable/disable status. type: str choices: enable, disable

        	 where - Component of the email to be scanned. type: str choices: subject, body, all

        

    	 id - ID. type: int required: True

    	 name - Name of table. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure AntiSpam banned word list.
    fortios_emailfilter_bword:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      emailfilter_bword:
        comment: "Optional comments."
        entries:
         -
            action: "spam"
            id:  "6"
            language: "western"
            pattern: "<your_own_value>"
            pattern_type: "wildcard"
            score: "10"
            status: "enable"
            where: "subject"
        id:  "13"
        name: "default_name_14"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_emailfilter_dnsbl – Configure AntiSpam DNSBL/ORBL in Fortinet’s FortiOS and FortiGate.


New in version 2.9.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify emailfilter feature and dnsbl category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 emailfilter_dnsbl - Configure AntiSpam DNSBL/ORBL. type: dict

    
    	 comment - Optional comments. type: str

    	 entries - Spam filter DNSBL and ORBL server. type: list

        
        	 action - Reject connection or mark as spam email. type: str choices: reject, spam

        	 id - DNSBL/ORBL entry ID. type: int required: True

        	 server - DNSBL or ORBL server name. type: str

        	 status - Enable/disable status. type: str choices: enable, disable

        

    	 id - ID. type: int required: True

    	 name - Name of table. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure AntiSpam DNSBL/ORBL.
    fortios_emailfilter_dnsbl:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      emailfilter_dnsbl:
        comment: "Optional comments."
        entries:
         -
            action: "reject"
            id:  "6"
            server: "192.168.100.40"
            status: "enable"
        id:  "9"
        name: "default_name_10"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

  
    
    fortios_emailfilter_fortishield – Configure FortiGuard - AntiSpam in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_emailfilter_fortishield – Configure FortiGuard - AntiSpam in Fortinet’s FortiOS and FortiGate.


New in version 2.9.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify emailfilter feature and fortishield category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 emailfilter_fortishield - Configure FortiGuard - AntiSpam. type: dict

    
    	 spam_submit_force - Enable/disable force insertion of a new mime entity for the submission text. type: str choices: enable, disable

    	 spam_submit_srv - Hostname of the spam submission server. type: str

    	 spam_submit_txt2htm - Enable/disable conversion of text email to HTML email. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure FortiGuard - AntiSpam.
    fortios_emailfilter_fortishield:
      vdom:  "{{ vdom }}"
      emailfilter_fortishield:
        spam_submit_force: "enable"
        spam_submit_srv: "<your_own_value>"
        spam_submit_txt2htm: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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New in version 2.9.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify emailfilter feature and iptrust category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 emailfilter_iptrust - Configure AntiSpam IP trust. type: dict

    
    	 comment - Optional comments. type: str

    	 entries - Spam filter trusted IP addresses. type: list

        
        	 addr_type - Type of address. type: str choices: ipv4, ipv6

        	 id - Trusted IP entry ID. type: int required: True

        	 ip4_subnet - IPv4 network address or network address/subnet mask bits. type: str

        	 ip6_subnet - IPv6 network address/subnet mask bits. type: str

        	 status - Enable/disable status. type: str choices: enable, disable

        

    	 id - ID. type: int required: True

    	 name - Name of table. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure AntiSpam IP trust.
    fortios_emailfilter_iptrust:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      emailfilter_iptrust:
        comment: "Optional comments."
        entries:
         -
            addr_type: "ipv4"
            id:  "6"
            ip4_subnet: "<your_own_value>"
            ip6_subnet: "<your_own_value>"
            status: "enable"
        id:  "10"
        name: "default_name_11"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_emailfilter_mheader – Configure AntiSpam MIME header in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify emailfilter feature and mheader category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 emailfilter_mheader - Configure AntiSpam MIME header. type: dict

    
    	 comment - Optional comments. type: str

    	 entries - Spam filter mime header content. type: list

        
        	 action - Mark spam or good. type: str choices: spam, clear

        	 fieldbody - Pattern for the header field body. type: str

        	 fieldname - Pattern for header field name. type: str

        	 id - Mime header entry ID. type: int required: True

        	 pattern_type - Wildcard pattern or regular expression. type: str choices: wildcard, regexp

        	 status - Enable/disable status. type: str choices: enable, disable

        

    	 id - ID. type: int required: True

    	 name - Name of table. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure AntiSpam MIME header.
    fortios_emailfilter_mheader:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      emailfilter_mheader:
        comment: "Optional comments."
        entries:
         -
            action: "spam"
            fieldbody: "<your_own_value>"
            fieldname: "<your_own_value>"
            id:  "8"
            pattern_type: "wildcard"
            status: "enable"
        id:  "11"
        name: "default_name_12"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_emailfilter_options – Configure AntiSpam options in Fortinet’s FortiOS and FortiGate.


New in version 2.9.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify emailfilter feature and options category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 emailfilter_options - Configure AntiSpam options. type: dict

    
    	 dns_timeout - DNS query time out (1 - 30 sec). type: int

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure AntiSpam options.
    fortios_emailfilter_options:
      vdom:  "{{ vdom }}"
      emailfilter_options:
        dns_timeout: "3"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_emailfilter_profile – Configure Email Filter profiles in Fortinet’s FortiOS and FortiGate.


New in version 2.9.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify emailfilter feature and profile category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 emailfilter_profile - Configure Email Filter profiles. type: dict

    
    	 comment - Comment. type: str

    	 external - Enable/disable external Email inspection. type: str choices: enable, disable

    	 feature_set - Flow/proxy feature set. type: str choices: flow, proxy

    	 file_filter - File filter. type: dict

        
        	 entries - File filter entries. type: list

            
            	 action - Action taken for matched file. type: str choices: log, block

            	 comment - Comment. type: str

            	 file_type - Select file type. type: list

                
                	 name - File type name. Source antivirus.filetype.name. type: str required: True

                

            	 filter - Add a file filter. type: str required: True

            	 password_protected - Match password-protected files. type: str choices: True, any

            	 protocol - Protocols to apply with. type: str choices: smtp, imap, pop3

            

        	 log - Enable/disable file filter logging. type: str choices: enable, disable

        	 scan_archive_contents - Enable/disable file filter archive contents scan. type: str choices: enable, disable

        	 status - Enable/disable file filter. type: str choices: enable, disable

        

    	 gmail - Gmail. type: dict

        
        	 log - Enable/disable logging. type: str choices: enable, disable

        

    	 imap - IMAP. type: dict

        
        	 action - Action for spam email. type: str choices: pass, tag

        	 log - Enable/disable logging. type: str choices: enable, disable

        	 tag_msg - Subject text or header added to spam email. type: str

        	 tag_type - Tag subject or header for spam email. type: str choices: subject, header, spaminfo

        

    	 mapi - MAPI. type: dict

        
        	 action - Action for spam email. type: str choices: pass, discard

        	 log - Enable/disable logging. type: str choices: enable, disable

        

    	 msn_hotmail - MSN Hotmail. type: dict

        
        	 log - Enable/disable logging. type: str choices: enable, disable

        

    	 name - Profile name. type: str required: True

    	 options - Options. type: str choices: bannedword, spambwl, spamfsip, spamfssubmit, spamfschksum, spamfsurl, spamhelodns, spamraddrdns, spamrbl, spamhdrcheck, spamfsphish

    	 pop3 - POP3. type: dict

        
        	 action - Action for spam email. type: str choices: pass, tag

        	 log - Enable/disable logging. type: str choices: enable, disable

        	 tag_msg - Subject text or header added to spam email. type: str

        	 tag_type - Tag subject or header for spam email. type: str choices: subject, header, spaminfo

        

    	 replacemsg_group - Replacement message group. Source system.replacemsg-group.name. type: str

    	 smtp - SMTP. type: dict

        
        	 action - Action for spam email. type: str choices: pass, tag, discard

        	 hdrip - Enable/disable SMTP email header IP checks for spamfsip, spamrbl and spambwl filters. type: str choices: disable, enable

        	 local_override - Enable/disable local filter to override SMTP remote check result. type: str choices: disable, enable

        	 log - Enable/disable logging. type: str choices: enable, disable

        	 tag_msg - Subject text or header added to spam email. type: str

        	 tag_type - Tag subject or header for spam email. type: str choices: subject, header, spaminfo

        

    	 spam_bwl_table - Anti-spam black/white list table ID. Source emailfilter.bwl.id. type: int

    	 spam_bword_table - Anti-spam banned word table ID. Source emailfilter.bword.id. type: int

    	 spam_bword_threshold - Spam banned word threshold. type: int

    	 spam_filtering - Enable/disable spam filtering. type: str choices: enable, disable

    	 spam_iptrust_table - Anti-spam IP trust table ID. Source emailfilter.iptrust.id. type: int

    	 spam_log - Enable/disable spam logging for email filtering. type: str choices: disable, enable

    	 spam_log_fortiguard_response - Enable/disable logging FortiGuard spam response. type: str choices: disable, enable

    	 spam_mheader_table - Anti-spam MIME header table ID. Source emailfilter.mheader.id. type: int

    	 spam_rbl_table - Anti-spam DNSBL table ID. Source emailfilter.dnsbl.id. type: int

    	 yahoo_mail - Yahoo! Mail. type: dict

        
        	 log - Enable/disable logging. type: str choices: enable, disable

        

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure Email Filter profiles.
    fortios_emailfilter_profile:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      emailfilter_profile:
        comment: "Comment."
        external: "enable"
        feature_set: "flow"
        file_filter:
            entries:
             -
                action: "log"
                comment: "Comment."
                file_type:
                 -
                    name: "default_name_11 (source antivirus.filetype.name)"
                filter: "<your_own_value>"
                password_protected: "yes"
                protocol: "smtp"
            log: "enable"
            scan_archive_contents: "enable"
            status: "enable"
        gmail:
            log: "enable"
        imap:
            action: "pass"
            log: "enable"
            tag_msg: "<your_own_value>"
            tag_type: "subject"
        mapi:
            action: "pass"
            log: "enable"
        msn_hotmail:
            log: "enable"
        name: "default_name_30"
        options: "bannedword"
        pop3:
            action: "pass"
            log: "enable"
            tag_msg: "<your_own_value>"
            tag_type: "subject"
        replacemsg_group: "<your_own_value> (source system.replacemsg-group.name)"
        smtp:
            action: "pass"
            hdrip: "disable"
            local_override: "disable"
            log: "enable"
            tag_msg: "<your_own_value>"
            tag_type: "subject"
        spam_bwl_table: "45 (source emailfilter.bwl.id)"
        spam_bword_table: "46 (source emailfilter.bword.id)"
        spam_bword_threshold: "47"
        spam_filtering: "enable"
        spam_iptrust_table: "49 (source emailfilter.iptrust.id)"
        spam_log: "disable"
        spam_log_fortiguard_response: "disable"
        spam_mheader_table: "52 (source emailfilter.mheader.id)"
        spam_rbl_table: "53 (source emailfilter.dnsbl.id)"
        yahoo_mail:
            log: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_endpoint_control_fctems – Configure FortiClient Enterprise Management Server (EMS) entries in Fortinet’s FortiOS and FortiGate.


New in version 2.9.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify endpoint_control feature and fctems category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 endpoint_control_fctems - Configure FortiClient Enterprise Management Server (EMS) entries. type: dict

    
    	 call_timeout - FortiClient EMS call timeout in milliseconds (500 - 50000 milliseconds). type: int

    	 certificate - FortiClient EMS certificate. Source certificate.remote.name. type: str

    	 cloud_server_type - Cloud server type. type: str choices: production, alpha, beta

    	 fortinetone_cloud_authentication - Enable/disable authentication of FortiClient EMS Cloud through FortiCloud account. type: str choices: enable, disable

    	 https_port - FortiClient EMS HTTPS access port number. (1 - 65535). type: int

    	 name - FortiClient Enterprise Management Server (EMS) name. type: str required: True

    	 pull_avatars - Enable/disable pulling avatars from EMS. type: str choices: enable, disable

    	 pull_sysinfo - Enable/disable pulling SysInfo from EMS. type: str choices: enable, disable

    	 pull_tags - Enable/disable pulling FortiClient user tags from EMS. type: str choices: enable, disable

    	 pull_vulnerabilities - Enable/disable pulling vulnerabilities from EMS. type: str choices: enable, disable

    	 server - FortiClient EMS FQDN or IPv4 address. type: str

    	 source_ip - REST API call source IP. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure FortiClient Enterprise Management Server (EMS) entries.
    fortios_endpoint_control_fctems:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      endpoint_control_fctems:
        call_timeout: "3"
        certificate: "<your_own_value> (source certificate.remote.name)"
        cloud_server_type: "production"
        fortinetone_cloud_authentication: "enable"
        https_port: "7"
        name: "default_name_8"
        pull_avatars: "enable"
        pull_sysinfo: "enable"
        pull_tags: "enable"
        pull_vulnerabilities: "enable"
        server: "192.168.100.40"
        source_ip: "84.230.14.43"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_extender_controller_extender – Extender controller configuration in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify extender_controller feature and extender category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 extender_controller_extender - Extender controller configuration. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 aaa_shared_secret - AAA shared secret. type: str

    	 access_point_name - Access point name(APN). type: str

    	 admin - FortiExtender Administration (enable or disable). type: str choices: disable, discovered, enable

    	 at_dial_script - Initialization AT commands specific to the MODEM. type: str

    	 billing_start_day - Billing start day. type: int

    	 cdma_aaa_spi - CDMA AAA SPI. type: str

    	 cdma_ha_spi - CDMA HA SPI. type: str

    	 cdma_nai - NAI for CDMA MODEMS. type: str

    	 conn_status - Connection status. type: int

    	 description - Description. type: str

    	 dial_mode - Dial mode (dial-on-demand or always-connect). type: str choices: dial-on-demand, always-connect

    	 dial_status - Dial status. type: int

    	 ext_name - FortiExtender name. type: str

    	 ha_shared_secret - HA shared secret. type: str

    	 id - FortiExtender serial number. type: str required: True

    	 ifname - FortiExtender interface name. Source system.interface.name. type: str

    	 initiated_update - Allow/disallow network initiated updates to the MODEM. type: str choices: enable, disable

    	 mode - FortiExtender mode. type: str choices: standalone, redundant

    	 modem_passwd - MODEM password. type: str

    	 modem_type - MODEM type (CDMA, GSM/LTE or WIMAX). type: str choices: cdma, gsm/lte, wimax

    	 multi_mode - MODEM mode of operation(3G,LTE,etc). type: str choices: auto, auto-3g, force-lte, force-3g, force-2g

    	 ppp_auth_protocol - PPP authentication protocol (PAP,CHAP or auto). type: str choices: auto, pap, chap

    	 ppp_echo_request - Enable/disable PPP echo request. type: str choices: enable, disable

    	 ppp_password - PPP password. type: str

    	 ppp_username - PPP username. type: str

    	 primary_ha - Primary HA. type: str

    	 quota_limit_mb - Monthly quota limit (MB). type: int

    	 redial - Number of redials allowed based on failed attempts. type: str choices: none, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10

    	 redundant_intf - Redundant interface. type: str

    	 roaming - Enable/disable MODEM roaming. type: str choices: enable, disable

    	 role - FortiExtender work role(Primary, Secondary, None). type: str choices: none, primary, secondary

    	 secondary_ha - Secondary HA. type: str

    	 sim_pin - SIM PIN. type: str

    	 vdom - VDOM type: int

    	 wimax_auth_protocol - WiMax authentication protocol(TLS or TTLS). type: str choices: tls, ttls

    	 wimax_carrier - WiMax carrier. type: str

    	 wimax_realm - WiMax realm. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Extender controller configuration.
    fortios_extender_controller_extender:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      extender_controller_extender:
        aaa_shared_secret: "<your_own_value>"
        access_point_name: "<your_own_value>"
        admin: "disable"
        at_dial_script: "<your_own_value>"
        billing_start_day: "7"
        cdma_aaa_spi: "<your_own_value>"
        cdma_ha_spi: "<your_own_value>"
        cdma_nai: "<your_own_value>"
        conn_status: "11"
        description: "<your_own_value>"
        dial_mode: "dial-on-demand"
        dial_status: "14"
        ext_name: "<your_own_value>"
        ha_shared_secret: "<your_own_value>"
        id:  "17"
        ifname: "<your_own_value> (source system.interface.name)"
        initiated_update: "enable"
        mode: "standalone"
        modem_passwd: "<your_own_value>"
        modem_type: "cdma"
        multi_mode: "auto"
        ppp_auth_protocol: "auto"
        ppp_echo_request: "enable"
        ppp_password: "<your_own_value>"
        ppp_username: "<your_own_value>"
        primary_ha: "<your_own_value>"
        quota_limit_mb: "29"
        redial: "none"
        redundant_intf: "<your_own_value>"
        roaming: "enable"
        role: "none"
        secondary_ha: "<your_own_value>"
        sim_pin: "<your_own_value>"
        vdom: "36"
        wimax_auth_protocol: "tls"
        wimax_carrier: "<your_own_value>"
        wimax_realm: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_extender_modem_status – Display detailed extender modem status in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify extender feature and modem_status category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 extender_modem_status - Display detailed extender modem status. type: dict
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fortios_extender_sys_info – Display detailed extender system information in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify extender feature and sys_info category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 extender_sys_info - Display detailed extender system information. type: dict
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fortios_firewall_address – Configure IPv4 addresses in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and address category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_address - Configure IPv4 addresses. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 allow_routing - Enable/disable use of this address in the static route configuration. type: str choices: enable, disable

    	 associated_interface - Network interface associated with address. Source system.interface.name system.zone.name. type: str

    	 cache_ttl - Defines the minimal TTL of individual IP addresses in FQDN cache measured in seconds. type: int

    	 clearpass_spt - SPT (System Posture Token) value. type: str choices: unknown, healthy, quarantine, checkup, transient, infected

    	 color - Color of icon on the GUI. type: int

    	 comment - Comment. type: str

    	 country - IP addresses associated to a specific country. type: str

    	 end_ip - Final IP address (inclusive) in the range for the address. type: str

    	 end_mac - Last MAC address in the range. type: str

    	 epg_name - Endpoint group name. type: str

    	 filter - Match criteria filter. type: str

    	 fqdn - Fully Qualified Domain Name address. type: str

    	 fsso_group - FSSO group(s). type: list

        
        	 name - FSSO group name. Source user.adgrp.name. type: str required: True

        

    	 interface - Name of interface whose IP address is to be used. Source system.interface.name. type: str

    	 list - IP address list. type: list

        
        	 ip - IP. type: str required: True

        

    	 name - Address name. type: str required: True

    	 obj_id - Object ID for NSX. type: str

    	 organization - Organization domain name (Syntax: organization/domain). type: str

    	 policy_group - Policy group name. type: str

    	 sdn - SDN. Source system.sdn-connector.name. type: str

    	 sdn_addr_type - Type of addresses to collect. type: str choices: private, public, all

    	 sdn_tag - SDN Tag. type: str

    	 start_ip - First IP address (inclusive) in the range for the address. type: str

    	 start_mac - First MAC address in the range. type: str

    	 sub_type - Sub-type of address. type: str choices: sdn, clearpass-spt, fsso, ems-tag

    	 subnet - IP address and subnet mask of address. type: str

    	 subnet_name - Subnet name. type: str

    	 tagging - Config object tagging. type: list

        
        	 category - Tag category. Source system.object-tagging.category. type: str

        	 name - Tagging entry name. type: str required: True

        	 tags - Tags. type: list

            
            	 name - Tag name. Source system.object-tagging.tags.name. type: str required: True

            

        

    	 tenant - Tenant. type: str

    	 type - Type of address. type: str choices: ipmask, iprange, fqdn, geography, wildcard, dynamic, interface-subnet, mac

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    	 wildcard - IP address and wildcard netmask. type: str

    	 wildcard_fqdn - Fully Qualified Domain Name with wildcard characters. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 addresses.
    fortios_firewall_address:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_address:
        allow_routing: "enable"
        associated_interface: "<your_own_value> (source system.interface.name system.zone.name)"
        cache_ttl: "5"
        clearpass_spt: "unknown"
        color: "7"
        comment: "Comment."
        country: "<your_own_value>"
        end_ip: "<your_own_value>"
        end_mac: "<your_own_value>"
        epg_name: "<your_own_value>"
        filter: "<your_own_value>"
        fqdn: "<your_own_value>"
        fsso_group:
         -
            name: "default_name_16 (source user.adgrp.name)"
        interface: "<your_own_value> (source system.interface.name)"
        list:
         -
            ip: "<your_own_value>"
        name: "default_name_20"
        obj_id: "<your_own_value>"
        organization: "<your_own_value>"
        policy_group: "<your_own_value>"
        sdn: "<your_own_value> (source system.sdn-connector.name)"
        sdn_addr_type: "private"
        sdn_tag: "<your_own_value>"
        start_ip: "<your_own_value>"
        start_mac: "<your_own_value>"
        sub_type: "sdn"
        subnet: "<your_own_value>"
        subnet_name: "<your_own_value>"
        tagging:
         -
            category: "<your_own_value> (source system.object-tagging.category)"
            name: "default_name_34"
            tags:
             -
                name: "default_name_36 (source system.object-tagging.tags.name)"
        tenant: "<your_own_value>"
        type: "ipmask"
        uuid: "<your_own_value>"
        wildcard: "<your_own_value>"
        wildcard_fqdn: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

  
    
    fortios_firewall_address6 – Configure IPv6 firewall addresses in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_firewall_address6 – Configure IPv6 firewall addresses in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and address6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_address6 - Configure IPv6 firewall addresses. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 cache_ttl - Minimal TTL of individual IPv6 addresses in FQDN cache. type: int

    	 color - Integer value to determine the color of the icon in the GUI (range 1 to 32). type: int

    	 comment - Comment. type: str

    	 country - IPv6 addresses associated to a specific country. type: str

    	 end_ip - Final IP address (inclusive) in the range for the address (format: xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx). type: str

    	 fqdn - Fully qualified domain name. type: str

    	 host - Host Address. type: str

    	 host_type - Host type. type: str choices: any, specific

    	 ip6 - IPv6 address prefix (format: xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx/xxx). type: str

    	 list - IP address list. type: list

        
        	 ip - IP. type: str required: True

        

    	 name - Address name. type: str required: True

    	 obj_id - Object ID for NSX. type: str

    	 sdn - SDN. Source system.sdn-connector.name. type: str

    	 start_ip - First IP address (inclusive) in the range for the address (format: xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx). type: str

    	 subnet_segment - IPv6 subnet segments. type: list

        
        	 name - Name. type: str required: True

        	 type - Subnet segment type. type: str choices: any, specific

        	 value - Subnet segment value. type: str

        

    	 tagging - Config object tagging type: list

        
        	 category - Tag category. Source system.object-tagging.category. type: str

        	 name - Tagging entry name. type: str required: True

        	 tags - Tags. type: list

            
            	 name - Tag name. Source system.object-tagging.tags.name. type: str required: True

            

        

    	 template - IPv6 address template. Source firewall.address6-template.name. type: str

    	 type - Type of IPv6 address object . type: str choices: ipprefix, iprange, fqdn, geography, dynamic, template

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 firewall addresses.
    fortios_firewall_address6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_address6:
        cache_ttl: "3"
        color: "4"
        comment: "Comment."
        country: "<your_own_value>"
        end_ip: "<your_own_value>"
        fqdn: "<your_own_value>"
        host: "<your_own_value>"
        host_type: "any"
        ip6: "<your_own_value>"
        list:
         -
            ip: "<your_own_value>"
        name: "default_name_14"
        obj_id: "<your_own_value>"
        sdn: "<your_own_value> (source system.sdn-connector.name)"
        start_ip: "<your_own_value>"
        subnet_segment:
         -
            name: "default_name_19"
            type: "any"
            value: "<your_own_value>"
        tagging:
         -
            category: "<your_own_value> (source system.object-tagging.category)"
            name: "default_name_24"
            tags:
             -
                name: "default_name_26 (source system.object-tagging.tags.name)"
        template: "<your_own_value> (source firewall.address6-template.name)"
        type: "ipprefix"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and address6_template category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_address6_template - Configure IPv6 address templates. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 ip6 - IPv6 address prefix. type: str

    	 name - IPv6 address template name. type: str required: True

    	 subnet_segment - IPv6 subnet segments. type: list

        
        	 bits - Number of bits. type: int

        	 exclusive - Enable/disable exclusive value. type: str choices: enable, disable

        	 id - Subnet segment ID. type: int required: True

        	 name - Subnet segment name. type: str

        	 values - Subnet segment values. type: list

            
            	 name - Subnet segment value name. type: str required: True

            	 value - Subnet segment value. type: str

            

        

    	 subnet_segment_count - Number of IPv6 subnet segments. type: int

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 address templates.
    fortios_firewall_address6_template:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_address6_template:
        ip6: "<your_own_value>"
        name: "default_name_4"
        subnet_segment:
         -
            bits: "6"
            exclusive: "enable"
            id:  "8"
            name: "default_name_9"
            values:
             -
                name: "default_name_11"
                value: "<your_own_value>"
        subnet_segment_count: "13"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and addrgrp category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_addrgrp - Configure IPv4 address groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 allow_routing - Enable/disable use of this group in the static route configuration. type: str choices: enable, disable

    	 color - Color of icon on the GUI. type: int

    	 comment - Comment. type: str

    	 exclude - Enable/disable address exclusion. type: str choices: enable, disable

    	 exclude_member - Address exclusion member. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 member - Address objects contained within the group. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 name - Address group name. type: str required: True

    	 tagging - Config object tagging. type: list

        
        	 category - Tag category. Source system.object-tagging.category. type: str

        	 name - Tagging entry name. type: str required: True

        	 tags - Tags. type: list

            
            	 name - Tag name. Source system.object-tagging.tags.name. type: str required: True

            

        

    	 type - Address group type. type: str choices: default, folder

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 address groups.
    fortios_firewall_addrgrp:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_addrgrp:
        allow_routing: "enable"
        color: "4"
        comment: "Comment."
        exclude: "enable"
        exclude_member:
         -
            name: "default_name_8 (source firewall.address.name firewall.addrgrp.name)"
        member:
         -
            name: "default_name_10 (source firewall.address.name firewall.addrgrp.name)"
        name: "default_name_11"
        tagging:
         -
            category: "<your_own_value> (source system.object-tagging.category)"
            name: "default_name_14"
            tags:
             -
                name: "default_name_16 (source system.object-tagging.tags.name)"
        type: "default"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and addrgrp6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_addrgrp6 - Configure IPv6 address groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Integer value to determine the color of the icon in the GUI (1 - 32). type: int

    	 comment - Comment. type: str

    	 member - Address objects contained within the group. type: list

        
        	 name - Address6/addrgrp6 name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 name - IPv6 address group name. type: str required: True

    	 tagging - Config object tagging. type: list

        
        	 category - Tag category. Source system.object-tagging.category. type: str

        	 name - Tagging entry name. type: str required: True

        	 tags - Tags. type: list

            
            	 name - Tag name. Source system.object-tagging.tags.name. type: str required: True

            

        

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 address groups.
    fortios_firewall_addrgrp6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_addrgrp6:
        color: "3"
        comment: "Comment."
        member:
         -
            name: "default_name_6 (source firewall.address6.name firewall.addrgrp6.name)"
        name: "default_name_7"
        tagging:
         -
            category: "<your_own_value> (source system.object-tagging.category)"
            name: "default_name_10"
            tags:
             -
                name: "default_name_12 (source system.object-tagging.tags.name)"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

  
    
    fortios_firewall_auth_portal – Configure firewall authentication portals in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_firewall_auth_portal – Configure firewall authentication portals in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and auth_portal category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 firewall_auth_portal - Configure firewall authentication portals. type: dict

    
    	 groups - Firewall user groups permitted to authenticate through this portal. Separate group names with spaces. type: list

        
        	 name - Group name. Source user.group.name. type: str required: True

        

    	 identity_based_route - Name of the identity-based route that applies to this portal. Source firewall.identity-based-route.name. type: str

    	 portal_addr - Address (or FQDN) of the authentication portal. type: str

    	 portal_addr6 - IPv6 address (or FQDN) of authentication portal. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure firewall authentication portals.
    fortios_firewall_auth_portal:
      vdom:  "{{ vdom }}"
      firewall_auth_portal:
        groups:
         -
            name: "default_name_4 (source user.group.name)"
        identity_based_route: "<your_own_value> (source firewall.identity-based-route.name)"
        portal_addr: "<your_own_value>"
        portal_addr6: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and central_snat_map category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_central_snat_map - Configure IPv4 and IPv6 central SNAT policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comments - Comment. type: str

    	 dst_addr - IPv4 Destination address. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 dst_addr6 - IPv6 Destination address. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 dstintf - Destination interface name from available interfaces. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 nat - Enable/disable source NAT. type: str choices: disable, enable

    	 nat_ippool - Name of the IP pools to be used to translate addresses from available IP Pools. type: list

        
        	 name - IP pool name. Source firewall.ippool.name. type: str required: True

        

    	 nat_ippool6 - IPv6 pools to be used for source NAT. type: list

        
        	 name - IPv6 pool name. Source firewall.ippool6.name. type: str required: True

        

    	 nat_port - Translated port or port range (1 to 65535, 0 means any port). type: str

    	 orig_addr - IPv4 Original address. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 orig_addr6 - IPv6 Original address. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 orig_port - Original TCP port (1 to 65535, 0 means any port). type: str

    	 policyid - Policy ID. type: int required: True

    	 protocol - Integer value for the protocol type (0 - 255). type: int

    	 srcintf - Source interface name from available interfaces. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 status - Enable/disable the active status of this policy. type: str choices: enable, disable

    	 type - IPv4/IPv6 source NAT. type: str choices: ipv4, ipv6

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 and IPv6 central SNAT policies.
    fortios_firewall_central_snat_map:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_central_snat_map:
        comments: "<your_own_value>"
        dst_addr:
         -
            name: "default_name_5 (source firewall.address.name firewall.addrgrp.name)"
        dst_addr6:
         -
            name: "default_name_7 (source firewall.address6.name firewall.addrgrp6.name)"
        dstintf:
         -
            name: "default_name_9 (source system.interface.name system.zone.name)"
        nat: "disable"
        nat_ippool:
         -
            name: "default_name_12 (source firewall.ippool.name)"
        nat_ippool6:
         -
            name: "default_name_14 (source firewall.ippool6.name)"
        nat_port: "<your_own_value>"
        orig_addr:
         -
            name: "default_name_17 (source firewall.address.name firewall.addrgrp.name)"
        orig_addr6:
         -
            name: "default_name_19 (source firewall.address6.name firewall.addrgrp6.name)"
        orig_port: "<your_own_value>"
        policyid: "21"
        protocol: "22"
        srcintf:
         -
            name: "default_name_24 (source system.interface.name system.zone.name)"
        status: "enable"
        type: "ipv4"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_city – Define city table in Fortinet’s FortiOS and FortiGate.


New in version 2.10.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and city category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_city - Define city table. type: dict

    
    	 id - City ID. type: int required: True

    	 name - City name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Define city table.
    fortios_firewall_city:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_city:
        id:  "3"
        name: "default_name_4"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_consolidated_policy – Configure consolidated IPv4/IPv6 policies in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_consolidated feature and policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_consolidated_policy - Configure consolidated IPv4/IPv6 policies. type: dict

    
    	 action - Policy action (allow/deny/ipsec). type: str choices: accept, deny, ipsec

    	 application_list - Name of an existing Application list. Source application.list.name. type: str

    	 auto_asic_offload - Enable/disable policy traffic ASIC offloading. type: str choices: enable, disable

    	 av_profile - Name of an existing Antivirus profile. Source antivirus.profile.name. type: str

    	 captive_portal_exempt - Enable exemption of some users from the captive portal. type: str choices: enable, disable

    	 cifs_profile - Name of an existing CIFS profile. Source cifs.profile.name. type: str

    	 comments - Comment. type: str

    	 diffserv_forward - Enable to change packet"s DiffServ values to the specified diffservcode-forward value. type: str choices: enable, disable

    	 diffserv_reverse - Enable to change packet"s reverse (reply) DiffServ values to the specified diffservcode-rev value. type: str choices: enable, disable

    	 diffservcode_forward - Change packet"s DiffServ to this value. type: str

    	 diffservcode_rev - Change packet"s reverse (reply) DiffServ to this value. type: str

    	 dlp_sensor - Name of an existing DLP sensor. Source dlp.sensor.name. type: str

    	 dnsfilter_profile - Name of an existing DNS filter profile. Source dnsfilter.profile.name. type: str

    	 dstaddr_negate - When enabled dstaddr specifies what the destination address must NOT be. type: str choices: enable, disable

    	 dstaddr4 - Destination IPv4 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name firewall.vip.name firewall.vipgrp.name system.external-resource .name. type: str required: True

        

    	 dstaddr6 - Destination IPv6 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name firewall.vip6.name firewall.vipgrp6.name system .external-resource.name. type: str required: True

        

    	 dstintf - Outgoing (egress) interface. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 emailfilter_profile - Name of an existing email filter profile. Source emailfilter.profile.name. type: str

    	 fixedport - Enable to prevent source NAT from changing a session"s source port. type: str choices: enable, disable

    	 fsso_groups - Names of FSSO groups. type: list

        
        	 name - Names of FSSO groups. Source user.adgrp.name. type: str required: True

        

    	 groups - Names of user groups that can authenticate with this policy. type: list

        
        	 name - Group name. Source user.group.name. type: str required: True

        

    	 http_policy_redirect - Redirect HTTP(S) traffic to matching transparent web proxy policy. type: str choices: enable, disable

    	 icap_profile - Name of an existing ICAP profile. Source icap.profile.name. type: str

    	 inbound - Policy-based IPsec VPN: only traffic from the remote network can initiate a VPN. type: str choices: enable, disable

    	 inspection_mode - Policy inspection mode (Flow/proxy). Default is Flow mode. type: str choices: proxy, flow

    	 internet_service - Enable/disable use of Internet Services for this policy. If enabled, destination address and service are not used. type: str choices: enable, disable

    	 internet_service_custom - Custom Internet Service name. type: list

        
        	 name - Custom Internet Service name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 internet_service_custom_group - Custom Internet Service group name. type: list

        
        	 name - Custom Internet Service group name. Source firewall.internet-service-custom-group.name. type: str required: True

        

    	 internet_service_group - Internet Service group name. type: list

        
        	 name - Internet Service group name. Source firewall.internet-service-group.name. type: str required: True

        

    	 internet_service_name - Internet Service name. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 internet_service_negate - When enabled internet-service specifies what the service must NOT be. type: str choices: enable, disable

    	 internet_service_src - Enable/disable use of Internet Services in source for this policy. If enabled, source address is not used. type: str choices: enable, disable

    	 internet_service_src_custom - Custom Internet Service source name. type: list

        
        	 name - Custom Internet Service name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 internet_service_src_custom_group - Custom Internet Service source group name. type: list

        
        	 name - Custom Internet Service group name. Source firewall.internet-service-custom-group.name. type: str required: True

        

    	 internet_service_src_group - Internet Service source group name. type: list

        
        	 name - Internet Service group name. Source firewall.internet-service-group.name. type: str required: True

        

    	 internet_service_src_name - Internet Service source name. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 internet_service_src_negate - When enabled internet-service-src specifies what the service must NOT be. type: str choices: enable, disable

    	 ippool - Enable to use IP Pools for source NAT. type: str choices: enable, disable

    	 ips_sensor - Name of an existing IPS sensor. Source ips.sensor.name. type: str

    	 logtraffic - Enable or disable logging. Log all sessions or security profile sessions. type: str choices: all, utm, disable

    	 logtraffic_start - Record logs when a session starts. type: str choices: enable, disable

    	 name - Policy name. type: str

    	 nat - Enable/disable source NAT. type: str choices: enable, disable

    	 outbound - Policy-based IPsec VPN: only traffic from the internal network can initiate a VPN. type: str choices: enable, disable

    	 per_ip_shaper - Per-IP traffic shaper. Source firewall.shaper.per-ip-shaper.name. type: str

    	 policyid - Policy ID (0 - 4294967294). type: int required: True

    	 poolname4 - IPv4 pool names. type: list

        
        	 name - IPv4 pool name. Source firewall.ippool.name. type: str required: True

        

    	 poolname6 - IPv6 pool names. type: list

        
        	 name - IPv6 pool name. Source firewall.ippool6.name. type: str required: True

        

    	 profile_group - Name of profile group. Source firewall.profile-group.name. type: str

    	 profile_protocol_options - Name of an existing Protocol options profile. Source firewall.profile-protocol-options.name. type: str

    	 profile_type - Determine whether the firewall policy allows security profile groups or single profiles only. type: str choices: single, group

    	 schedule - Schedule name. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name. type: str

    	 service - Service and service group names. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 service_negate - When enabled service specifies what the service must NOT be. type: str choices: enable, disable

    	 session_ttl - TTL in seconds for sessions accepted by this policy (0 means use the system ). type: int

    	 srcaddr_negate - When enabled srcaddr specifies what the source address must NOT be. type: str choices: enable, disable

    	 srcaddr4 - Source IPv4 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name system.external-resource.name. type: str required: True

        

    	 srcaddr6 - Source IPv6 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name system.external-resource.name. type: str required: True

        

    	 srcintf - Incoming (ingress) interface. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 ssh_filter_profile - Name of an existing SSH filter profile. Source ssh-filter.profile.name. type: str

    	 ssh_policy_redirect - Redirect SSH traffic to matching transparent proxy policy. type: str choices: enable, disable

    	 ssl_ssh_profile - Name of an existing SSL SSH profile. Source firewall.ssl-ssh-profile.name. type: str

    	 status - Enable or disable this policy. type: str choices: enable, disable

    	 tcp_mss_receiver - Receiver TCP maximum segment size (MSS). type: int

    	 tcp_mss_sender - Sender TCP maximum segment size (MSS). type: int

    	 traffic_shaper - Traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 traffic_shaper_reverse - Reverse traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 users - Names of individual users that can authenticate with this policy. type: list

        
        	 name - User name. Source user.local.name. type: str required: True

        

    	 utm_status - Enable to add one or more security profiles (AV, IPS, etc.) to the firewall policy. type: str choices: enable, disable

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    	 voip_profile - Name of an existing VoIP profile. Source voip.profile.name. type: str

    	 vpntunnel - Policy-based IPsec VPN: name of the IPsec VPN Phase 1. Source vpn.ipsec.phase1.name vpn.ipsec.manualkey.name. type: str

    	 waf_profile - Name of an existing Web application firewall profile. Source waf.profile.name. type: str

    	 wanopt - Enable/disable WAN optimization. type: str choices: enable, disable

    	 wanopt_detection - WAN optimization auto-detection mode. type: str choices: active, passive, False

    	 wanopt_passive_opt - WAN optimization passive mode options. This option decides what IP address will be used to connect to server. type: str choices: default, transparent, non-transparent

    	 wanopt_peer - WAN optimization peer. Source wanopt.peer.peer-host-id. type: str

    	 wanopt_profile - WAN optimization profile. Source wanopt.profile.name. type: str

    	 webcache - Enable/disable web cache. type: str choices: enable, disable

    	 webcache_https - Enable/disable web cache for HTTPS. type: str choices: disable, enable

    	 webfilter_profile - Name of an existing Web filter profile. Source webfilter.profile.name. type: str

    	 webproxy_forward_server - Webproxy forward server name. Source web-proxy.forward-server.name web-proxy.forward-server-group.name. type: str

    	 webproxy_profile - Webproxy profile name. Source web-proxy.profile.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure consolidated IPv4/IPv6 policies.
    fortios_firewall_consolidated_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_consolidated_policy:
        action: "accept"
        application_list: "<your_own_value> (source application.list.name)"
        auto_asic_offload: "enable"
        av_profile: "<your_own_value> (source antivirus.profile.name)"
        captive_portal_exempt: "enable"
        cifs_profile: "<your_own_value> (source cifs.profile.name)"
        comments: "<your_own_value>"
        diffserv_forward: "enable"
        diffserv_reverse: "enable"
        diffservcode_forward: "<your_own_value>"
        diffservcode_rev: "<your_own_value>"
        dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
        dnsfilter_profile: "<your_own_value> (source dnsfilter.profile.name)"
        dstaddr_negate: "enable"
        dstaddr4:
         -
            name: "default_name_18 (source firewall.address.name firewall.addrgrp.name firewall.vip.name firewall.vipgrp.name system.external-resource.name)"
        dstaddr6:
         -
            name: "default_name_20 (source firewall.address6.name firewall.addrgrp6.name firewall.vip6.name firewall.vipgrp6.name system.external-resource
              .name)"
        dstintf:
         -
            name: "default_name_22 (source system.interface.name system.zone.name)"
        emailfilter_profile: "<your_own_value> (source emailfilter.profile.name)"
        fixedport: "enable"
        fsso_groups:
         -
            name: "default_name_26 (source user.adgrp.name)"
        groups:
         -
            name: "default_name_28 (source user.group.name)"
        http_policy_redirect: "enable"
        icap_profile: "<your_own_value> (source icap.profile.name)"
        inbound: "enable"
        inspection_mode: "proxy"
        internet_service: "enable"
        internet_service_custom:
         -
            name: "default_name_35 (source firewall.internet-service-custom.name)"
        internet_service_custom_group:
         -
            name: "default_name_37 (source firewall.internet-service-custom-group.name)"
        internet_service_group:
         -
            name: "default_name_39 (source firewall.internet-service-group.name)"
        internet_service_name:
         -
            name: "default_name_41 (source firewall.internet-service-name.name)"
        internet_service_negate: "enable"
        internet_service_src: "enable"
        internet_service_src_custom:
         -
            name: "default_name_45 (source firewall.internet-service-custom.name)"
        internet_service_src_custom_group:
         -
            name: "default_name_47 (source firewall.internet-service-custom-group.name)"
        internet_service_src_group:
         -
            name: "default_name_49 (source firewall.internet-service-group.name)"
        internet_service_src_name:
         -
            name: "default_name_51 (source firewall.internet-service-name.name)"
        internet_service_src_negate: "enable"
        ippool: "enable"
        ips_sensor: "<your_own_value> (source ips.sensor.name)"
        logtraffic: "all"
        logtraffic_start: "enable"
        name: "default_name_57"
        nat: "enable"
        outbound: "enable"
        per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
        policyid: "61"
        poolname4:
         -
            name: "default_name_63 (source firewall.ippool.name)"
        poolname6:
         -
            name: "default_name_65 (source firewall.ippool6.name)"
        profile_group: "<your_own_value> (source firewall.profile-group.name)"
        profile_protocol_options: "<your_own_value> (source firewall.profile-protocol-options.name)"
        profile_type: "single"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        service:
         -
            name: "default_name_71 (source firewall.service.custom.name firewall.service.group.name)"
        service_negate: "enable"
        session_ttl: "73"
        srcaddr_negate: "enable"
        srcaddr4:
         -
            name: "default_name_76 (source firewall.address.name firewall.addrgrp.name system.external-resource.name)"
        srcaddr6:
         -
            name: "default_name_78 (source firewall.address6.name firewall.addrgrp6.name system.external-resource.name)"
        srcintf:
         -
            name: "default_name_80 (source system.interface.name system.zone.name)"
        ssh_filter_profile: "<your_own_value> (source ssh-filter.profile.name)"
        ssh_policy_redirect: "enable"
        ssl_ssh_profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"
        status: "enable"
        tcp_mss_receiver: "85"
        tcp_mss_sender: "86"
        traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        traffic_shaper_reverse: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        users:
         -
            name: "default_name_90 (source user.local.name)"
        utm_status: "enable"
        uuid: "<your_own_value>"
        voip_profile: "<your_own_value> (source voip.profile.name)"
        vpntunnel: "<your_own_value> (source vpn.ipsec.phase1.name vpn.ipsec.manualkey.name)"
        waf_profile: "<your_own_value> (source waf.profile.name)"
        wanopt: "enable"
        wanopt_detection: "active"
        wanopt_passive_opt: "default"
        wanopt_peer: "<your_own_value> (source wanopt.peer.peer-host-id)"
        wanopt_profile: "<your_own_value> (source wanopt.profile.name)"
        webcache: "enable"
        webcache_https: "disable"
        webfilter_profile: "<your_own_value> (source webfilter.profile.name)"
        webproxy_forward_server: "<your_own_value> (source web-proxy.forward-server.name web-proxy.forward-server-group.name)"
        webproxy_profile: "<your_own_value> (source web-proxy.profile.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_country – Define country table in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and country category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_country - Define country table. type: dict

    
    	 id - Country ID. type: int required: True

    	 name - Country name. type: str

    	 region - Region ID list. type: list

        
        	 id - Region ID. type: int required: True

        

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Define country table.
    fortios_firewall_country:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_country:
        id:  "3"
        name: "default_name_4"
        region:
         -
            id:  "6"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_decrypted_traffic_mirror – Configure decrypted traffic mirror in Fortinet’s FortiOS and FortiGate.


New in version 2.10.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and decrypted_traffic_mirror category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_decrypted_traffic_mirror - Configure decrypted traffic mirror. type: dict

    
    	 dstmac - Set destination MAC address for mirrored traffic. type: str

    	 interface - Decrypted traffic mirror interface type: list

        
        	 name - Decrypted traffic mirror interface. Source system.interface.name system.zone.name. type: str required: True

        

    	 name - Name. type: str required: True

    	 traffic_source - Source of decrypted traffic to be mirrored. type: str choices: client, server, both

    	 traffic_type - Types of decrypted traffic to be mirrored. type: str choices: ssl, ssh

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure decrypted traffic mirror.
    fortios_firewall_decrypted_traffic_mirror:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_decrypted_traffic_mirror:
        dstmac: "<your_own_value>"
        interface:
         -
            name: "default_name_5 (source system.interface.name system.zone.name)"
        name: "default_name_6"
        traffic_source: "client"
        traffic_type: "ssl"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_dnstranslation – Configure DNS translation in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and dnstranslation category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_dnstranslation - Configure DNS translation. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 dst - IPv4 address or subnet on the external network to substitute for the resolved address in DNS query replies. Can be single IP address or subnet on the external network, but number of addresses must equal number of mapped IP addresses in src. type: str

    	 id - ID. type: int required: True

    	 netmask - If src and dst are subnets rather than single IP addresses, enter the netmask for both src and dst. type: str

    	 src - IPv4 address or subnet on the internal network to compare with the resolved address in DNS query replies. If the resolved address matches, the resolved address is substituted with dst. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure DNS translation.
    fortios_firewall_dnstranslation:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_dnstranslation:
        dst: "<your_own_value>"
        id:  "4"
        netmask: "<your_own_value>"
        src: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_dos_policy – Configure IPv4 DoS policies in Fortinet’s FortiOS and FortiGate.


New in version 2.10.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and dos_policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_dos_policy - Configure IPv4 DoS policies. type: dict

    
    	 anomaly - Anomaly name. type: list

        
        	 action - Action taken when the threshold is reached. type: str choices: pass, block

        	 log - Enable/disable anomaly logging. type: str choices: enable, disable

        	 name - Anomaly name. type: str required: True

        	 quarantine - Quarantine method. type: str choices: none, attacker

        	 quarantine_expiry - Duration of quarantine. (Format type: str

        	 quarantine_log - Enable/disable quarantine logging. type: str choices: disable, enable

        	 status - Enable/disable this anomaly. type: str choices: disable, enable

        	 threshold - Anomaly threshold. Number of detected instances per minute that triggers the anomaly action. type: int

        	 threshold(default) - Number of detected instances per minute which triggers action (1 - 2147483647). Note that each anomaly has a different threshold value assigned to it. type: int

        

    	 comments - Comment. type: str

    	 dstaddr - Destination address name from available addresses. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 interface - Incoming interface name from available interfaces. Source system.zone.name system.interface.name. type: str

    	 policyid - Policy ID. type: int required: True

    	 service - Service object from available options. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr - Source address name from available addresses. type: list

        
        	 name - Service name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 status - Enable/disable this policy. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 DoS policies.
    fortios_firewall_dos_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_dos_policy:
        anomaly:
         -
            action: "pass"
            log: "enable"
            name: "default_name_6"
            quarantine: "none"
            quarantine_expiry: "<your_own_value>"
            quarantine_log: "disable"
            status: "disable"
            threshold: "11"
            threshold(default): "12"
        comments: "<your_own_value>"
        dstaddr:
         -
            name: "default_name_15 (source firewall.address.name firewall.addrgrp.name)"
        interface: "<your_own_value> (source system.zone.name system.interface.name)"
        policyid: "17"
        service:
         -
            name: "default_name_19 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr:
         -
            name: "default_name_21 (source firewall.address.name firewall.addrgrp.name)"
        status: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_dos_policy6 – Configure IPv6 DoS policies in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and dos_policy6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_dos_policy6 - Configure IPv6 DoS policies. type: dict

    
    	 anomaly - Anomaly name. type: list

        
        	 action - Action taken when the threshold is reached. type: str choices: pass, block

        	 log - Enable/disable anomaly logging. type: str choices: enable, disable

        	 name - Anomaly name. type: str required: True

        	 quarantine - Quarantine method. type: str choices: none, attacker

        	 quarantine_expiry - Duration of quarantine. (Format type: str

        	 quarantine_log - Enable/disable quarantine logging. type: str choices: disable, enable

        	 status - Enable/disable this anomaly. type: str choices: disable, enable

        	 threshold - Anomaly threshold. Number of detected instances per minute that triggers the anomaly action. type: int

        	 threshold(default) - Number of detected instances per minute which triggers action (1 - 2147483647). Note that each anomaly has a different threshold value assigned to it. type: int

        

    	 comments - Comment. type: str

    	 dstaddr - Destination address name from available addresses. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 interface - Incoming interface name from available interfaces. Source system.zone.name system.interface.name. type: str

    	 policyid - Policy ID. type: int required: True

    	 service - Service object from available options. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr - Source address name from available addresses. type: list

        
        	 name - Service name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 status - Enable/disable this policy. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 DoS policies.
    fortios_firewall_dos_policy6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_dos_policy6:
        anomaly:
         -
            action: "pass"
            log: "enable"
            name: "default_name_6"
            quarantine: "none"
            quarantine_expiry: "<your_own_value>"
            quarantine_log: "disable"
            status: "disable"
            threshold: "11"
            threshold(default): "12"
        comments: "<your_own_value>"
        dstaddr:
         -
            name: "default_name_15 (source firewall.address6.name firewall.addrgrp6.name)"
        interface: "<your_own_value> (source system.zone.name system.interface.name)"
        policyid: "17"
        service:
         -
            name: "default_name_19 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr:
         -
            name: "default_name_21 (source firewall.address6.name firewall.addrgrp6.name)"
        status: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_identity_based_route – Configure identity based routing in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and identity_based_route category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_identity_based_route - Configure identity based routing. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comments - Comments. type: str

    	 name - Name. type: str required: True

    	 rule - Rule. type: list

        
        	 device - Outgoing interface for the rule. Source system.interface.name. type: str

        	 gateway - IPv4 address of the gateway (Format: xxx.xxx.xxx.xxx ). type: str

        	 groups - Select one or more group(s) from available groups that are allowed to use this route. Separate group names with a space. type: list

            
            	 name - Group name. Source user.group.name. type: str required: True

            

        	 id - Rule ID. type: int required: True

        

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure identity based routing.
    fortios_firewall_identity_based_route:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_identity_based_route:
        comments: "<your_own_value>"
        name: "default_name_4"
        rule:
         -
            device: "<your_own_value> (source system.interface.name)"
            gateway: "<your_own_value>"
            groups:
             -
                name: "default_name_9 (source user.group.name)"
            id:  "10"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_interface_policy – Configure IPv4 interface policies in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and interface_policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_interface_policy - Configure IPv4 interface policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 application_list - Application list name. Source application.list.name. type: str

    	 application_list_status - Enable/disable application control. type: str choices: enable, disable

    	 av_profile - Antivirus profile. Source antivirus.profile.name. type: str

    	 av_profile_status - Enable/disable antivirus. type: str choices: enable, disable

    	 comments - Comments. type: str

    	 dlp_sensor - DLP sensor name. Source dlp.sensor.name. type: str

    	 dlp_sensor_status - Enable/disable DLP. type: str choices: enable, disable

    	 dsri - Enable/disable DSRI. type: str choices: enable, disable

    	 dstaddr - Address object to limit traffic monitoring to network traffic sent to the specified address or range. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 emailfilter_profile - Email filter profile. Source emailfilter.profile.name. type: str

    	 emailfilter_profile_status - Enable/disable email filter. type: str choices: enable, disable

    	 interface - Monitored interface name from available interfaces. Source system.zone.name system.interface.name. type: str

    	 ips_sensor - IPS sensor name. Source ips.sensor.name. type: str

    	 ips_sensor_status - Enable/disable IPS. type: str choices: enable, disable

    	 logtraffic - Logging type to be used in this policy (Options: all | utm | disable). type: str choices: all, utm, disable

    	 policyid - Policy ID (0 - 4294967295). type: int required: True

    	 service - Service object from available options. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr - Address object to limit traffic monitoring to network traffic sent from the specified address or range. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 status - Enable/disable this policy. type: str choices: enable, disable

    	 webfilter_profile - Web filter profile. Source webfilter.profile.name. type: str

    	 webfilter_profile_status - Enable/disable web filtering. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 interface policies.
    fortios_firewall_interface_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_interface_policy:
        application_list: "<your_own_value> (source application.list.name)"
        application_list_status: "enable"
        av_profile: "<your_own_value> (source antivirus.profile.name)"
        av_profile_status: "enable"
        comments: "<your_own_value>"
        dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
        dlp_sensor_status: "enable"
        dsri: "enable"
        dstaddr:
         -
            name: "default_name_12 (source firewall.address.name firewall.addrgrp.name)"
        emailfilter_profile: "<your_own_value> (source emailfilter.profile.name)"
        emailfilter_profile_status: "enable"
        interface: "<your_own_value> (source system.zone.name system.interface.name)"
        ips_sensor: "<your_own_value> (source ips.sensor.name)"
        ips_sensor_status: "enable"
        logtraffic: "all"
        policyid: "19"
        service:
         -
            name: "default_name_21 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr:
         -
            name: "default_name_23 (source firewall.address.name firewall.addrgrp.name)"
        status: "enable"
        webfilter_profile: "<your_own_value> (source webfilter.profile.name)"
        webfilter_profile_status: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_interface_policy6 – Configure IPv6 interface policies in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and interface_policy6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_interface_policy6 - Configure IPv6 interface policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 application_list - Application list name. Source application.list.name. type: str

    	 application_list_status - Enable/disable application control. type: str choices: enable, disable

    	 av_profile - Antivirus profile. Source antivirus.profile.name. type: str

    	 av_profile_status - Enable/disable antivirus. type: str choices: enable, disable

    	 comments - Comments. type: str

    	 dlp_sensor - DLP sensor name. Source dlp.sensor.name. type: str

    	 dlp_sensor_status - Enable/disable DLP. type: str choices: enable, disable

    	 dsri - Enable/disable DSRI. type: str choices: enable, disable

    	 dstaddr6 - IPv6 address object to limit traffic monitoring to network traffic sent to the specified address or range. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 emailfilter_profile - Email filter profile. Source emailfilter.profile.name. type: str

    	 emailfilter_profile_status - Enable/disable email filter. type: str choices: enable, disable

    	 interface - Monitored interface name from available interfaces. Source system.zone.name system.interface.name. type: str

    	 ips_sensor - IPS sensor name. Source ips.sensor.name. type: str

    	 ips_sensor_status - Enable/disable IPS. type: str choices: enable, disable

    	 logtraffic - Logging type to be used in this policy (Options: all | utm | disable). type: str choices: all, utm, disable

    	 policyid - Policy ID (0 - 4294967295). type: int required: True

    	 service6 - Service name. type: list

        
        	 name - Address name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr6 - IPv6 address object to limit traffic monitoring to network traffic sent from the specified address or range. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 status - Enable/disable this policy. type: str choices: enable, disable

    	 webfilter_profile - Web filter profile. Source webfilter.profile.name. type: str

    	 webfilter_profile_status - Enable/disable web filtering. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 interface policies.
    fortios_firewall_interface_policy6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_interface_policy6:
        application_list: "<your_own_value> (source application.list.name)"
        application_list_status: "enable"
        av_profile: "<your_own_value> (source antivirus.profile.name)"
        av_profile_status: "enable"
        comments: "<your_own_value>"
        dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
        dlp_sensor_status: "enable"
        dsri: "enable"
        dstaddr6:
         -
            name: "default_name_12 (source firewall.address6.name firewall.addrgrp6.name)"
        emailfilter_profile: "<your_own_value> (source emailfilter.profile.name)"
        emailfilter_profile_status: "enable"
        interface: "<your_own_value> (source system.zone.name system.interface.name)"
        ips_sensor: "<your_own_value> (source ips.sensor.name)"
        ips_sensor_status: "enable"
        logtraffic: "all"
        policyid: "19"
        service6:
         -
            name: "default_name_21 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr6:
         -
            name: "default_name_23 (source firewall.address6.name firewall.addrgrp6.name)"
        status: "enable"
        webfilter_profile: "<your_own_value> (source webfilter.profile.name)"
        webfilter_profile_status: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service – Show Internet Service application in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_internet_service - Show Internet Service application. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 database - Database name this Internet Service belongs to. type: str choices: isdb, irdb

    	 direction - How this service may be used in a firewall policy (source, destination or both). type: str choices: src, dst, both

    	 extra_ip_range_number - Extra number of IP ranges. type: int

    	 icon_id - Icon ID of Internet Service. type: int

    	 id - Internet Service ID. type: int required: True

    	 ip_number - Total number of IP addresses. type: int

    	 ip_range_number - Number of IP ranges. type: int

    	 name - Internet Service name. type: str

    	 obsolete - Indicates whether the Internet Service can be used. type: int

    	 singularity - Singular level of the Internet Service. type: int

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Show Internet Service application.
    fortios_firewall_internet_service:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service:
        database: "isdb"
        direction: "src"
        extra_ip_range_number: "5"
        icon_id: "6"
        id:  "7"
        ip_number: "8"
        ip_range_number: "9"
        name: "default_name_10"
        obsolete: "11"
        singularity: "12"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service_addition – Configure Internet Services Addition in Fortinet’s FortiOS and FortiGate.


New in version 2.9.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_addition category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_addition - Configure Internet Services Addition. type: dict

    
    	 comment - Comment. type: str

    	 entry - Entries added to the Internet Service addition database. type: list

        
        	 id - Entry ID(1-255). type: int required: True

        	 port_range - Port ranges in the custom entry. type: list

            
            	 end_port - Integer value for ending TCP/UDP/SCTP destination port in range (1 to 65535). type: int

            	 id - Custom entry port range ID. type: int required: True

            	 start_port - Integer value for starting TCP/UDP/SCTP destination port in range (1 to 65535). type: int

            

        	 protocol - Integer value for the protocol type as defined by IANA (0 - 255). type: int

        

    	 id - Internet Service ID in the Internet Service database. Source firewall.internet-service.id. type: int required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure Internet Services Addition.
    fortios_firewall_internet_service_addition:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_addition:
        comment: "Comment."
        entry:
         -
            id:  "5"
            port_range:
             -
                end_port: "7"
                id:  "8"
                start_port: "9"
            protocol: "10"
        id:  "11 (source firewall.internet-service.id)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service_botnet – Show Internet Service botnet in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_botnet category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_botnet - Show Internet Service botnet. type: dict

    
    	 id - Internet Service Botnet ID. type: int required: True

    	 name - Internet Service Botnet name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Show Internet Service botnet.
    fortios_firewall_internet_service_botnet:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_botnet:
        id:  "3"
        name: "default_name_4"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service_custom – Configure custom Internet Services in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_custom category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_internet_service_custom - Configure custom Internet Services. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comment - Comment. type: str

    	 entry - Entries added to the Internet Service database and custom database. type: list

        
        	 dst - Destination address or address group name. type: list

            
            	 name - Select the destination address or address group object from available options. Source firewall.address.name firewall .addrgrp.name. type: str required: True

            

        	 id - Entry ID(1-255). type: int required: True

        	 port_range - Port ranges in the custom entry. type: list

            
            	 end_port - Integer value for ending TCP/UDP/SCTP destination port in range (1 to 65535). type: int

            	 id - Custom entry port range ID. type: int required: True

            	 start_port - Integer value for starting TCP/UDP/SCTP destination port in range (1 to 65535). type: int

            

        	 protocol - Integer value for the protocol type as defined by IANA (0 - 255). type: int

        

    	 name - Internet Service name. type: str required: True

    	 reputation - Reputation level of the custom Internet Service. Source firewall.internet-service-reputation.id. type: int

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure custom Internet Services.
    fortios_firewall_internet_service_custom:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_custom:
        comment: "Comment."
        entry:
         -
            dst:
             -
                name: "default_name_6 (source firewall.address.name firewall.addrgrp.name)"
            id:  "7"
            port_range:
             -
                end_port: "9"
                id:  "10"
                start_port: "11"
            protocol: "12"
        name: "default_name_13"
        reputation: "14 (source firewall.internet-service-reputation.id)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service_custom_group – Configure custom Internet Service group in Fortinet’s FortiOS and FortiGate.


New in version 2.9.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples
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	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_custom_group category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_custom_group - Configure custom Internet Service group. type: dict

    
    	 comment - Comment. type: str

    	 member - Custom Internet Service group members. type: list

        
        	 name - Group member name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 name - Custom Internet Service group name. type: str required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure custom Internet Service group.
    fortios_firewall_internet_service_custom_group:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_custom_group:
        comment: "Comment."
        member:
         -
            name: "default_name_5 (source firewall.internet-service-custom.name)"
        name: "default_name_6"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

  
    
    fortios_firewall_internet_service_definition – Configure Internet Service definition in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_firewall_internet_service_definition – Configure Internet Service definition in Fortinet’s FortiOS and FortiGate.


New in version 2.9.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_definition category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_definition - Configure Internet Service definition. type: dict

    
    	 entry - Protocol and port information in an Internet Service entry. type: list

        
        	 category_id - Internet Service category ID. type: int

        	 name - Internet Service name. type: str

        	 port_range - Port ranges in the definition entry. type: list

            
            	 end_port - Ending TCP/UDP/SCTP destination port (1 to 65535). type: int

            	 id - Custom entry port range ID. type: int required: True

            	 start_port - Starting TCP/UDP/SCTP destination port (1 to 65535). type: int

            

        	 protocol - Integer value for the protocol type as defined by IANA (0 - 255). type: int

        	 seq_num - Entry sequence number. type: int

        

    	 id - Internet Service application list ID. type: int required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure Internet Service definition.
    fortios_firewall_internet_service_definition:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_definition:
        entry:
         -
            category_id: "4"
            name: "default_name_5"
            port_range:
             -
                end_port: "7"
                id:  "8"
                start_port: "9"
            protocol: "10"
            seq_num: "11"
        id:  "12"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service_extension – Configure Internet Services Extension in Fortinet’s FortiOS and FortiGate.


New in version 2.9.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_extension category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_extension - Configure Internet Services Extension. type: dict

    
    	 comment - Comment. type: str

    	 disable_entry - Disable entries in the Internet Service database. type: list

        
        	 id - Disable entry ID. type: int required: True

        	 ip_range - IP ranges in the disable entry. type: list

            
            	 end_ip - End IP address. type: str

            	 id - Disable entry range ID. type: int required: True

            	 start_ip - Start IP address. type: str

            

        	 port_range - Port ranges in the disable entry. type: list

            
            	 end_port - Ending TCP/UDP/SCTP destination port (1 to 65535). type: int

            	 id - Custom entry port range ID. type: int required: True

            	 start_port - Starting TCP/UDP/SCTP destination port (1 to 65535). type: int

            

        	 protocol - Integer value for the protocol type as defined by IANA (0 - 255). type: int

        

    	 entry - Entries added to the Internet Service extension database. type: list

        
        	 dst - Destination address or address group name. type: list

            
            	 name - Select the destination address or address group object from available options. Source firewall.address.name firewall .addrgrp.name. type: str required: True

            

        	 id - Entry ID(1-255). type: int required: True

        	 port_range - Port ranges in the custom entry. type: list

            
            	 end_port - Integer value for ending TCP/UDP/SCTP destination port in range (1 to 65535). type: int

            	 id - Custom entry port range ID. type: int required: True

            	 start_port - Integer value for starting TCP/UDP/SCTP destination port in range (1 to 65535). type: int

            

        	 protocol - Integer value for the protocol type as defined by IANA (0 - 255). type: int

        

    	 id - Internet Service ID in the Internet Service database. Source firewall.internet-service.id. type: int required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure Internet Services Extension.
    fortios_firewall_internet_service_extension:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_extension:
        comment: "Comment."
        disable_entry:
         -
            id:  "5"
            ip_range:
             -
                end_ip: "<your_own_value>"
                id:  "8"
                start_ip: "<your_own_value>"
            port_range:
             -
                end_port: "11"
                id:  "12"
                start_port: "13"
            protocol: "14"
        entry:
         -
            dst:
             -
                name: "default_name_17 (source firewall.address.name firewall.addrgrp.name)"
            id:  "18"
            port_range:
             -
                end_port: "20"
                id:  "21"
                start_port: "22"
            protocol: "23"
        id:  "24 (source firewall.internet-service.id)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service_group – Configure group of Internet Service in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_group category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_internet_service_group - Configure group of Internet Service. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comment - Comment. type: str

    	 direction - How this service may be used (source, destination or both). type: str choices: source, destination, both

    	 member - Internet Service group member. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 name - Internet Service group name. type: str required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure group of Internet Service.
    fortios_firewall_internet_service_group:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_group:
        comment: "Comment."
        direction: "source"
        member:
         -
            name: "default_name_6 (source firewall.internet-service-name.name)"
        name: "default_name_7"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service_ipbl_reason – IP blacklist reason in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_ipbl_reason category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_ipbl_reason - IP blacklist reason. type: dict

    
    	 id - IP blacklist reason ID. type: int required: True

    	 name - IP blacklist reason name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: IP blacklist reason.
    fortios_firewall_internet_service_ipbl_reason:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_ipbl_reason:
        id:  "3"
        name: "default_name_4"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service_ipbl_vendor – IP blacklist vendor in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_ipbl_vendor category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_ipbl_vendor - IP blacklist vendor. type: dict

    
    	 id - IP blacklist vendor ID. type: int required: True

    	 name - IP blacklist vendor name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: IP blacklist vendor.
    fortios_firewall_internet_service_ipbl_vendor:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_ipbl_vendor:
        id:  "3"
        name: "default_name_4"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_internet_service_list – Internet Service list in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_list category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_list - Internet Service list. type: dict

    
    	 id - Internet Service category ID. type: int required: True

    	 name - Internet Service category name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Internet Service list.
    fortios_firewall_internet_service_list:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_list:
        id:  "3"
        name: "default_name_4"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_name category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_name - Define internet service names. type: dict

    
    	 city_id - City ID. Source firewall.city.id. type: int

    	 country_id - Country or Area ID. Source firewall.country.id. type: int

    	 internet_service_id - Internet Service ID. Source firewall.internet-service.id. type: int

    	 name - Internet Service name. type: str required: True

    	 region_id - Region ID. Source firewall.region.id. type: int

    	 type - Internet Service name type. type: str choices: default, location

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Define internet service names.
    fortios_firewall_internet_service_name:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_name:
        city_id: "3 (source firewall.city.id)"
        country_id: "4 (source firewall.country.id)"
        internet_service_id: "5 (source firewall.internet-service.id)"
        name: "default_name_6"
        region_id: "7 (source firewall.region.id)"
        type: "default"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_owner category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_owner - Internet Service owner. type: dict

    
    	 id - Internet Service owner ID. type: int required: True

    	 name - Internet Service owner name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Internet Service owner.
    fortios_firewall_internet_service_owner:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_owner:
        id:  "3"
        name: "default_name_4"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_reputation category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_reputation - Show Internet Service reputation. type: dict

    
    	 description - Description. type: str

    	 id - Internet Service Reputation ID. type: int required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Show Internet Service reputation.
    fortios_firewall_internet_service_reputation:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_reputation:
        description: "<your_own_value>"
        id:  "4"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and internet_service_sld category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_internet_service_sld - Internet Service Second Level Domain. type: dict

    
    	 id - Second Level Domain ID. type: int required: True

    	 name - Second Level Domain name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Internet Service Second Level Domain.
    fortios_firewall_internet_service_sld:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_internet_service_sld:
        id:  "3"
        name: "default_name_4"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and ip_translation category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ip_translation - Configure firewall IP-translation. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 endip - Final IPv4 address (inclusive) in the range of the addresses to be translated (format xxx.xxx.xxx.xxx). type: str

    	 map_startip - Address to be used as the starting point for translation in the range (format xxx.xxx.xxx.xxx). type: str

    	 startip - First IPv4 address (inclusive) in the range of the addresses to be translated (format xxx.xxx.xxx.xxx). type: str

    	 transid - IP translation ID. type: int required: True

    	 type - IP translation type (option: SCTP). type: str choices: SCTP

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure firewall IP-translation.
    fortios_firewall_ip_translation:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ip_translation:
        endip: "<your_own_value>"
        map_startip: "<your_own_value>"
        startip: "<your_own_value>"
        transid: "6"
        type: "SCTP"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_ipmacbinding feature and setting category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 firewall_ipmacbinding_setting - Configure IP to MAC binding settings. type: dict

    
    	 bindthroughfw - Enable/disable use of IP/MAC binding to filter packets that would normally go through the firewall. type: str choices: enable, disable

    	 bindtofw - Enable/disable use of IP/MAC binding to filter packets that would normally go to the firewall. type: str choices: enable, disable

    	 undefinedhost - Select action to take on packets with IP/MAC addresses not in the binding list . type: str choices: allow, block

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IP to MAC binding settings.
    fortios_firewall_ipmacbinding_setting:
      vdom:  "{{ vdom }}"
      firewall_ipmacbinding_setting:
        bindthroughfw: "enable"
        bindtofw: "enable"
        undefinedhost: "allow"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_ipmacbinding_table – Configure IP to MAC address pairs in the IP/MAC binding table in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_ipmacbinding feature and table category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ipmacbinding_table - Configure IP to MAC address pairs in the IP/MAC binding table. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 ip - IPv4 address portion of the pair (format: xxx.xxx.xxx.xxx). type: str

    	 mac - MAC address portion of the pair (format: xx:xx:xx:xx:xx:xx in hexidecimal). type: str

    	 name - Name of the pair (optional). type: str

    	 seq_num - Entry number. type: int

    	 status - Enable/disable this IP-mac binding pair. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IP to MAC address pairs in the IP/MAC binding table.
    fortios_firewall_ipmacbinding_table:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ipmacbinding_table:
        ip: "<your_own_value>"
        mac: "<your_own_value>"
        name: "default_name_5"
        seq_num: "6"
        status: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_ippool – Configure IPv4 IP pools in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and ippool category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ippool - Configure IPv4 IP pools. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 arp_intf - Select an interface from available options that will reply to ARP requests. (If blank, any is selected). Source system.interface.name. type: str

    	 arp_reply - Enable/disable replying to ARP requests when an IP Pool is added to a policy . type: str choices: disable, enable

    	 associated_interface - Associated interface name. Source system.interface.name. type: str

    	 block_size - Number of addresses in a block (64 to 4096). type: int

    	 comments - Comment. type: str

    	 endip - Final IPv4 address (inclusive) in the range for the address pool (format xxx.xxx.xxx.xxx). type: str

    	 name - IP pool name. type: str required: True

    	 num_blocks_per_user - Number of addresses blocks that can be used by a user (1 to 128). type: int

    	 pba_timeout - Port block allocation timeout (seconds). type: int

    	 permit_any_host - Enable/disable full cone NAT. type: str choices: disable, enable

    	 source_endip - Final IPv4 address (inclusive) in the range of the source addresses to be translated (format xxx.xxx.xxx.xxx). type: str

    	 source_startip -  First IPv4 address (inclusive) in the range of the source addresses to be translated (format xxx.xxx.xxx.xxx). type: str

    	 startip - First IPv4 address (inclusive) in the range for the address pool (format xxx.xxx.xxx.xxx). type: str

    	 type - IP pool type (overload, one-to-one, fixed port range, or port block allocation). type: str choices: overload, one-to-one, fixed-port-range, port-block-allocation

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 IP pools.
    fortios_firewall_ippool:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ippool:
        arp_intf: "<your_own_value> (source system.interface.name)"
        arp_reply: "disable"
        associated_interface: "<your_own_value> (source system.interface.name)"
        block_size: "6"
        comments: "<your_own_value>"
        endip: "<your_own_value>"
        name: "default_name_9"
        num_blocks_per_user: "10"
        pba_timeout: "11"
        permit_any_host: "disable"
        source_endip: "<your_own_value>"
        source_startip: "<your_own_value>"
        startip: "<your_own_value>"
        type: "overload"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_ippool6 – Configure IPv6 IP pools in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and ippool6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ippool6 - Configure IPv6 IP pools. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comments - Comment. type: str

    	 endip - Final IPv6 address (inclusive) in the range for the address pool (format xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx). type: str

    	 name - IPv6 IP pool name. type: str required: True

    	 startip - First IPv6 address (inclusive) in the range for the address pool (format xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 IP pools.
    fortios_firewall_ippool6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ippool6:
        comments: "<your_own_value>"
        endip: "<your_own_value>"
        name: "default_name_5"
        startip: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_iprope feature and list category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 firewall_iprope_list - list type: dict
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fortios_firewall_ipv6_eh_filter – Configure IPv6 extension header filter in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and ipv6_eh_filter category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 firewall_ipv6_eh_filter - Configure IPv6 extension header filter. type: dict

    
    	 auth - Enable/disable blocking packets with the Authentication header . type: str choices: enable, disable

    	 dest_opt - Enable/disable blocking packets with Destination Options headers . type: str choices: enable, disable

    	 fragment - Enable/disable blocking packets with the Fragment header . type: str choices: enable, disable

    	 hdopt_type - Block specific Hop-by-Hop and/or Destination Option types (max. 7 types, each between 0 and 255). type: int

    	 hop_opt - Enable/disable blocking packets with the Hop-by-Hop Options header . type: str choices: enable, disable

    	 no_next - Enable/disable blocking packets with the No Next header type: str choices: enable, disable

    	 routing - Enable/disable blocking packets with Routing headers . type: str choices: enable, disable

    	 routing_type - Block specific Routing header types (max. 7 types, each between 0 and 255). type: int

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 extension header filter.
    fortios_firewall_ipv6_eh_filter:
      vdom:  "{{ vdom }}"
      firewall_ipv6_eh_filter:
        auth: "enable"
        dest_opt: "enable"
        fragment: "enable"
        hdopt_type: "6"
        hop_opt: "enable"
        no_next: "enable"
        routing: "enable"
        routing_type: "10"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_ldb_monitor – Configure server load balancing health monitors in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and ldb_monitor category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ldb_monitor - Configure server load balancing health monitors. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 http_get - URL used to send a GET request to check the health of an HTTP server. type: str

    	 http_match - String to match the value expected in response to an HTTP-GET request. type: str

    	 http_max_redirects - The maximum number of HTTP redirects to be allowed (0 - 5). type: int

    	 interval - Time between health checks (5 - 65635 sec). type: int

    	 name - Monitor name. type: str required: True

    	 port - Service port used to perform the health check. If 0, health check monitor inherits port configured for the server (0 - 65635). type: int

    	 retry - Number health check attempts before the server is considered down (1 - 255). type: int

    	 src_ip - Source IP for ldb-monitor. type: str

    	 timeout - Time to wait to receive response to a health check from a server. Reaching the timeout means the health check failed (1 - 255 sec). type: int

    	 type - Select the Monitor type used by the health check monitor to check the health of the server (PING | TCP | HTTP | HTTPS). type: str choices: ping, tcp, http, https, passive-sip

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure server load balancing health monitors.
    fortios_firewall_ldb_monitor:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ldb_monitor:
        http_get: "<your_own_value>"
        http_match: "<your_own_value>"
        http_max_redirects: "5"
        interval: "6"
        name: "default_name_7"
        port: "8"
        retry: "9"
        src_ip: "<your_own_value>"
        timeout: "11"
        type: "ping"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_local_in_policy – Configure user defined IPv4 local-in policies in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and local_in_policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_local_in_policy - Configure user defined IPv4 local-in policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Action performed on traffic matching the policy . type: str choices: accept, deny

    	 comments - Comment. type: str

    	 dstaddr - Destination address object from available options. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 ha_mgmt_intf_only - Enable/disable dedicating the HA management interface only for local-in policy. type: str choices: enable, disable

    	 intf - Incoming interface name from available options. Source system.zone.name system.interface.name. type: str

    	 policyid - User defined local in policy ID. type: int required: True

    	 schedule - Schedule object from available options. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group .name. type: str

    	 service - Service object from available options. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr - Source address object from available options. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 status - Enable/disable this local-in policy. type: str choices: enable, disable

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure user defined IPv4 local-in policies.
    fortios_firewall_local_in_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_local_in_policy:
        action: "accept"
        comments: "<your_own_value>"
        dstaddr:
         -
            name: "default_name_6 (source firewall.address.name firewall.addrgrp.name)"
        ha_mgmt_intf_only: "enable"
        intf: "<your_own_value> (source system.zone.name system.interface.name)"
        policyid: "9"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        service:
         -
            name: "default_name_12 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr:
         -
            name: "default_name_14 (source firewall.address.name firewall.addrgrp.name)"
        status: "enable"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_local_in_policy6 – Configure user defined IPv6 local-in policies in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and local_in_policy6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_local_in_policy6 - Configure user defined IPv6 local-in policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Action performed on traffic matching the policy . type: str choices: accept, deny

    	 comments - Comment. type: str

    	 dstaddr - Destination address object from available options. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 intf - Incoming interface name from available options. Source system.zone.name system.interface.name. type: str

    	 policyid - User defined local in policy ID. type: int required: True

    	 schedule - Schedule object from available options. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group .name. type: str

    	 service - Service object from available options. Separate names with a space. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr - Source address object from available options. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 status - Enable/disable this local-in policy. type: str choices: enable, disable

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure user defined IPv6 local-in policies.
    fortios_firewall_local_in_policy6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_local_in_policy6:
        action: "accept"
        comments: "<your_own_value>"
        dstaddr:
         -
            name: "default_name_6 (source firewall.address6.name firewall.addrgrp6.name)"
        intf: "<your_own_value> (source system.zone.name system.interface.name)"
        policyid: "8"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        service:
         -
            name: "default_name_11 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr:
         -
            name: "default_name_13 (source firewall.address6.name firewall.addrgrp6.name)"
        status: "enable"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and multicast_address category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_multicast_address - Configure multicast addresses. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 associated_interface - Interface associated with the address object. When setting up a policy, only addresses associated with this interface are available. Source system.interface.name. type: str

    	 color - Integer value to determine the color of the icon in the GUI (1 - 32). type: int

    	 comment - Comment. type: str

    	 end_ip - Final IPv4 address (inclusive) in the range for the address. type: str

    	 name - Multicast address name. type: str required: True

    	 start_ip - First IPv4 address (inclusive) in the range for the address. type: str

    	 subnet - Broadcast address and subnet. type: str

    	 tagging - Config object tagging. type: list

        
        	 category - Tag category. Source system.object-tagging.category. type: str

        	 name - Tagging entry name. type: str required: True

        	 tags - Tags. type: list

            
            	 name - Tag name. Source system.object-tagging.tags.name. type: str required: True

            

        

    	 type - Type of address object: multicast IP address range or broadcast IP/mask to be treated as a multicast address. type: str choices: multicastrange, broadcastmask

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure multicast addresses.
    fortios_firewall_multicast_address:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_multicast_address:
        associated_interface: "<your_own_value> (source system.interface.name)"
        color: "4"
        comment: "Comment."
        end_ip: "<your_own_value>"
        name: "default_name_7"
        start_ip: "<your_own_value>"
        subnet: "<your_own_value>"
        tagging:
         -
            category: "<your_own_value> (source system.object-tagging.category)"
            name: "default_name_12"
            tags:
             -
                name: "default_name_14 (source system.object-tagging.tags.name)"
        type: "multicastrange"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and multicast_address6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_multicast_address6 - Configure IPv6 multicast address. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Color of icon on the GUI. type: int

    	 comment - Comment. type: str

    	 ip6 - IPv6 address prefix (format: xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx/xxx). type: str

    	 name - IPv6 multicast address name. type: str required: True

    	 tagging - Config object tagging. type: list

        
        	 category - Tag category. Source system.object-tagging.category. type: str

        	 name - Tagging entry name. type: str required: True

        	 tags - Tags. type: list

            
            	 name - Tag name. Source system.object-tagging.tags.name. type: str required: True

            

        

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 multicast address.
    fortios_firewall_multicast_address6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_multicast_address6:
        color: "3"
        comment: "Comment."
        ip6: "<your_own_value>"
        name: "default_name_6"
        tagging:
         -
            category: "<your_own_value> (source system.object-tagging.category)"
            name: "default_name_9"
            tags:
             -
                name: "default_name_11 (source system.object-tagging.tags.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

  
    
    fortios_firewall_multicast_policy – Configure multicast NAT policies in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_firewall_multicast_policy – Configure multicast NAT policies in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and multicast_policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_multicast_policy - Configure multicast NAT policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Accept or deny traffic matching the policy. type: str choices: accept, deny

    	 auto_asic_offload - Enable/disable offloading policy traffic for hardware acceleration. type: str choices: enable, disable

    	 comments - Comment. type: str

    	 dnat - IPv4 DNAT address used for multicast destination addresses. type: str

    	 dstaddr - Destination address objects. type: list

        
        	 name - Destination address objects. Source firewall.multicast-address.name. type: str required: True

        

    	 dstintf - Destination interface name. Source system.interface.name system.zone.name. type: str

    	 end_port - Integer value for ending TCP/UDP/SCTP destination port in range (1 - 65535). type: int

    	 id - Policy ID ((0 - 4294967294). type: int required: True

    	 logtraffic - Enable/disable logging traffic accepted by this policy. type: str choices: enable, disable

    	 protocol - Integer value for the protocol type as defined by IANA (0 - 255). type: int

    	 snat - Enable/disable substitution of the outgoing interface IP address for the original source IP address (called source NAT or SNAT). type: str choices: enable, disable

    	 snat_ip - IPv4 address to be used as the source address for NATed traffic. type: str

    	 srcaddr - Source address objects. type: list

        
        	 name - Source address objects. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 srcintf - Source interface name. Source system.interface.name system.zone.name. type: str

    	 start_port - Integer value for starting TCP/UDP/SCTP destination port in range (1 - 65535). type: int

    	 status - Enable/disable this policy. type: str choices: enable, disable

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure multicast NAT policies.
    fortios_firewall_multicast_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_multicast_policy:
        action: "accept"
        auto_asic_offload: "enable"
        comments: "<your_own_value>"
        dnat: "<your_own_value>"
        dstaddr:
         -
            name: "default_name_8 (source firewall.multicast-address.name)"
        dstintf: "<your_own_value> (source system.interface.name system.zone.name)"
        end_port: "10"
        id:  "11"
        logtraffic: "enable"
        protocol: "13"
        snat: "enable"
        snat_ip: "<your_own_value>"
        srcaddr:
         -
            name: "default_name_17 (source firewall.address.name firewall.addrgrp.name)"
        srcintf: "<your_own_value> (source system.interface.name system.zone.name)"
        start_port: "19"
        status: "enable"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and multicast_policy6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_multicast_policy6 - Configure IPv6 multicast NAT policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Accept or deny traffic matching the policy. type: str choices: accept, deny

    	 auto_asic_offload - Enable/disable offloading policy traffic for hardware acceleration. type: str choices: enable, disable

    	 dstaddr - IPv6 destination address name. type: list

        
        	 name - Address name. Source firewall.multicast-address6.name. type: str required: True

        

    	 dstintf - IPv6 destination interface name. Source system.interface.name system.zone.name. type: str

    	 end_port - Integer value for ending TCP/UDP/SCTP destination port in range (1 - 65535). type: int

    	 id - Policy ID (0 - 4294967294). type: int required: True

    	 logtraffic - Enable/disable logging traffic accepted by this policy. type: str choices: enable, disable

    	 protocol - Integer value for the protocol type as defined by IANA (0 - 255). type: int

    	 srcaddr - IPv6 source address name. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 srcintf - IPv6 source interface name. Source system.interface.name system.zone.name. type: str

    	 start_port - Integer value for starting TCP/UDP/SCTP destination port in range (1 - 65535). type: int

    	 status - Enable/disable this policy. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 multicast NAT policies.
    fortios_firewall_multicast_policy6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_multicast_policy6:
        action: "accept"
        auto_asic_offload: "enable"
        dstaddr:
         -
            name: "default_name_6 (source firewall.multicast-address6.name)"
        dstintf: "<your_own_value> (source system.interface.name system.zone.name)"
        end_port: "8"
        id:  "9"
        logtraffic: "enable"
        protocol: "11"
        srcaddr:
         -
            name: "default_name_13 (source firewall.address6.name firewall.addrgrp6.name)"
        srcintf: "<your_own_value> (source system.interface.name system.zone.name)"
        start_port: "15"
        status: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)
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Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 action - the action indiactor to move an object in the list type: str choices: move

	 self - mkey of self identifier type: str

	 after - mkey of target identifier type: str

	 before - mkey of target identifier type: str

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_policy - Configure IPv4/IPv6 policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Policy action (allow/deny/ipsec). type: str choices: accept, deny, ipsec

    	 anti_replay - Enable/disable anti-replay check. type: str choices: enable, disable

    	 app_category - Application category ID list. type: list

        
        	 id - Category IDs. type: int required: True

        

    	 app_group - Application group names. type: list

        
        	 name - Application group names. type: str required: True

        

    	 application - Application ID list. type: list

        
        	 id - Application IDs. type: int required: True

        

    	 application_list - Name of an existing Application list. Source application.list.name. type: str

    	 auth_cert - HTTPS server certificate for policy authentication. Source vpn.certificate.local.name. type: str

    	 auth_path - Enable/disable authentication-based routing. type: str choices: enable, disable

    	 auth_redirect_addr - HTTP-to-HTTPS redirect address for firewall authentication. type: str

    	 auto_asic_offload - Enable/disable policy traffic ASIC offloading. type: str choices: enable, disable

    	 av_profile - Name of an existing Antivirus profile. Source antivirus.profile.name. type: str

    	 block_notification - Enable/disable block notification. type: str choices: enable, disable

    	 captive_portal_exempt - Enable to exempt some users from the captive portal. type: str choices: enable, disable

    	 capture_packet - Enable/disable capture packets. type: str choices: enable, disable

    	 cifs_profile - Name of an existing CIFS profile. Source cifs.profile.name. type: str

    	 comments - Comment. type: str

    	 custom_log_fields - Custom fields to append to log messages for this policy. type: list

        
        	 field_id - Custom log field. Source log.custom-field.id. type: str

        

    	 decrypted_traffic_mirror - Decrypted traffic mirror. Source firewall.decrypted-traffic-mirror.name. type: str

    	 delay_tcp_npu_session - Enable TCP NPU session delay to guarantee packet order of 3-way handshake. type: str choices: enable, disable

    	 diffserv_forward - Enable to change packet"s DiffServ values to the specified diffservcode-forward value. type: str choices: enable, disable

    	 diffserv_reverse - Enable to change packet"s reverse (reply) DiffServ values to the specified diffservcode-rev value. type: str choices: enable, disable

    	 diffservcode_forward - Change packet"s DiffServ to this value. type: str

    	 diffservcode_rev - Change packet"s reverse (reply) DiffServ to this value. type: str

    	 disclaimer - Enable/disable user authentication disclaimer. type: str choices: enable, disable

    	 dlp_sensor - Name of an existing DLP sensor. Source dlp.sensor.name. type: str

    	 dnsfilter_profile - Name of an existing DNS filter profile. Source dnsfilter.profile.name. type: str

    	 dsri - Enable DSRI to ignore HTTP server responses. type: str choices: enable, disable

    	 dstaddr - Destination IPv4 address and address group names. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name firewall.vip.name firewall.vipgrp.name system.external-resource .name. type: str required: True

        

    	 dstaddr_negate - When enabled dstaddr/dstaddr6 specifies what the destination address must NOT be. type: str choices: enable, disable

    	 dstaddr6 - Destination IPv6 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name firewall.vipgrp6.name firewall.vip6.name system .external-resource.name. type: str required: True

        

    	 dstintf - Outgoing (egress) interface. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 email_collect - Enable/disable email collection. type: str choices: enable, disable

    	 emailfilter_profile - Name of an existing email filter profile. Source emailfilter.profile.name. type: str

    	 firewall_session_dirty - How to handle sessions if the configuration of this firewall policy changes. type: str choices: check-all, check-new

    	 fixedport - Enable to prevent source NAT from changing a session"s source port. type: str choices: enable, disable

    	 fsso_agent_for_ntlm - FSSO agent to use for NTLM authentication. Source user.fsso.name. type: str

    	 fsso_groups - Names of FSSO groups. type: list

        
        	 name - Names of FSSO groups. Source user.adgrp.name. type: str required: True

        

    	 geoip_anycast - Enable/disable recognition of anycast IP addresses using the geography IP database. type: str choices: enable, disable

    	 geoip_match - Match geography address based either on its physical location or registered location. type: str choices: physical-location, registered-location

    	 groups - Names of user groups that can authenticate with this policy. type: list

        
        	 name - Group name. Source user.group.name. type: str required: True

        

    	 http_policy_redirect - Redirect HTTP(S) traffic to matching transparent web proxy policy. type: str choices: enable, disable

    	 icap_profile - Name of an existing ICAP profile. Source icap.profile.name. type: str

    	 identity_based_route - Name of identity-based routing rule. Source firewall.identity-based-route.name. type: str

    	 inbound - Policy-based IPsec VPN: only traffic from the remote network can initiate a VPN. type: str choices: enable, disable

    	 inspection_mode - Policy inspection mode (Flow/proxy). Default is Flow mode. type: str choices: proxy, flow

    	 internet_service - Enable/disable use of Internet Services for this policy. If enabled, destination address and service are not used. type: str choices: enable, disable

    	 internet_service_custom - Custom Internet Service name. type: list

        
        	 name - Custom Internet Service name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 internet_service_custom_group - Custom Internet Service group name. type: list

        
        	 name - Custom Internet Service group name. Source firewall.internet-service-custom-group.name. type: str required: True

        

    	 internet_service_group - Internet Service group name. type: list

        
        	 name - Internet Service group name. Source firewall.internet-service-group.name. type: str required: True

        

    	 internet_service_name - Internet Service name. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 internet_service_negate - When enabled internet-service specifies what the service must NOT be. type: str choices: enable, disable

    	 internet_service_src - Enable/disable use of Internet Services in source for this policy. If enabled, source address is not used. type: str choices: enable, disable

    	 internet_service_src_custom - Custom Internet Service source name. type: list

        
        	 name - Custom Internet Service name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 internet_service_src_custom_group - Custom Internet Service source group name. type: list

        
        	 name - Custom Internet Service group name. Source firewall.internet-service-custom-group.name. type: str required: True

        

    	 internet_service_src_group - Internet Service source group name. type: list

        
        	 name - Internet Service group name. Source firewall.internet-service-group.name. type: str required: True

        

    	 internet_service_src_name - Internet Service source name. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 internet_service_src_negate - When enabled internet-service-src specifies what the service must NOT be. type: str choices: enable, disable

    	 ippool - Enable to use IP Pools for source NAT. type: str choices: enable, disable

    	 ips_sensor - Name of an existing IPS sensor. Source ips.sensor.name. type: str

    	 logtraffic - Enable or disable logging. Log all sessions or security profile sessions. type: str choices: all, utm, disable

    	 logtraffic_start - Record logs when a session starts. type: str choices: enable, disable

    	 match_vip - Enable to match packets that have had their destination addresses changed by a VIP. type: str choices: enable, disable

    	 match_vip_only - Enable/disable matching of only those packets that have had their destination addresses changed by a VIP. type: str choices: enable, disable

    	 name - Policy name. type: str

    	 nat - Enable/disable source NAT. type: str choices: enable, disable

    	 natinbound - Policy-based IPsec VPN: apply destination NAT to inbound traffic. type: str choices: enable, disable

    	 natip - Policy-based IPsec VPN: source NAT IP address for outgoing traffic. type: str

    	 natoutbound - Policy-based IPsec VPN: apply source NAT to outbound traffic. type: str choices: enable, disable

    	 ntlm - Enable/disable NTLM authentication. type: str choices: enable, disable

    	 ntlm_enabled_browsers - HTTP-User-Agent value of supported browsers. type: list

        
        	 user_agent_string - User agent string. type: str

        

    	 ntlm_guest - Enable/disable NTLM guest user access. type: str choices: enable, disable

    	 outbound - Policy-based IPsec VPN: only traffic from the internal network can initiate a VPN. type: str choices: enable, disable

    	 per_ip_shaper - Per-IP traffic shaper. Source firewall.shaper.per-ip-shaper.name. type: str

    	 permit_any_host - Accept UDP packets from any host. type: str choices: enable, disable

    	 permit_stun_host - Accept UDP packets from any Session Traversal Utilities for NAT (STUN) host. type: str choices: enable, disable

    	 policyid - Policy ID (0 - 4294967294). type: int required: True

    	 poolname - IP Pool names. type: list

        
        	 name - IP pool name. Source firewall.ippool.name. type: str required: True

        

    	 poolname6 - IPv6 pool names. type: list

        
        	 name - IPv6 pool name. Source firewall.ippool6.name. type: str required: True

        

    	 profile_group - Name of profile group. Source firewall.profile-group.name. type: str

    	 profile_protocol_options - Name of an existing Protocol options profile. Source firewall.profile-protocol-options.name. type: str

    	 profile_type - Determine whether the firewall policy allows security profile groups or single profiles only. type: str choices: single, group

    	 radius_mac_auth_bypass - Enable MAC authentication bypass. The bypassed MAC address must be received from RADIUS server. type: str choices: enable, disable

    	 redirect_url - URL users are directed to after seeing and accepting the disclaimer or authenticating. type: str

    	 replacemsg_override_group - Override the default replacement message group for this policy. Source system.replacemsg-group.name. type: str

    	 reputation_direction - Direction of the initial traffic for reputation to take effect. type: str choices: source, destination

    	 reputation_minimum - Minimum Reputation to take action. Source firewall.internet-service-reputation.id. type: int

    	 rtp_addr - Address names if this is an RTP NAT policy. type: list

        
        	 name - Address name. Source firewall.internet-service-custom-group.name firewall.addrgrp.name. type: str required: True

        

    	 rtp_nat - Enable Real Time Protocol (RTP) NAT. type: str choices: disable, enable

    	 schedule - Schedule name. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name. type: str

    	 schedule_timeout - Enable to force current sessions to end when the schedule object times out. Disable allows them to end from inactivity. type: str choices: enable, disable

    	 send_deny_packet - Enable to send a reply when a session is denied or blocked by a firewall policy. type: str choices: disable, enable

    	 service - Service and service group names. type: list

        
        	 name - Service and service group names. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 service_negate - When enabled service specifies what the service must NOT be. type: str choices: enable, disable

    	 session_ttl - TTL in seconds for sessions accepted by this policy (0 means use the system ). type: str

    	 src_vendor_mac - Vendor MAC source ID. type: list

        
        	 id - Vendor MAC ID. Source firewall.vendor-mac.id. type: int required: True

        

    	 srcaddr - Source IPv4 address and address group names. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name system.external-resource.name. type: str required: True

        

    	 srcaddr_negate - When enabled srcaddr/srcaddr6 specifies what the source address must NOT be. type: str choices: enable, disable

    	 srcaddr6 - Source IPv6 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name system.external-resource.name. type: str required: True

        

    	 srcintf - Incoming (ingress) interface. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 ssh_filter_profile - Name of an existing SSH filter profile. Source ssh-filter.profile.name. type: str

    	 ssh_policy_redirect - Redirect SSH traffic to matching transparent proxy policy. type: str choices: enable, disable

    	 ssl_ssh_profile - Name of an existing SSL SSH profile. Source firewall.ssl-ssh-profile.name. type: str

    	 status - Enable or disable this policy. type: str choices: enable, disable

    	 tcp_mss_receiver - Receiver TCP maximum segment size (MSS). type: int

    	 tcp_mss_sender - Sender TCP maximum segment size (MSS). type: int

    	 tcp_session_without_syn - Enable/disable creation of TCP session without SYN flag. type: str choices: all, data-only, disable

    	 timeout_send_rst - Enable/disable sending RST packets when TCP sessions expire. type: str choices: enable, disable

    	 tos - ToS (Type of Service) value used for comparison. type: str

    	 tos_mask - Non-zero bit positions are used for comparison while zero bit positions are ignored. type: str

    	 tos_negate - Enable negated TOS match. type: str choices: enable, disable

    	 traffic_shaper - Traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 traffic_shaper_reverse - Reverse traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 url_category - URL category ID list. type: list

        
        	 id - URL category ID. type: int required: True

        

    	 users - Names of individual users that can authenticate with this policy. type: list

        
        	 name - Names of individual users that can authenticate with this policy. Source user.local.name. type: str required: True

        

    	 utm_status - Enable to add one or more security profiles (AV, IPS, etc.) to the firewall policy. type: str choices: enable, disable

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    	 vlan_cos_fwd - VLAN forward direction user priority: 255 passthrough, 0 lowest, 7 highest. type: int

    	 vlan_cos_rev - VLAN reverse direction user priority: 255 passthrough, 0 lowest, 7 highest. type: int

    	 vlan_filter - Set VLAN filters. type: str

    	 voip_profile - Name of an existing VoIP profile. Source voip.profile.name. type: str

    	 vpntunnel - Policy-based IPsec VPN: name of the IPsec VPN Phase 1. Source vpn.ipsec.phase1.name vpn.ipsec.manualkey.name. type: str

    	 waf_profile - Name of an existing Web application firewall profile. Source waf.profile.name. type: str

    	 wanopt - Enable/disable WAN optimization. type: str choices: enable, disable

    	 wanopt_detection - WAN optimization auto-detection mode. type: str choices: active, passive, False

    	 wanopt_passive_opt - WAN optimization passive mode options. This option decides what IP address will be used to connect server. type: str choices: default, transparent, non-transparent

    	 wanopt_peer - WAN optimization peer. Source wanopt.peer.peer-host-id. type: str

    	 wanopt_profile - WAN optimization profile. Source wanopt.profile.name. type: str

    	 wccp - Enable/disable forwarding traffic matching this policy to a configured WCCP server. type: str choices: enable, disable

    	 webcache - Enable/disable web cache. type: str choices: enable, disable

    	 webcache_https - Enable/disable web cache for HTTPS. type: str choices: disable, enable

    	 webfilter_profile - Name of an existing Web filter profile. Source webfilter.profile.name. type: str

    	 webproxy_forward_server - Webproxy forward server name. Source web-proxy.forward-server.name web-proxy.forward-server-group.name. type: str

    	 webproxy_profile - Webproxy profile name. Source web-proxy.profile.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks


	Adjust object order by moving self after(before) another.


	Only one of [after, before] must be specified when action is moving an object.









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4/IPv6 policies.
    fortios_firewall_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_policy:
        action: "accept"
        anti_replay: "enable"
        app_category:
         -
            id:  "6"
        app_group:
         -
            name: "default_name_8"
        application:
         -
            id:  "10"
        application_list: "<your_own_value> (source application.list.name)"
        auth_cert: "<your_own_value> (source vpn.certificate.local.name)"
        auth_path: "enable"
        auth_redirect_addr: "<your_own_value>"
        auto_asic_offload: "enable"
        av_profile: "<your_own_value> (source antivirus.profile.name)"
        block_notification: "enable"
        captive_portal_exempt: "enable"
        capture_packet: "enable"
        cifs_profile: "<your_own_value> (source cifs.profile.name)"
        comments: "<your_own_value>"
        custom_log_fields:
         -
            field_id: "<your_own_value> (source log.custom-field.id)"
        decrypted_traffic_mirror: "<your_own_value> (source firewall.decrypted-traffic-mirror.name)"
        delay_tcp_npu_session: "enable"
        diffserv_forward: "enable"
        diffserv_reverse: "enable"
        diffservcode_forward: "<your_own_value>"
        diffservcode_rev: "<your_own_value>"
        disclaimer: "enable"
        dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
        dnsfilter_profile: "<your_own_value> (source dnsfilter.profile.name)"
        dsri: "enable"
        dstaddr:
         -
            name: "default_name_35 (source firewall.address.name firewall.addrgrp.name firewall.vip.name firewall.vipgrp.name system.external-resource.name)"
        dstaddr_negate: "enable"
        dstaddr6:
         -
            name: "default_name_38 (source firewall.address6.name firewall.addrgrp6.name firewall.vipgrp6.name firewall.vip6.name system.external-resource
              .name)"
        dstintf:
         -
            name: "default_name_40 (source system.interface.name system.zone.name)"
        email_collect: "enable"
        emailfilter_profile: "<your_own_value> (source emailfilter.profile.name)"
        firewall_session_dirty: "check-all"
        fixedport: "enable"
        fsso_agent_for_ntlm: "<your_own_value> (source user.fsso.name)"
        fsso_groups:
         -
            name: "default_name_47 (source user.adgrp.name)"
        geoip_anycast: "enable"
        geoip_match: "physical-location"
        groups:
         -
            name: "default_name_51 (source user.group.name)"
        http_policy_redirect: "enable"
        icap_profile: "<your_own_value> (source icap.profile.name)"
        identity_based_route: "<your_own_value> (source firewall.identity-based-route.name)"
        inbound: "enable"
        inspection_mode: "proxy"
        internet_service: "enable"
        internet_service_custom:
         -
            name: "default_name_59 (source firewall.internet-service-custom.name)"
        internet_service_custom_group:
         -
            name: "default_name_61 (source firewall.internet-service-custom-group.name)"
        internet_service_group:
         -
            name: "default_name_63 (source firewall.internet-service-group.name)"
        internet_service_name:
         -
            name: "default_name_65 (source firewall.internet-service-name.name)"
        internet_service_negate: "enable"
        internet_service_src: "enable"
        internet_service_src_custom:
         -
            name: "default_name_69 (source firewall.internet-service-custom.name)"
        internet_service_src_custom_group:
         -
            name: "default_name_71 (source firewall.internet-service-custom-group.name)"
        internet_service_src_group:
         -
            name: "default_name_73 (source firewall.internet-service-group.name)"
        internet_service_src_name:
         -
            name: "default_name_75 (source firewall.internet-service-name.name)"
        internet_service_src_negate: "enable"
        ippool: "enable"
        ips_sensor: "<your_own_value> (source ips.sensor.name)"
        logtraffic: "all"
        logtraffic_start: "enable"
        match_vip: "enable"
        match_vip_only: "enable"
        name: "default_name_83"
        nat: "enable"
        natinbound: "enable"
        natip: "<your_own_value>"
        natoutbound: "enable"
        ntlm: "enable"
        ntlm_enabled_browsers:
         -
            user_agent_string: "<your_own_value>"
        ntlm_guest: "enable"
        outbound: "enable"
        per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
        permit_any_host: "enable"
        permit_stun_host: "enable"
        policyid: "96"
        poolname:
         -
            name: "default_name_98 (source firewall.ippool.name)"
        poolname6:
         -
            name: "default_name_100 (source firewall.ippool6.name)"
        profile_group: "<your_own_value> (source firewall.profile-group.name)"
        profile_protocol_options: "<your_own_value> (source firewall.profile-protocol-options.name)"
        profile_type: "single"
        radius_mac_auth_bypass: "enable"
        redirect_url: "<your_own_value>"
        replacemsg_override_group: "<your_own_value> (source system.replacemsg-group.name)"
        reputation_direction: "source"
        reputation_minimum: "108 (source firewall.internet-service-reputation.id)"
        rtp_addr:
         -
            name: "default_name_110 (source firewall.internet-service-custom-group.name firewall.addrgrp.name)"
        rtp_nat: "disable"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        schedule_timeout: "enable"
        send_deny_packet: "disable"
        service:
         -
            name: "default_name_116 (source firewall.service.custom.name firewall.service.group.name)"
        service_negate: "enable"
        session_ttl: "<your_own_value>"
        src_vendor_mac:
         -
            id:  "120 (source firewall.vendor-mac.id)"
        srcaddr:
         -
            name: "default_name_122 (source firewall.address.name firewall.addrgrp.name system.external-resource.name)"
        srcaddr_negate: "enable"
        srcaddr6:
         -
            name: "default_name_125 (source firewall.address6.name firewall.addrgrp6.name system.external-resource.name)"
        srcintf:
         -
            name: "default_name_127 (source system.interface.name system.zone.name)"
        ssh_filter_profile: "<your_own_value> (source ssh-filter.profile.name)"
        ssh_policy_redirect: "enable"
        ssl_ssh_profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"
        status: "enable"
        tcp_mss_receiver: "132"
        tcp_mss_sender: "133"
        tcp_session_without_syn: "all"
        timeout_send_rst: "enable"
        tos: "<your_own_value>"
        tos_mask: "<your_own_value>"
        tos_negate: "enable"
        traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        traffic_shaper_reverse: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        url_category:
         -
            id:  "142"
        users:
         -
            name: "default_name_144 (source user.local.name)"
        utm_status: "enable"
        uuid: "<your_own_value>"
        vlan_cos_fwd: "147"
        vlan_cos_rev: "148"
        vlan_filter: "<your_own_value>"
        voip_profile: "<your_own_value> (source voip.profile.name)"
        vpntunnel: "<your_own_value> (source vpn.ipsec.phase1.name vpn.ipsec.manualkey.name)"
        waf_profile: "<your_own_value> (source waf.profile.name)"
        wanopt: "enable"
        wanopt_detection: "active"
        wanopt_passive_opt: "default"
        wanopt_peer: "<your_own_value> (source wanopt.peer.peer-host-id)"
        wanopt_profile: "<your_own_value> (source wanopt.profile.name)"
        wccp: "enable"
        webcache: "enable"
        webcache_https: "disable"
        webfilter_profile: "<your_own_value> (source webfilter.profile.name)"
        webproxy_forward_server: "<your_own_value> (source web-proxy.forward-server.name web-proxy.forward-server-group.name)"
        webproxy_profile: "<your_own_value> (source web-proxy.profile.name)"

  - name: move firewall.policy
    fortios_firewall_policy:
      vdom:  "root"
      action: "move"
      self: "<mkey of self identifier>"
      after: "<mkey of target identifier>"
     #before: "<mkey of target identifier>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors
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Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and policy46 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_policy46 - Configure IPv4 to IPv6 policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Accept or deny traffic matching the policy. type: str choices: accept, deny

    	 comments - Comment. type: str

    	 dstaddr - Destination address objects. type: list

        
        	 name - Address name. Source firewall.vip46.name firewall.vipgrp46.name. type: str required: True

        

    	 dstintf - Destination interface name. Source system.interface.name system.zone.name. type: str

    	 fixedport - Enable/disable fixed port for this policy. type: str choices: enable, disable

    	 ippool - Enable/disable use of IP Pools for source NAT. type: str choices: enable, disable

    	 logtraffic - Enable/disable traffic logging for this policy. type: str choices: enable, disable

    	 logtraffic_start - Record logs when a session starts and ends. type: str choices: enable, disable

    	 per_ip_shaper - Per IP traffic shaper. Source firewall.shaper.per-ip-shaper.name. type: str

    	 permit_any_host - Enable/disable allowing any host. type: str choices: enable, disable

    	 policyid - Policy ID (0 - 4294967294). type: int required: True

    	 poolname - IP Pool names. type: list

        
        	 name - IP pool name. Source firewall.ippool6.name. type: str required: True

        

    	 schedule - Schedule name. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name. type: str

    	 service - Service name. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr - Source address objects. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 srcintf - Source interface name. Source system.zone.name system.interface.name. type: str

    	 status - Enable/disable this policy. type: str choices: enable, disable

    	 tcp_mss_receiver - TCP Maximum Segment Size value of receiver (0 - 65535) type: int

    	 tcp_mss_sender - TCP Maximum Segment Size value of sender (0 - 65535). type: int

    	 traffic_shaper - Traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 traffic_shaper_reverse - Reverse traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 to IPv6 policies.
    fortios_firewall_policy46:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_policy46:
        action: "accept"
        comments: "<your_own_value>"
        dstaddr:
         -
            name: "default_name_6 (source firewall.vip46.name firewall.vipgrp46.name)"
        dstintf: "<your_own_value> (source system.interface.name system.zone.name)"
        fixedport: "enable"
        ippool: "enable"
        logtraffic: "enable"
        logtraffic_start: "enable"
        per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
        permit_any_host: "enable"
        policyid: "14"
        poolname:
         -
            name: "default_name_16 (source firewall.ippool6.name)"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        service:
         -
            name: "default_name_19 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr:
         -
            name: "default_name_21 (source firewall.address.name firewall.addrgrp.name)"
        srcintf: "<your_own_value> (source system.zone.name system.interface.name)"
        status: "enable"
        tcp_mss_receiver: "24"
        tcp_mss_sender: "25"
        traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        traffic_shaper_reverse: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and policy6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_policy6 - Configure IPv6 policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Policy action (allow/deny/ipsec). type: str choices: accept, deny, ipsec

    	 anti_replay - Enable/disable anti-replay check. type: str choices: enable, disable

    	 app_category - Application category ID list. type: list

        
        	 id - Category IDs. type: int required: True

        

    	 app_group - Application group names. type: list

        
        	 name - Application group names. Source application.group.name. type: str required: True

        

    	 application - Application ID list. type: list

        
        	 id - Application IDs. type: int required: True

        

    	 application_list - Name of an existing Application list. Source application.list.name. type: str

    	 auto_asic_offload - Enable/disable policy traffic ASIC offloading. type: str choices: enable, disable

    	 av_profile - Name of an existing Antivirus profile. Source antivirus.profile.name. type: str

    	 cifs_profile - Name of an existing CIFS profile. Source cifs.profile.name. type: str

    	 comments - Comment. type: str

    	 custom_log_fields - Log field index numbers to append custom log fields to log messages for this policy. type: list

        
        	 field_id - Custom log field. Source log.custom-field.id. type: str

        

    	 decrypted_traffic_mirror - Decrypted traffic mirror. Source firewall.decrypted-traffic-mirror.name. type: str

    	 diffserv_forward - Enable to change packet"s DiffServ values to the specified diffservcode-forward value. type: str choices: enable, disable

    	 diffserv_reverse - Enable to change packet"s reverse (reply) DiffServ values to the specified diffservcode-rev value. type: str choices: enable, disable

    	 diffservcode_forward - Change packet"s DiffServ to this value. type: str

    	 diffservcode_rev - Change packet"s reverse (reply) DiffServ to this value. type: str

    	 dlp_sensor - Name of an existing DLP sensor. Source dlp.sensor.name. type: str

    	 dnsfilter_profile - Name of an existing DNS filter profile. Source dnsfilter.profile.name. type: str

    	 dsri - Enable DSRI to ignore HTTP server responses. type: str choices: enable, disable

    	 dstaddr - Destination address and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name firewall.vip6.name firewall.vipgrp6.name system .external-resource.name. type: str required: True

        

    	 dstaddr_negate - When enabled dstaddr specifies what the destination address must NOT be. type: str choices: enable, disable

    	 dstintf - Outgoing (egress) interface. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 emailfilter_profile - Name of an existing email filter profile. Source emailfilter.profile.name. type: str

    	 firewall_session_dirty - How to handle sessions if the configuration of this firewall policy changes. type: str choices: check-all, check-new

    	 fixedport - Enable to prevent source NAT from changing a session"s source port. type: str choices: enable, disable

    	 fsso_groups - Names of FSSO groups. type: list

        
        	 name - Names of FSSO groups. Source user.adgrp.name. type: str required: True

        

    	 groups - Names of user groups that can authenticate with this policy. type: list

        
        	 name - Group name. Source user.group.name. type: str required: True

        

    	 http_policy_redirect - Redirect HTTP(S) traffic to matching transparent web proxy policy. type: str choices: enable, disable

    	 icap_profile - Name of an existing ICAP profile. Source icap.profile.name. type: str

    	 inbound - Policy-based IPsec VPN: only traffic from the remote network can initiate a VPN. type: str choices: enable, disable

    	 inspection_mode - Policy inspection mode (Flow/proxy). Default is Flow mode. type: str choices: proxy, flow

    	 ippool - Enable to use IP Pools for source NAT. type: str choices: enable, disable

    	 ips_sensor - Name of an existing IPS sensor. Source ips.sensor.name. type: str

    	 logtraffic - Enable or disable logging. Log all sessions or security profile sessions. type: str choices: all, utm, disable

    	 logtraffic_start - Record logs when a session starts. type: str choices: enable, disable

    	 name - Policy name. type: str

    	 nat - Enable/disable source NAT. type: str choices: enable, disable

    	 natinbound - Policy-based IPsec VPN: apply destination NAT to inbound traffic. type: str choices: enable, disable

    	 natoutbound - Policy-based IPsec VPN: apply source NAT to outbound traffic. type: str choices: enable, disable

    	 outbound - Policy-based IPsec VPN: only traffic from the internal network can initiate a VPN. type: str choices: enable, disable

    	 per_ip_shaper - Per-IP traffic shaper. Source firewall.shaper.per-ip-shaper.name. type: str

    	 policyid - Policy ID (0 - 4294967294). type: int required: True

    	 poolname - IP Pool names. type: list

        
        	 name - IP pool name. Source firewall.ippool6.name. type: str required: True

        

    	 profile_group - Name of profile group. Source firewall.profile-group.name. type: str

    	 profile_protocol_options - Name of an existing Protocol options profile. Source firewall.profile-protocol-options.name. type: str

    	 profile_type - Determine whether the firewall policy allows security profile groups or single profiles only. type: str choices: single, group

    	 replacemsg_override_group - Override the default replacement message group for this policy. Source system.replacemsg-group.name. type: str

    	 schedule - Schedule name. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name. type: str

    	 send_deny_packet - Enable/disable return of deny-packet. type: str choices: enable, disable

    	 service - Service and service group names. type: list

        
        	 name - Address name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 service_negate - When enabled service specifies what the service must NOT be. type: str choices: enable, disable

    	 session_ttl - Session TTL in seconds for sessions accepted by this policy. 0 means use the system default session TTL. type: str

    	 srcaddr - Source address and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name system.external-resource.name. type: str required: True

        

    	 srcaddr_negate - When enabled srcaddr specifies what the source address must NOT be. type: str choices: enable, disable

    	 srcintf - Incoming (ingress) interface. type: list

        
        	 name - Interface name. Source system.zone.name system.interface.name. type: str required: True

        

    	 ssh_filter_profile - Name of an existing SSH filter profile. Source ssh-filter.profile.name. type: str

    	 ssh_policy_redirect - Redirect SSH traffic to matching transparent proxy policy. type: str choices: enable, disable

    	 ssl_ssh_profile - Name of an existing SSL SSH profile. Source firewall.ssl-ssh-profile.name. type: str

    	 status - Enable or disable this policy. type: str choices: enable, disable

    	 tcp_mss_receiver - Receiver TCP maximum segment size (MSS). type: int

    	 tcp_mss_sender - Sender TCP maximum segment size (MSS). type: int

    	 tcp_session_without_syn - Enable/disable creation of TCP session without SYN flag. type: str choices: all, data-only, disable

    	 timeout_send_rst - Enable/disable sending RST packets when TCP sessions expire. type: str choices: enable, disable

    	 tos - ToS (Type of Service) value used for comparison. type: str

    	 tos_mask - Non-zero bit positions are used for comparison while zero bit positions are ignored. type: str

    	 tos_negate - Enable negated TOS match. type: str choices: enable, disable

    	 traffic_shaper - Reverse traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 traffic_shaper_reverse - Reverse traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 url_category - URL category ID list. type: list

        
        	 id - URL category ID. type: int required: True

        

    	 users - Names of individual users that can authenticate with this policy. type: list

        
        	 name - Names of individual users that can authenticate with this policy. Source user.local.name. type: str required: True

        

    	 utm_status - Enable AV/web/ips protection profile. type: str choices: enable, disable

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    	 vlan_cos_fwd - VLAN forward direction user priority: 255 passthrough, 0 lowest, 7 highest type: int

    	 vlan_cos_rev - VLAN reverse direction user priority: 255 passthrough, 0 lowest, 7 highest type: int

    	 vlan_filter - Set VLAN filters. type: str

    	 voip_profile - Name of an existing VoIP profile. Source voip.profile.name. type: str

    	 vpntunnel - Policy-based IPsec VPN: name of the IPsec VPN Phase 1. Source vpn.ipsec.phase1.name vpn.ipsec.manualkey.name. type: str

    	 waf_profile - Name of an existing Web application firewall profile. Source waf.profile.name. type: str

    	 webcache - Enable/disable web cache. type: str choices: enable, disable

    	 webcache_https - Enable/disable web cache for HTTPS. type: str choices: disable, enable

    	 webfilter_profile - Name of an existing Web filter profile. Source webfilter.profile.name. type: str

    	 webproxy_forward_server - Web proxy forward server name. Source web-proxy.forward-server.name web-proxy.forward-server-group.name. type: str

    	 webproxy_profile - Webproxy profile name. Source web-proxy.profile.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 policies.
    fortios_firewall_policy6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_policy6:
        action: "accept"
        anti_replay: "enable"
        app_category:
         -
            id:  "6"
        app_group:
         -
            name: "default_name_8 (source application.group.name)"
        application:
         -
            id:  "10"
        application_list: "<your_own_value> (source application.list.name)"
        auto_asic_offload: "enable"
        av_profile: "<your_own_value> (source antivirus.profile.name)"
        cifs_profile: "<your_own_value> (source cifs.profile.name)"
        comments: "<your_own_value>"
        custom_log_fields:
         -
            field_id: "<your_own_value> (source log.custom-field.id)"
        decrypted_traffic_mirror: "<your_own_value> (source firewall.decrypted-traffic-mirror.name)"
        diffserv_forward: "enable"
        diffserv_reverse: "enable"
        diffservcode_forward: "<your_own_value>"
        diffservcode_rev: "<your_own_value>"
        dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
        dnsfilter_profile: "<your_own_value> (source dnsfilter.profile.name)"
        dsri: "enable"
        dstaddr:
         -
            name: "default_name_27 (source firewall.address6.name firewall.addrgrp6.name firewall.vip6.name firewall.vipgrp6.name system.external-resource
              .name)"
        dstaddr_negate: "enable"
        dstintf:
         -
            name: "default_name_30 (source system.interface.name system.zone.name)"
        emailfilter_profile: "<your_own_value> (source emailfilter.profile.name)"
        firewall_session_dirty: "check-all"
        fixedport: "enable"
        fsso_groups:
         -
            name: "default_name_35 (source user.adgrp.name)"
        groups:
         -
            name: "default_name_37 (source user.group.name)"
        http_policy_redirect: "enable"
        icap_profile: "<your_own_value> (source icap.profile.name)"
        inbound: "enable"
        inspection_mode: "proxy"
        ippool: "enable"
        ips_sensor: "<your_own_value> (source ips.sensor.name)"
        logtraffic: "all"
        logtraffic_start: "enable"
        name: "default_name_46"
        nat: "enable"
        natinbound: "enable"
        natoutbound: "enable"
        outbound: "enable"
        per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
        policyid: "52"
        poolname:
         -
            name: "default_name_54 (source firewall.ippool6.name)"
        profile_group: "<your_own_value> (source firewall.profile-group.name)"
        profile_protocol_options: "<your_own_value> (source firewall.profile-protocol-options.name)"
        profile_type: "single"
        replacemsg_override_group: "<your_own_value> (source system.replacemsg-group.name)"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        send_deny_packet: "enable"
        service:
         -
            name: "default_name_62 (source firewall.service.custom.name firewall.service.group.name)"
        service_negate: "enable"
        session_ttl: "<your_own_value>"
        srcaddr:
         -
            name: "default_name_66 (source firewall.address6.name firewall.addrgrp6.name system.external-resource.name)"
        srcaddr_negate: "enable"
        srcintf:
         -
            name: "default_name_69 (source system.zone.name system.interface.name)"
        ssh_filter_profile: "<your_own_value> (source ssh-filter.profile.name)"
        ssh_policy_redirect: "enable"
        ssl_ssh_profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"
        status: "enable"
        tcp_mss_receiver: "74"
        tcp_mss_sender: "75"
        tcp_session_without_syn: "all"
        timeout_send_rst: "enable"
        tos: "<your_own_value>"
        tos_mask: "<your_own_value>"
        tos_negate: "enable"
        traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        traffic_shaper_reverse: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        url_category:
         -
            id:  "84"
        users:
         -
            name: "default_name_86 (source user.local.name)"
        utm_status: "enable"
        uuid: "<your_own_value>"
        vlan_cos_fwd: "89"
        vlan_cos_rev: "90"
        vlan_filter: "<your_own_value>"
        voip_profile: "<your_own_value> (source voip.profile.name)"
        vpntunnel: "<your_own_value> (source vpn.ipsec.phase1.name vpn.ipsec.manualkey.name)"
        waf_profile: "<your_own_value> (source waf.profile.name)"
        webcache: "enable"
        webcache_https: "disable"
        webfilter_profile: "<your_own_value> (source webfilter.profile.name)"
        webproxy_forward_server: "<your_own_value> (source web-proxy.forward-server.name web-proxy.forward-server-group.name)"
        webproxy_profile: "<your_own_value> (source web-proxy.profile.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.
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Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and policy64 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_policy64 - Configure IPv6 to IPv4 policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Policy action. type: str choices: accept, deny

    	 comments - Comment. type: str

    	 dstaddr - Destination address name. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name firewall.vip64.name firewall.vipgrp64.name. type: str required: True

        

    	 dstintf - Destination interface name. Source system.interface.name system.zone.name. type: str

    	 fixedport - Enable/disable policy fixed port. type: str choices: enable, disable

    	 ippool - Enable/disable policy64 IP pool. type: str choices: enable, disable

    	 logtraffic - Enable/disable policy log traffic. type: str choices: enable, disable

    	 logtraffic_start - Record logs when a session starts and ends. type: str choices: enable, disable

    	 per_ip_shaper - Per-IP traffic shaper. Source firewall.shaper.per-ip-shaper.name. type: str

    	 permit_any_host - Enable/disable permit any host in. type: str choices: enable, disable

    	 policyid - Policy ID (0 - 4294967294). type: int required: True

    	 poolname - Policy IP pool names. type: list

        
        	 name - IP pool name. Source firewall.ippool.name. type: str required: True

        

    	 schedule - Schedule name. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name. type: str

    	 service - Service name. type: list

        
        	 name - Address name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr - Source address name. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 srcintf - Source interface name. Source system.zone.name system.interface.name. type: str

    	 status - Enable/disable policy status. type: str choices: enable, disable

    	 tcp_mss_receiver - TCP MSS value of receiver. type: int

    	 tcp_mss_sender - TCP MSS value of sender. type: int

    	 traffic_shaper - Traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 traffic_shaper_reverse - Reverse traffic shaper. Source firewall.shaper.traffic-shaper.name. type: str

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 to IPv4 policies.
    fortios_firewall_policy64:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_policy64:
        action: "accept"
        comments: "<your_own_value>"
        dstaddr:
         -
            name: "default_name_6 (source firewall.address.name firewall.addrgrp.name firewall.vip64.name firewall.vipgrp64.name)"
        dstintf: "<your_own_value> (source system.interface.name system.zone.name)"
        fixedport: "enable"
        ippool: "enable"
        logtraffic: "enable"
        logtraffic_start: "enable"
        per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
        permit_any_host: "enable"
        policyid: "14"
        poolname:
         -
            name: "default_name_16 (source firewall.ippool.name)"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        service:
         -
            name: "default_name_19 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr:
         -
            name: "default_name_21 (source firewall.address6.name firewall.addrgrp6.name)"
        srcintf: "<your_own_value> (source system.zone.name system.interface.name)"
        status: "enable"
        tcp_mss_receiver: "24"
        tcp_mss_sender: "25"
        traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        traffic_shaper_reverse: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_profile_group – Configure profile groups in Fortinet’s FortiOS and FortiGate.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and profile_group category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_profile_group - Configure profile groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 application_list - Name of an existing Application list. Source application.list.name. type: str

    	 av_profile - Name of an existing Antivirus profile. Source antivirus.profile.name. type: str

    	 cifs_profile - Name of an existing CIFS profile. Source cifs.profile.name. type: str

    	 dlp_sensor - Name of an existing DLP sensor. Source dlp.sensor.name. type: str

    	 dnsfilter_profile - Name of an existing DNS filter profile. Source dnsfilter.profile.name. type: str

    	 emailfilter_profile - Name of an existing email filter profile. Source emailfilter.profile.name. type: str

    	 icap_profile - Name of an existing ICAP profile. Source icap.profile.name. type: str

    	 ips_sensor - Name of an existing IPS sensor. Source ips.sensor.name. type: str

    	 name - Profile group name. type: str required: True

    	 profile_protocol_options - Name of an existing Protocol options profile. Source firewall.profile-protocol-options.name. type: str

    	 ssh_filter_profile - Name of an existing SSH filter profile. Source ssh-filter.profile.name. type: str

    	 ssl_ssh_profile - Name of an existing SSL SSH profile. Source firewall.ssl-ssh-profile.name. type: str

    	 voip_profile - Name of an existing VoIP profile. Source voip.profile.name. type: str

    	 waf_profile - Name of an existing Web application firewall profile. Source waf.profile.name. type: str

    	 webfilter_profile - Name of an existing Web filter profile. Source webfilter.profile.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure profile groups.
    fortios_firewall_profile_group:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_profile_group:
        application_list: "<your_own_value> (source application.list.name)"
        av_profile: "<your_own_value> (source antivirus.profile.name)"
        cifs_profile: "<your_own_value> (source cifs.profile.name)"
        dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
        dnsfilter_profile: "<your_own_value> (source dnsfilter.profile.name)"
        emailfilter_profile: "<your_own_value> (source emailfilter.profile.name)"
        icap_profile: "<your_own_value> (source icap.profile.name)"
        ips_sensor: "<your_own_value> (source ips.sensor.name)"
        name: "default_name_11"
        profile_protocol_options: "<your_own_value> (source firewall.profile-protocol-options.name)"
        ssh_filter_profile: "<your_own_value> (source ssh-filter.profile.name)"
        ssl_ssh_profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"
        voip_profile: "<your_own_value> (source voip.profile.name)"
        waf_profile: "<your_own_value> (source waf.profile.name)"
        webfilter_profile: "<your_own_value> (source webfilter.profile.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and profile_protocol_options category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_profile_protocol_options - Configure protocol options. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 cifs - Configure CIFS protocol options. type: dict

        
        	 options - One or more options that can be applied to the session. type: str choices: oversize

        	 oversize_limit - Maximum in-memory file size that can be scanned (1 - 383 MB). type: int

        	 ports - Ports to scan for content (1 - 65535). type: int

        	 scan_bzip2 - Enable/disable scanning of BZip2 compressed files. type: str choices: enable, disable

        	 status - Enable/disable the active status of scanning for this protocol. type: str choices: enable, disable

        	 tcp_window_maximum - Maximum dynamic TCP window size . type: int

        	 tcp_window_minimum - Minimum dynamic TCP window size . type: int

        	 tcp_window_size - Set TCP static window size . type: int

        	 tcp_window_type - Specify type of TCP window to use for this protocol. type: str choices: system, static, dynamic

        	 uncompressed_nest_limit - Maximum nested levels of compression that can be uncompressed and scanned (2 - 100). type: int

        	 uncompressed_oversize_limit - Maximum in-memory uncompressed file size that can be scanned (0 - 383 MB, 0 = unlimited). type: int

        

    	 comment - Optional comments. type: str

    	 dns - Configure DNS protocol options. type: dict

        
        	 ports - Ports to scan for content (1 - 65535). type: int

        	 status - Enable/disable the active status of scanning for this protocol. type: str choices: enable, disable

        

    	 feature_set - Flow/proxy feature set. type: str choices: flow, proxy

    	 ftp - Configure FTP protocol options. type: dict

        
        	 comfort_amount - Amount of data to send in a transmission for client comforting (1 - 65535 bytes). type: int

        	 comfort_interval - Period of time between start, or last transmission, and the next client comfort transmission of data (1 - 900 sec). type: int

        	 inspect_all - Enable/disable the inspection of all ports for the protocol. type: str choices: enable, disable

        	 options - One or more options that can be applied to the session. type: str choices: clientcomfort, oversize, splice, bypass-rest-command, bypass-mode-command

        	 oversize_limit - Maximum in-memory file size that can be scanned (1 - 383 MB). type: int

        	 ports - Ports to scan for content (1 - 65535). type: int

        	 scan_bzip2 - Enable/disable scanning of BZip2 compressed files. type: str choices: enable, disable

        	 ssl_offloaded - SSL decryption and encryption performed by an external device. type: str choices: False, True

        	 status - Enable/disable the active status of scanning for this protocol. type: str choices: enable, disable

        	 uncompressed_nest_limit - Maximum nested levels of compression that can be uncompressed and scanned (2 - 100). type: int

        	 uncompressed_oversize_limit - Maximum in-memory uncompressed file size that can be scanned (0 - 383 MB, 0 = unlimited). type: int

        

    	 http - Configure HTTP protocol options. type: dict

        
        	 block_page_status_code - Code number returned for blocked HTTP pages (non-FortiGuard only) (100 - 599). type: int

        	 comfort_amount - Amount of data to send in a transmission for client comforting (1 - 65535 bytes). type: int

        	 comfort_interval - Period of time between start, or last transmission, and the next client comfort transmission of data (1 - 900 sec). type: int

        	 fortinet_bar - Enable/disable Fortinet bar on HTML content. type: str choices: enable, disable

        	 fortinet_bar_port - Port for use by Fortinet Bar (1 - 65535). type: int

        	 inspect_all - Enable/disable the inspection of all ports for the protocol. type: str choices: enable, disable

        	 options - One or more options that can be applied to the session. type: str choices: clientcomfort, servercomfort, oversize, chunkedbypass

        	 oversize_limit - Maximum in-memory file size that can be scanned (1 - 383 MB). type: int

        	 ports - Ports to scan for content (1 - 65535). type: int

        	 post_lang - ID codes for character sets to be used to convert to UTF-8 for banned words and DLP on HTTP posts (maximum of 5 character sets). type: str choices: jisx0201, jisx0208, jisx0212, gb2312, ksc5601-ex, euc-jp, sjis, iso2022-jp, iso2022-jp-1, iso2022-jp-2, euc-cn, ces-gbk, hz, ces-big5, euc-kr, iso2022-jp-3, iso8859-1, tis620, cp874, cp1252, cp1251

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 range_block - Enable/disable blocking of partial downloads. type: str choices: disable, enable

        	 retry_count - Number of attempts to retry HTTP connection (0 - 100). type: int

        	 scan_bzip2 - Enable/disable scanning of BZip2 compressed files. type: str choices: enable, disable

        	 ssl_offloaded - SSL decryption and encryption performed by an external device. type: str choices: False, True

        	 status - Enable/disable the active status of scanning for this protocol. type: str choices: enable, disable

        	 stream_based_uncompressed_limit - Maximum stream-based uncompressed data size that will be scanned (MB, 0 = unlimited (default).  Stream-based uncompression used only under certain conditions.). type: int

        	 streaming_content_bypass - Enable/disable bypassing of streaming content from buffering. type: str choices: enable, disable

        	 strip_x_forwarded_for - Enable/disable stripping of HTTP X-Forwarded-For header. type: str choices: disable, enable

        	 switching_protocols - Bypass from scanning, or block a connection that attempts to switch protocol. type: str choices: bypass, block

        	 tcp_window_maximum - Maximum dynamic TCP window size . type: int

        	 tcp_window_minimum - Minimum dynamic TCP window size . type: int

        	 tcp_window_size - Set TCP static window size . type: int

        	 tcp_window_type - Specify type of TCP window to use for this protocol. type: str choices: system, static, dynamic

        	 tunnel_non_http - Configure how to process non-HTTP traffic when a profile configured for HTTP traffic accepts a non-HTTP session. Can occur if an application sends non-HTTP traffic using an HTTP destination port. type: str choices: enable, disable

        	 uncompressed_nest_limit - Maximum nested levels of compression that can be uncompressed and scanned (2 - 100). type: int

        	 uncompressed_oversize_limit - Maximum in-memory uncompressed file size that can be scanned (0 - 383 MB, 0 = unlimited). type: int

        	 unknown_http_version - How to handle HTTP sessions that do not comply with HTTP 0.9, 1.0, or 1.1. type: str choices: reject, tunnel, best-effort

        

    	 imap - Configure IMAP protocol options. type: dict

        
        	 inspect_all - Enable/disable the inspection of all ports for the protocol. type: str choices: enable, disable

        	 options - One or more options that can be applied to the session. type: str choices: fragmail, oversize

        	 oversize_limit - Maximum in-memory file size that can be scanned (1 - 383 MB). type: int

        	 ports - Ports to scan for content (1 - 65535). type: int

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 scan_bzip2 - Enable/disable scanning of BZip2 compressed files. type: str choices: enable, disable

        	 ssl_offloaded - SSL decryption and encryption performed by an external device. type: str choices: False, True

        	 status - Enable/disable the active status of scanning for this protocol. type: str choices: enable, disable

        	 uncompressed_nest_limit - Maximum nested levels of compression that can be uncompressed and scanned (2 - 100). type: int

        	 uncompressed_oversize_limit - Maximum in-memory uncompressed file size that can be scanned (0 - 383 MB, 0 = unlimited). type: int

        

    	 mail_signature - Configure Mail signature. type: dict

        
        	 signature - Email signature to be added to outgoing email (if the signature contains spaces, enclose with quotation marks). type: str

        	 status - Enable/disable adding an email signature to SMTP email messages as they pass through the FortiGate. type: str choices: disable, enable

        

    	 mapi - Configure MAPI protocol options. type: dict

        
        	 options - One or more options that can be applied to the session. type: str choices: fragmail, oversize

        	 oversize_limit - Maximum in-memory file size that can be scanned (1 - 383 MB). type: int

        	 ports - Ports to scan for content (1 - 65535). type: int

        	 scan_bzip2 - Enable/disable scanning of BZip2 compressed files. type: str choices: enable, disable

        	 status - Enable/disable the active status of scanning for this protocol. type: str choices: enable, disable

        	 uncompressed_nest_limit - Maximum nested levels of compression that can be uncompressed and scanned (2 - 100). type: int

        	 uncompressed_oversize_limit - Maximum in-memory uncompressed file size that can be scanned (0 - 383 MB, 0 = unlimited). type: int

        

    	 name - Name. type: str required: True

    	 nntp - Configure NNTP protocol options. type: dict

        
        	 inspect_all - Enable/disable the inspection of all ports for the protocol. type: str choices: enable, disable

        	 options - One or more options that can be applied to the session. type: str choices: oversize, splice

        	 oversize_limit - Maximum in-memory file size that can be scanned (1 - 383 MB). type: int

        	 ports - Ports to scan for content (1 - 65535). type: int

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 scan_bzip2 - Enable/disable scanning of BZip2 compressed files. type: str choices: enable, disable

        	 status - Enable/disable the active status of scanning for this protocol. type: str choices: enable, disable

        	 uncompressed_nest_limit - Maximum nested levels of compression that can be uncompressed and scanned (2 - 100). type: int

        	 uncompressed_oversize_limit - Maximum in-memory uncompressed file size that can be scanned (0 - 383 MB, 0 = unlimited). type: int

        

    	 oversize_log - Enable/disable logging for antivirus oversize file blocking. type: str choices: disable, enable

    	 pop3 - Configure POP3 protocol options. type: dict

        
        	 inspect_all - Enable/disable the inspection of all ports for the protocol. type: str choices: enable, disable

        	 options - One or more options that can be applied to the session. type: str choices: fragmail, oversize

        	 oversize_limit - Maximum in-memory file size that can be scanned (1 - 383 MB). type: int

        	 ports - Ports to scan for content (1 - 65535). type: int

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 scan_bzip2 - Enable/disable scanning of BZip2 compressed files. type: str choices: enable, disable

        	 ssl_offloaded - SSL decryption and encryption performed by an external device. type: str choices: False, True

        	 status - Enable/disable the active status of scanning for this protocol. type: str choices: enable, disable

        	 uncompressed_nest_limit - Maximum nested levels of compression that can be uncompressed and scanned (2 - 100). type: int

        	 uncompressed_oversize_limit - Maximum in-memory uncompressed file size that can be scanned (0 - 383 MB, 0 = unlimited). type: int

        

    	 replacemsg_group - Name of the replacement message group to be used Source system.replacemsg-group.name. type: str

    	 rpc_over_http - Enable/disable inspection of RPC over HTTP. type: str choices: enable, disable

    	 smtp - Configure SMTP protocol options. type: dict

        
        	 inspect_all - Enable/disable the inspection of all ports for the protocol. type: str choices: enable, disable

        	 options - One or more options that can be applied to the session. type: str choices: fragmail, oversize, splice

        	 oversize_limit - Maximum in-memory file size that can be scanned (1 - 383 MB). type: int

        	 ports - Ports to scan for content (1 - 65535). type: int

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 scan_bzip2 - Enable/disable scanning of BZip2 compressed files. type: str choices: enable, disable

        	 server_busy - Enable/disable SMTP server busy when server not available. type: str choices: enable, disable

        	 ssl_offloaded - SSL decryption and encryption performed by an external device. type: str choices: False, True

        	 status - Enable/disable the active status of scanning for this protocol. type: str choices: enable, disable

        	 uncompressed_nest_limit - Maximum nested levels of compression that can be uncompressed and scanned (2 - 100). type: int

        	 uncompressed_oversize_limit - Maximum in-memory uncompressed file size that can be scanned (0 - 383 MB, 0 = unlimited). type: int

        

    	 ssh - Configure SFTP and SCP protocol options. type: dict

        
        	 comfort_amount - Amount of data to send in a transmission for client comforting (1 - 65535 bytes). type: int

        	 comfort_interval - Period of time between start, or last transmission, and the next client comfort transmission of data (1 - 900 sec). type: int

        	 options - One or more options that can be applied to the session. type: str choices: oversize, clientcomfort, servercomfort

        	 oversize_limit - Maximum in-memory file size that can be scanned (1 - 383 MB). type: int

        	 scan_bzip2 - Enable/disable scanning of BZip2 compressed files. type: str choices: enable, disable

        	 uncompressed_nest_limit - Maximum nested levels of compression that can be uncompressed and scanned (2 - 100). type: int

        	 uncompressed_oversize_limit - Maximum in-memory uncompressed file size that can be scanned (0 - 383 MB, 0 = unlimited). type: int

        

    	 switching_protocols_log - Enable/disable logging for HTTP/HTTPS switching protocols. type: str choices: disable, enable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure protocol options.
    fortios_firewall_profile_protocol_options:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_profile_protocol_options:
        cifs:
            options: "oversize"
            oversize_limit: "5"
            ports: "6"
            scan_bzip2: "enable"
            status: "enable"
            tcp_window_maximum: "9"
            tcp_window_minimum: "10"
            tcp_window_size: "11"
            tcp_window_type: "system"
            uncompressed_nest_limit: "13"
            uncompressed_oversize_limit: "14"
        comment: "Optional comments."
        dns:
            ports: "17"
            status: "enable"
        feature_set: "flow"
        ftp:
            comfort_amount: "21"
            comfort_interval: "22"
            inspect_all: "enable"
            options: "clientcomfort"
            oversize_limit: "25"
            ports: "26"
            scan_bzip2: "enable"
            ssl_offloaded: "no"
            status: "enable"
            uncompressed_nest_limit: "30"
            uncompressed_oversize_limit: "31"
        http:
            block_page_status_code: "33"
            comfort_amount: "34"
            comfort_interval: "35"
            fortinet_bar: "enable"
            fortinet_bar_port: "37"
            inspect_all: "enable"
            options: "clientcomfort"
            oversize_limit: "40"
            ports: "41"
            post_lang: "jisx0201"
            proxy_after_tcp_handshake: "enable"
            range_block: "disable"
            retry_count: "45"
            scan_bzip2: "enable"
            ssl_offloaded: "no"
            status: "enable"
            stream_based_uncompressed_limit: "49"
            streaming_content_bypass: "enable"
            strip_x_forwarded_for: "disable"
            switching_protocols: "bypass"
            tcp_window_maximum: "53"
            tcp_window_minimum: "54"
            tcp_window_size: "55"
            tcp_window_type: "system"
            tunnel_non_http: "enable"
            uncompressed_nest_limit: "58"
            uncompressed_oversize_limit: "59"
            unknown_http_version: "reject"
        imap:
            inspect_all: "enable"
            options: "fragmail"
            oversize_limit: "64"
            ports: "65"
            proxy_after_tcp_handshake: "enable"
            scan_bzip2: "enable"
            ssl_offloaded: "no"
            status: "enable"
            uncompressed_nest_limit: "70"
            uncompressed_oversize_limit: "71"
        mail_signature:
            signature: "<your_own_value>"
            status: "disable"
        mapi:
            options: "fragmail"
            oversize_limit: "77"
            ports: "78"
            scan_bzip2: "enable"
            status: "enable"
            uncompressed_nest_limit: "81"
            uncompressed_oversize_limit: "82"
        name: "default_name_83"
        nntp:
            inspect_all: "enable"
            options: "oversize"
            oversize_limit: "87"
            ports: "88"
            proxy_after_tcp_handshake: "enable"
            scan_bzip2: "enable"
            status: "enable"
            uncompressed_nest_limit: "92"
            uncompressed_oversize_limit: "93"
        oversize_log: "disable"
        pop3:
            inspect_all: "enable"
            options: "fragmail"
            oversize_limit: "98"
            ports: "99"
            proxy_after_tcp_handshake: "enable"
            scan_bzip2: "enable"
            ssl_offloaded: "no"
            status: "enable"
            uncompressed_nest_limit: "104"
            uncompressed_oversize_limit: "105"
        replacemsg_group: "<your_own_value> (source system.replacemsg-group.name)"
        rpc_over_http: "enable"
        smtp:
            inspect_all: "enable"
            options: "fragmail"
            oversize_limit: "111"
            ports: "112"
            proxy_after_tcp_handshake: "enable"
            scan_bzip2: "enable"
            server_busy: "enable"
            ssl_offloaded: "no"
            status: "enable"
            uncompressed_nest_limit: "118"
            uncompressed_oversize_limit: "119"
        ssh:
            comfort_amount: "121"
            comfort_interval: "122"
            options: "oversize"
            oversize_limit: "124"
            scan_bzip2: "enable"
            uncompressed_nest_limit: "126"
            uncompressed_oversize_limit: "127"
        switching_protocols_log: "disable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_proute – List policy routing in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and proute category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 firewall_proute - List policy routing. type: dict
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fortios_firewall_proxy_address – Configure web proxy address in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and proxy_address category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_proxy_address - Configure web proxy address. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 case_sensitivity - Enable to make the pattern case sensitive. type: str choices: disable, enable

    	 category - FortiGuard category ID. type: list

        
        	 id - Fortiguard category id. type: int required: True

        

    	 color - Integer value to determine the color of the icon in the GUI (1 - 32). type: int

    	 comment - Optional comments. type: str

    	 header - HTTP header name as a regular expression. type: str

    	 header_group - HTTP header group. type: list

        
        	 case_sensitivity - Case sensitivity in pattern. type: str choices: disable, enable

        	 header - HTTP header regular expression. type: str

        	 header_name - HTTP header. type: str

        	 id - ID. type: int required: True

        

    	 header_name - Name of HTTP header. type: str

    	 host - Address object for the host. Source firewall.address.name firewall.addrgrp.name firewall.proxy-address.name. type: str

    	 host_regex - Host name as a regular expression. type: str

    	 method - HTTP request methods to be used. type: str choices: get, post, put, head, connect, trace, options, delete

    	 name - Address name. type: str required: True

    	 path - URL path as a regular expression. type: str

    	 query - Match the query part of the URL as a regular expression. type: str

    	 referrer - Enable/disable use of referrer field in the HTTP header to match the address. type: str choices: enable, disable

    	 tagging - Config object tagging. type: list

        
        	 category - Tag category. Source system.object-tagging.category. type: str

        	 name - Tagging entry name. type: str required: True

        	 tags - Tags. type: list

            
            	 name - Tag name. Source system.object-tagging.tags.name. type: str required: True

            

        

    	 type - Proxy address type. type: str choices: host-regex, url, category, method, ua, header, src-advanced, dst-advanced

    	 ua - Names of browsers to be used as user agent. type: str choices: chrome, ms, firefox, safari, other

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure web proxy address.
    fortios_firewall_proxy_address:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_proxy_address:
        case_sensitivity: "disable"
        category:
         -
            id:  "5"
        color: "6"
        comment: "Optional comments."
        header: "<your_own_value>"
        header_group:
         -
            case_sensitivity: "disable"
            header: "<your_own_value>"
            header_name: "<your_own_value>"
            id:  "13"
        header_name: "<your_own_value>"
        host: "myhostname (source firewall.address.name firewall.addrgrp.name firewall.proxy-address.name)"
        host_regex: "myhostname"
        method: "get"
        name: "default_name_18"
        path: "<your_own_value>"
        query: "<your_own_value>"
        referrer: "enable"
        tagging:
         -
            category: "<your_own_value> (source system.object-tagging.category)"
            name: "default_name_24"
            tags:
             -
                name: "default_name_26 (source system.object-tagging.tags.name)"
        type: "host-regex"
        ua: "chrome"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_proxy_addrgrp – Configure web proxy address group in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and proxy_addrgrp category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_proxy_addrgrp - Configure web proxy address group. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Integer value to determine the color of the icon in the GUI (1 - 32). type: int

    	 comment - Optional comments. type: str

    	 member - Members of address group. type: list

        
        	 name - Address name. Source firewall.proxy-address.name firewall.proxy-addrgrp.name. type: str required: True

        

    	 name - Address group name. type: str required: True

    	 tagging - Config object tagging. type: list

        
        	 category - Tag category. Source system.object-tagging.category. type: str

        	 name - Tagging entry name. type: str required: True

        	 tags - Tags. type: list

            
            	 name - Tag name. Source system.object-tagging.tags.name. type: str required: True

            

        

    	 type - Source or destination address group type. type: str choices: src, dst

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure web proxy address group.
    fortios_firewall_proxy_addrgrp:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_proxy_addrgrp:
        color: "3"
        comment: "Optional comments."
        member:
         -
            name: "default_name_6 (source firewall.proxy-address.name firewall.proxy-addrgrp.name)"
        name: "default_name_7"
        tagging:
         -
            category: "<your_own_value> (source system.object-tagging.category)"
            name: "default_name_10"
            tags:
             -
                name: "default_name_12 (source system.object-tagging.tags.name)"
        type: "src"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_proxy_policy – Configure proxy policies in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and proxy_policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_proxy_policy - Configure proxy policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Accept or deny traffic matching the policy parameters. type: str choices: accept, deny, redirect

    	 application_list - Name of an existing Application list. Source application.list.name. type: str

    	 av_profile - Name of an existing Antivirus profile. Source antivirus.profile.name. type: str

    	 cifs_profile - Name of an existing CIFS profile. Source cifs.profile.name. type: str

    	 comments - Optional comments. type: str

    	 decrypted_traffic_mirror - Decrypted traffic mirror. Source firewall.decrypted-traffic-mirror.name. type: str

    	 disclaimer - Web proxy disclaimer setting: by domain, policy, or user. type: str choices: disable, domain, policy, user

    	 dlp_sensor - Name of an existing DLP sensor. Source dlp.sensor.name. type: str

    	 dstaddr - Destination address objects. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name firewall.proxy-address.name firewall.proxy-addrgrp.name firewall.vip.name firewall.vipgrp.name firewall.vip46.name firewall.vipgrp46.name system.external-resource.name. type: str required: True

        

    	 dstaddr_negate - When enabled, destination addresses match against any address EXCEPT the specified destination addresses. type: str choices: enable, disable

    	 dstaddr6 - IPv6 destination address objects. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name firewall.vip6.name firewall.vipgrp6.name firewall.vip64.name firewall.vipgrp64.name system.external-resource.name. type: str required: True

        

    	 dstintf - Destination interface names. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 emailfilter_profile - Name of an existing email filter profile. Source emailfilter.profile.name. type: str

    	 groups - Names of group objects. type: list

        
        	 name - Group name. Source user.group.name. type: str required: True

        

    	 http_tunnel_auth - Enable/disable HTTP tunnel authentication. type: str choices: enable, disable

    	 icap_profile - Name of an existing ICAP profile. Source icap.profile.name. type: str

    	 internet_service - Enable/disable use of Internet Services for this policy. If enabled, destination address and service are not used. type: str choices: enable, disable

    	 internet_service_custom - Custom Internet Service name. type: list

        
        	 name - Custom Internet Service name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 internet_service_custom_group - Custom Internet Service group name. type: list

        
        	 name - Custom Internet Service group name. Source firewall.internet-service-custom-group.name. type: str required: True

        

    	 internet_service_group - Internet Service group name. type: list

        
        	 name - Internet Service group name. Source firewall.internet-service-group.name. type: str required: True

        

    	 internet_service_name - Internet Service name. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 internet_service_negate - When enabled, Internet Services match against any internet service EXCEPT the selected Internet Service. type: str choices: enable, disable

    	 ips_sensor - Name of an existing IPS sensor. Source ips.sensor.name. type: str

    	 logtraffic - Enable/disable logging traffic through the policy. type: str choices: all, utm, disable

    	 logtraffic_start - Enable/disable policy log traffic start. type: str choices: enable, disable

    	 policyid - Policy ID. type: int required: True

    	 poolname - Name of IP pool object. type: list

        
        	 name - IP pool name. Source firewall.ippool.name. type: str required: True

        

    	 profile_group - Name of profile group. Source firewall.profile-group.name. type: str

    	 profile_protocol_options - Name of an existing Protocol options profile. Source firewall.profile-protocol-options.name. type: str

    	 profile_type - Determine whether the firewall policy allows security profile groups or single profiles only. type: str choices: single, group

    	 proxy - Type of explicit proxy. type: str choices: explicit-web, transparent-web, ftp, ssh, ssh-tunnel, wanopt

    	 redirect_url - Redirect URL for further explicit web proxy processing. type: str

    	 replacemsg_override_group - Authentication replacement message override group. Source system.replacemsg-group.name. type: str

    	 schedule - Name of schedule object. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name. type: str

    	 service - Name of service objects. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 service_negate - When enabled, services match against any service EXCEPT the specified destination services. type: str choices: enable, disable

    	 session_ttl - TTL in seconds for sessions accepted by this policy (0 means use the system ). type: int

    	 srcaddr - Source address objects. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name firewall.proxy-address.name firewall.proxy-addrgrp.name system .external-resource.name. type: str required: True

        

    	 srcaddr_negate - When enabled, source addresses match against any address EXCEPT the specified source addresses. type: str choices: enable, disable

    	 srcaddr6 - IPv6 source address objects. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name system.external-resource.name. type: str required: True

        

    	 srcintf - Source interface names. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 ssh_filter_profile - Name of an existing SSH filter profile. Source ssh-filter.profile.name. type: str

    	 ssh_policy_redirect - Redirect SSH traffic to matching transparent proxy policy. type: str choices: enable, disable

    	 ssl_ssh_profile - Name of an existing SSL SSH profile. Source firewall.ssl-ssh-profile.name. type: str

    	 status - Enable/disable the active status of the policy. type: str choices: enable, disable

    	 transparent - Enable to use the IP address of the client to connect to the server. type: str choices: enable, disable

    	 users - Names of user objects. type: list

        
        	 name - Group name. Source user.local.name. type: str required: True

        

    	 utm_status - Enable the use of UTM profiles/sensors/lists. type: str choices: enable, disable

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    	 waf_profile - Name of an existing Web application firewall profile. Source waf.profile.name. type: str

    	 webcache - Enable/disable web caching. type: str choices: enable, disable

    	 webcache_https - Enable/disable web caching for HTTPS (Requires deep-inspection enabled in ssl-ssh-profile). type: str choices: disable, enable

    	 webfilter_profile - Name of an existing Web filter profile. Source webfilter.profile.name. type: str

    	 webproxy_forward_server - Web proxy forward server name. Source web-proxy.forward-server.name web-proxy.forward-server-group.name. type: str

    	 webproxy_profile - Name of web proxy profile. Source web-proxy.profile.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure proxy policies.
    fortios_firewall_proxy_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_proxy_policy:
        action: "accept"
        application_list: "<your_own_value> (source application.list.name)"
        av_profile: "<your_own_value> (source antivirus.profile.name)"
        cifs_profile: "<your_own_value> (source cifs.profile.name)"
        comments: "<your_own_value>"
        decrypted_traffic_mirror: "<your_own_value> (source firewall.decrypted-traffic-mirror.name)"
        disclaimer: "disable"
        dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
        dstaddr:
         -
            name: "default_name_12 (source firewall.address.name firewall.addrgrp.name firewall.proxy-address.name firewall.proxy-addrgrp.name firewall.vip
              .name firewall.vipgrp.name firewall.vip46.name firewall.vipgrp46.name system.external-resource.name)"
        dstaddr_negate: "enable"
        dstaddr6:
         -
            name: "default_name_15 (source firewall.address6.name firewall.addrgrp6.name firewall.vip6.name firewall.vipgrp6.name firewall.vip64.name firewall
              .vipgrp64.name system.external-resource.name)"
        dstintf:
         -
            name: "default_name_17 (source system.interface.name system.zone.name)"
        emailfilter_profile: "<your_own_value> (source emailfilter.profile.name)"
        groups:
         -
            name: "default_name_20 (source user.group.name)"
        http_tunnel_auth: "enable"
        icap_profile: "<your_own_value> (source icap.profile.name)"
        internet_service: "enable"
        internet_service_custom:
         -
            name: "default_name_25 (source firewall.internet-service-custom.name)"
        internet_service_custom_group:
         -
            name: "default_name_27 (source firewall.internet-service-custom-group.name)"
        internet_service_group:
         -
            name: "default_name_29 (source firewall.internet-service-group.name)"
        internet_service_name:
         -
            name: "default_name_31 (source firewall.internet-service-name.name)"
        internet_service_negate: "enable"
        ips_sensor: "<your_own_value> (source ips.sensor.name)"
        logtraffic: "all"
        logtraffic_start: "enable"
        policyid: "36"
        poolname:
         -
            name: "default_name_38 (source firewall.ippool.name)"
        profile_group: "<your_own_value> (source firewall.profile-group.name)"
        profile_protocol_options: "<your_own_value> (source firewall.profile-protocol-options.name)"
        profile_type: "single"
        proxy: "explicit-web"
        redirect_url: "<your_own_value>"
        replacemsg_override_group: "<your_own_value> (source system.replacemsg-group.name)"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        service:
         -
            name: "default_name_47 (source firewall.service.custom.name firewall.service.group.name)"
        service_negate: "enable"
        session_ttl: "49"
        srcaddr:
         -
            name: "default_name_51 (source firewall.address.name firewall.addrgrp.name firewall.proxy-address.name firewall.proxy-addrgrp.name system
              .external-resource.name)"
        srcaddr_negate: "enable"
        srcaddr6:
         -
            name: "default_name_54 (source firewall.address6.name firewall.addrgrp6.name system.external-resource.name)"
        srcintf:
         -
            name: "default_name_56 (source system.interface.name system.zone.name)"
        ssh_filter_profile: "<your_own_value> (source ssh-filter.profile.name)"
        ssh_policy_redirect: "enable"
        ssl_ssh_profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"
        status: "enable"
        transparent: "enable"
        users:
         -
            name: "default_name_63 (source user.local.name)"
        utm_status: "enable"
        uuid: "<your_own_value>"
        waf_profile: "<your_own_value> (source waf.profile.name)"
        webcache: "enable"
        webcache_https: "disable"
        webfilter_profile: "<your_own_value> (source webfilter.profile.name)"
        webproxy_forward_server: "<your_own_value> (source web-proxy.forward-server.name web-proxy.forward-server-group.name)"
        webproxy_profile: "<your_own_value> (source web-proxy.profile.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_region – Define region table in Fortinet’s FortiOS and FortiGate.


New in version 2.10.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and region category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_region - Define region table. type: dict

    
    	 city - City ID list. type: list

        
        	 id - City ID. type: int required: True

        

    	 id - Region ID. type: int required: True

    	 name - Region name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Define region table.
    fortios_firewall_region:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_region:
        city:
         -
            id:  "4"
        id:  "5"
        name: "default_name_6"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_schedule_group – Schedule group configuration in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_schedule feature and group category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_schedule_group - Schedule group configuration. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Color of icon on the GUI. type: int

    	 member - Schedules added to the schedule group. type: list

        
        	 name - Schedule name. Source firewall.schedule.onetime.name firewall.schedule.recurring.name. type: str required: True

        

    	 name - Schedule group name. type: str required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Schedule group configuration.
    fortios_firewall_schedule_group:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_schedule_group:
        color: "3"
        member:
         -
            name: "default_name_5 (source firewall.schedule.onetime.name firewall.schedule.recurring.name)"
        name: "default_name_6"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_schedule_onetime – Onetime schedule configuration in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_schedule feature and onetime category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_schedule_onetime - Onetime schedule configuration. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Color of icon on the GUI. type: int

    	 end - Schedule end date and time, format hh:mm yyyy/mm/dd. type: str

    	 expiration_days - Write an event log message this many days before the schedule expires. type: int

    	 name - Onetime schedule name. type: str required: True

    	 start - Schedule start date and time, format hh:mm yyyy/mm/dd. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Onetime schedule configuration.
    fortios_firewall_schedule_onetime:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_schedule_onetime:
        color: "3"
        end: "<your_own_value>"
        expiration_days: "5"
        name: "default_name_6"
        start: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_schedule_recurring – Recurring schedule configuration in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_schedule feature and recurring category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_schedule_recurring - Recurring schedule configuration. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Color of icon on the GUI. type: int

    	 day - One or more days of the week on which the schedule is valid. Separate the names of the days with a space. type: list choices: sunday, monday, tuesday, wednesday, thursday, friday, saturday, none

    	 end - Time of day to end the schedule, format hh:mm. type: str

    	 name - Recurring schedule name. type: str required: True

    	 start - Time of day to start the schedule, format hh:mm. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Recurring schedule configuration.
    fortios_firewall_schedule_recurring:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_schedule_recurring:
        color: "3"
        day: "sunday"
        end: "<your_own_value>"
        name: "default_name_6"
        start: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_security_policy – Configure NGFW IPv4/IPv6 application policies in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and security_policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_security_policy - Configure NGFW IPv4/IPv6 application policies. type: dict

    
    	 action - Policy action (accept/deny). type: str choices: accept, deny

    	 app_category - Application category ID list. type: list

        
        	 id - Category IDs. type: int required: True

        

    	 app_group - Application group names. type: list

        
        	 name - Application group names. Source application.group.name. type: str required: True

        

    	 application - Application ID list. type: list

        
        	 id - Application IDs. type: int required: True

        

    	 application_list - Name of an existing Application list. Source application.list.name. type: str

    	 av_profile - Name of an existing Antivirus profile. Source antivirus.profile.name. type: str

    	 cifs_profile - Name of an existing CIFS profile. Source cifs.profile.name. type: str

    	 comments - Comment. type: str

    	 dlp_sensor - Name of an existing DLP sensor. Source dlp.sensor.name. type: str

    	 dnsfilter_profile - Name of an existing DNS filter profile. Source dnsfilter.profile.name. type: str

    	 dstaddr - Destination IPv4 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name firewall.vip.name firewall.vipgrp.name system.external-resource .name. type: str required: True

        

    	 dstaddr6 - Destination IPv6 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name firewall.vip6.name firewall.vipgrp6.name system .external-resource.name. type: str required: True

        

    	 dstintf - Outgoing (egress) interface. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 emailfilter_profile - Name of an existing email filter profile. Source emailfilter.profile.name. type: str

    	 enforce_default_app_port - Enable/disable default application port enforcement for allowed applications. type: str choices: enable, disable

    	 fsso_groups - Names of FSSO groups. type: list

        
        	 name - Names of FSSO groups. Source user.adgrp.name. type: str required: True

        

    	 groups - Names of user groups that can authenticate with this policy. type: list

        
        	 name - User group name. Source user.group.name. type: str required: True

        

    	 icap_profile - Name of an existing ICAP profile. Source icap.profile.name. type: str

    	 internet_service - Enable/disable use of Internet Services for this policy. If enabled, destination address and service are not used. type: str choices: enable, disable

    	 internet_service_custom - Custom Internet Service name. type: list

        
        	 name - Custom Internet Service name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 internet_service_custom_group - Custom Internet Service group name. type: list

        
        	 name - Custom Internet Service group name. Source firewall.internet-service-custom-group.name. type: str required: True

        

    	 internet_service_group - Internet Service group name. type: list

        
        	 name - Internet Service group name. Source firewall.internet-service-group.name. type: str required: True

        

    	 internet_service_name - Internet Service name. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 internet_service_negate - When enabled internet-service specifies what the service must NOT be. type: str choices: enable, disable

    	 internet_service_src - Enable/disable use of Internet Services in source for this policy. If enabled, source address is not used. type: str choices: enable, disable

    	 internet_service_src_custom - Custom Internet Service source name. type: list

        
        	 name - Custom Internet Service name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 internet_service_src_custom_group - Custom Internet Service source group name. type: list

        
        	 name - Custom Internet Service group name. Source firewall.internet-service-custom-group.name. type: str required: True

        

    	 internet_service_src_group - Internet Service source group name. type: list

        
        	 name - Internet Service group name. Source firewall.internet-service-group.name. type: str required: True

        

    	 internet_service_src_name - Internet Service source name. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 internet_service_src_negate - When enabled internet-service-src specifies what the service must NOT be. type: str choices: enable, disable

    	 ips_sensor - Name of an existing IPS sensor. Source ips.sensor.name. type: str

    	 logtraffic - Enable or disable logging. Log all sessions or security profile sessions. type: str choices: all, utm, disable

    	 name - Policy name. type: str

    	 policyid - Policy ID. type: int required: True

    	 profile_group - Name of profile group. Source firewall.profile-group.name. type: str

    	 profile_protocol_options - Name of an existing Protocol options profile. Source firewall.profile-protocol-options.name. type: str

    	 profile_type - Determine whether the firewall policy allows security profile groups or single profiles only. type: str choices: single, group

    	 schedule - Schedule name. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name. type: str

    	 send_deny_packet - Enable to send a reply when a session is denied or blocked by a firewall policy. type: str choices: disable, enable

    	 service - Service and service group names. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 service_negate - When enabled service specifies what the service must NOT be. type: str choices: enable, disable

    	 srcaddr - Source IPv4 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name system.external-resource.name. type: str required: True

        

    	 srcaddr6 - Source IPv6 address name and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name system.external-resource.name. type: str required: True

        

    	 srcintf - Incoming (ingress) interface. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 ssh_filter_profile - Name of an existing SSH filter profile. Source ssh-filter.profile.name. type: str

    	 ssl_ssh_profile - Name of an existing SSL SSH profile. Source firewall.ssl-ssh-profile.name. type: str

    	 status - Enable or disable this policy. type: str choices: enable, disable

    	 url_category - URL category ID list. type: list

        
        	 id - URL category ID. type: int required: True

        

    	 users - Names of individual users that can authenticate with this policy. type: list

        
        	 name - User name. Source user.local.name. type: str required: True

        

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    	 voip_profile - Name of an existing VoIP profile. Source voip.profile.name. type: str

    	 webfilter_profile - Name of an existing Web filter profile. Source webfilter.profile.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure NGFW IPv4/IPv6 application policies.
    fortios_firewall_security_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_security_policy:
        action: "accept"
        app_category:
         -
            id:  "5"
        app_group:
         -
            name: "default_name_7 (source application.group.name)"
        application:
         -
            id:  "9"
        application_list: "<your_own_value> (source application.list.name)"
        av_profile: "<your_own_value> (source antivirus.profile.name)"
        cifs_profile: "<your_own_value> (source cifs.profile.name)"
        comments: "<your_own_value>"
        dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
        dnsfilter_profile: "<your_own_value> (source dnsfilter.profile.name)"
        dstaddr:
         -
            name: "default_name_17 (source firewall.address.name firewall.addrgrp.name firewall.vip.name firewall.vipgrp.name system.external-resource.name)"
        dstaddr6:
         -
            name: "default_name_19 (source firewall.address6.name firewall.addrgrp6.name firewall.vip6.name firewall.vipgrp6.name system.external-resource
              .name)"
        dstintf:
         -
            name: "default_name_21 (source system.interface.name system.zone.name)"
        emailfilter_profile: "<your_own_value> (source emailfilter.profile.name)"
        enforce_default_app_port: "enable"
        fsso_groups:
         -
            name: "default_name_25 (source user.adgrp.name)"
        groups:
         -
            name: "default_name_27 (source user.group.name)"
        icap_profile: "<your_own_value> (source icap.profile.name)"
        internet_service: "enable"
        internet_service_custom:
         -
            name: "default_name_31 (source firewall.internet-service-custom.name)"
        internet_service_custom_group:
         -
            name: "default_name_33 (source firewall.internet-service-custom-group.name)"
        internet_service_group:
         -
            name: "default_name_35 (source firewall.internet-service-group.name)"
        internet_service_name:
         -
            name: "default_name_37 (source firewall.internet-service-name.name)"
        internet_service_negate: "enable"
        internet_service_src: "enable"
        internet_service_src_custom:
         -
            name: "default_name_41 (source firewall.internet-service-custom.name)"
        internet_service_src_custom_group:
         -
            name: "default_name_43 (source firewall.internet-service-custom-group.name)"
        internet_service_src_group:
         -
            name: "default_name_45 (source firewall.internet-service-group.name)"
        internet_service_src_name:
         -
            name: "default_name_47 (source firewall.internet-service-name.name)"
        internet_service_src_negate: "enable"
        ips_sensor: "<your_own_value> (source ips.sensor.name)"
        logtraffic: "all"
        name: "default_name_51"
        policyid: "52"
        profile_group: "<your_own_value> (source firewall.profile-group.name)"
        profile_protocol_options: "<your_own_value> (source firewall.profile-protocol-options.name)"
        profile_type: "single"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        send_deny_packet: "disable"
        service:
         -
            name: "default_name_59 (source firewall.service.custom.name firewall.service.group.name)"
        service_negate: "enable"
        srcaddr:
         -
            name: "default_name_62 (source firewall.address.name firewall.addrgrp.name system.external-resource.name)"
        srcaddr6:
         -
            name: "default_name_64 (source firewall.address6.name firewall.addrgrp6.name system.external-resource.name)"
        srcintf:
         -
            name: "default_name_66 (source system.interface.name system.zone.name)"
        ssh_filter_profile: "<your_own_value> (source ssh-filter.profile.name)"
        ssl_ssh_profile: "<your_own_value> (source firewall.ssl-ssh-profile.name)"
        status: "enable"
        url_category:
         -
            id:  "71"
        users:
         -
            name: "default_name_73 (source user.local.name)"
        uuid: "<your_own_value>"
        voip_profile: "<your_own_value> (source voip.profile.name)"
        webfilter_profile: "<your_own_value> (source webfilter.profile.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_service_category – Configure service categories in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_service feature and category category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_service_category - Configure service categories. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comment - Comment. type: str

    	 name - Service category name. type: str required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure service categories.
    fortios_firewall_service_category:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_service_category:
        comment: "Comment."
        name: "default_name_4"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_service_custom – Configure custom services in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_service feature and custom category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_service_custom - Configure custom services. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 app_category - Application category ID. type: list

        
        	 id - Application category id. type: int required: True

        

    	 app_service_type - Application service type. type: str choices: disable, app-id, app-category

    	 application - Application ID. type: list

        
        	 id - Application id. type: int required: True

        

    	 category - Service category. Source firewall.service.category.name. type: str

    	 check_reset_range - Configure the type of ICMP error message verification. type: str choices: disable, strict, default

    	 color - Color of icon on the GUI. type: int

    	 comment - Comment. type: str

    	 fqdn - Fully qualified domain name. type: str

    	 helper - Helper name. type: str choices: auto, disable, ftp, tftp, ras, h323, tns, mms, sip, pptp, rtsp, dns-udp, dns-tcp, pmap, rsh, dcerpc, mgcp, gtp-c, gtp-u, gtp-b

    	 icmpcode - ICMP code. type: int

    	 icmptype - ICMP type. type: int

    	 iprange - Start and end of the IP range associated with service. type: str

    	 name - Custom service name. type: str required: True

    	 protocol - Protocol type based on IANA numbers. type: str choices: TCP/UDP/SCTP, ICMP, ICMP6, IP, HTTP, FTP, CONNECT, SOCKS-TCP, SOCKS-UDP, ALL

    	 protocol_number - IP protocol number. type: int

    	 proxy - Enable/disable web proxy service. type: str choices: enable, disable

    	 sctp_portrange - Multiple SCTP port ranges. type: str

    	 session_ttl - Session TTL (300 - 2764800, 0 = default). type: str

    	 tcp_halfclose_timer - Wait time to close a TCP session waiting for an unanswered FIN packet (1 - 86400 sec, 0 = default). type: int

    	 tcp_halfopen_timer - Wait time to close a TCP session waiting for an unanswered open session packet (1 - 86400 sec, 0 = default). type: int

    	 tcp_portrange - Multiple TCP port ranges. type: str

    	 tcp_timewait_timer - Set the length of the TCP TIME-WAIT state in seconds (1 - 300 sec, 0 = default). type: int

    	 udp_idle_timer - UDP half close timeout (0 - 86400 sec, 0 = default). type: int

    	 udp_portrange - Multiple UDP port ranges. type: str

    	 visibility - Enable/disable the visibility of the service on the GUI. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure custom services.
    fortios_firewall_service_custom:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_service_custom:
        app_category:
         -
            id:  "4"
        app_service_type: "disable"
        application:
         -
            id:  "7"
        category: "<your_own_value> (source firewall.service.category.name)"
        check_reset_range: "disable"
        color: "10"
        comment: "Comment."
        fqdn: "<your_own_value>"
        helper: "auto"
        icmpcode: "14"
        icmptype: "15"
        iprange: "<your_own_value>"
        name: "default_name_17"
        protocol: "TCP/UDP/SCTP"
        protocol_number: "19"
        proxy: "enable"
        sctp_portrange: "<your_own_value>"
        session_ttl: "<your_own_value>"
        tcp_halfclose_timer: "23"
        tcp_halfopen_timer: "24"
        tcp_portrange: "<your_own_value>"
        tcp_timewait_timer: "26"
        udp_idle_timer: "27"
        udp_portrange: "<your_own_value>"
        visibility: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_service_group – Configure service groups in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_service feature and group category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_service_group - Configure service groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Color of icon on the GUI. type: int

    	 comment - Comment. type: str

    	 member - Service objects contained within the group. type: list

        
        	 name - Address name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 name - Address group name. type: str required: True

    	 proxy - Enable/disable web proxy service group. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure service groups.
    fortios_firewall_service_group:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_service_group:
        color: "3"
        comment: "Comment."
        member:
         -
            name: "default_name_6 (source firewall.service.custom.name firewall.service.group.name)"
        name: "default_name_7"
        proxy: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_shaper feature and per_ip_shaper category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_shaper_per_ip_shaper - Configure per-IP traffic shaper. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 bandwidth_unit - Unit of measurement for maximum bandwidth for this shaper (Kbps, Mbps or Gbps). type: str choices: kbps, mbps, gbps

    	 diffserv_forward - Enable/disable changing the Forward (original) DiffServ setting applied to traffic accepted by this shaper. type: str choices: enable, disable

    	 diffserv_reverse - Enable/disable changing the Reverse (reply) DiffServ setting applied to traffic accepted by this shaper. type: str choices: enable, disable

    	 diffservcode_forward - Forward (original) DiffServ setting to be applied to traffic accepted by this shaper. type: str

    	 diffservcode_rev - Reverse (reply) DiffServ setting to be applied to traffic accepted by this shaper. type: str

    	 max_bandwidth - Upper bandwidth limit enforced by this shaper (0 - 16776000). 0 means no limit. Units depend on the bandwidth-unit setting. type: int

    	 max_concurrent_session - Maximum number of concurrent sessions allowed by this shaper (0 - 2097000). 0 means no limit. type: int

    	 name - Traffic shaper name. type: str required: True

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure per-IP traffic shaper.
    fortios_firewall_shaper_per_ip_shaper:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_shaper_per_ip_shaper:
        bandwidth_unit: "kbps"
        diffserv_forward: "enable"
        diffserv_reverse: "enable"
        diffservcode_forward: "<your_own_value>"
        diffservcode_rev: "<your_own_value>"
        max_bandwidth: "8"
        max_concurrent_session: "9"
        name: "default_name_10"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_shaper feature and traffic_shaper category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_shaper_traffic_shaper - Configure shared traffic shaper. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 bandwidth_unit - Unit of measurement for guaranteed and maximum bandwidth for this shaper (Kbps, Mbps or Gbps). type: str choices: kbps, mbps, gbps

    	 diffserv - Enable/disable changing the DiffServ setting applied to traffic accepted by this shaper. type: str choices: enable, disable

    	 diffservcode - DiffServ setting to be applied to traffic accepted by this shaper. type: str

    	 dscp_marking_method - Select DSCP marking method. type: str choices: multi-stage, static

    	 exceed_bandwidth - Exceed bandwidth used for DSCP multi-stage marking. Units depend on the bandwidth-unit setting. type: int

    	 exceed_class_id - Class ID for traffic in [guaranteed-bandwidth, maximum-bandwidth]. Source firewall.traffic-class.class-id. type: int

    	 exceed_dscp - DSCP mark for traffic in [guaranteed-bandwidth, exceed-bandwidth]. type: str

    	 guaranteed_bandwidth - Amount of bandwidth guaranteed for this shaper (0 - 16776000). Units depend on the bandwidth-unit setting. type: int

    	 maximum_bandwidth - Upper bandwidth limit enforced by this shaper (0 - 16776000). 0 means no limit. Units depend on the bandwidth-unit setting. type: int

    	 maximum_dscp - DSCP mark for traffic in [exceed-bandwidth, maximum-bandwidth]. type: str

    	 name - Traffic shaper name. type: str required: True

    	 overhead - Per-packet size overhead used in rate computations. type: int

    	 per_policy - Enable/disable applying a separate shaper for each policy. For example, if enabled the guaranteed bandwidth is applied separately for each policy. type: str choices: disable, enable

    	 priority - Higher priority traffic is more likely to be forwarded without delays and without compromising the guaranteed bandwidth. type: str choices: low, medium, high

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure shared traffic shaper.
    fortios_firewall_shaper_traffic_shaper:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_shaper_traffic_shaper:
        bandwidth_unit: "kbps"
        diffserv: "enable"
        diffservcode: "<your_own_value>"
        dscp_marking_method: "multi-stage"
        exceed_bandwidth: "7"
        exceed_class_id: "8 (source firewall.traffic-class.class-id)"
        exceed_dscp: "<your_own_value>"
        guaranteed_bandwidth: "10"
        maximum_bandwidth: "11"
        maximum_dscp: "<your_own_value>"
        name: "default_name_13"
        overhead: "14"
        per_policy: "disable"
        priority: "low"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and shaping_policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_shaping_policy - Configure shaping policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 app_category - IDs of one or more application categories that this shaper applies application control traffic shaping to. type: list

        
        	 id - Category IDs. type: int required: True

        

    	 app_group - One or more application group names. type: list

        
        	 name - Application group name. Source application.group.name. type: str required: True

        

    	 application - IDs of one or more applications that this shaper applies application control traffic shaping to. type: list

        
        	 id - Application IDs. type: int required: True

        

    	 class_id - Traffic class ID. Source firewall.traffic-class.class-id. type: int

    	 comment - Comments. type: str

    	 diffserv_forward - Enable to change packet"s DiffServ values to the specified diffservcode-forward value. type: str choices: enable, disable

    	 diffserv_reverse - Enable to change packet"s reverse (reply) DiffServ values to the specified diffservcode-rev value. type: str choices: enable, disable

    	 diffservcode_forward - Change packet"s DiffServ to this value. type: str

    	 diffservcode_rev - Change packet"s reverse (reply) DiffServ to this value. type: str

    	 dstaddr - IPv4 destination address and address group names. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 dstaddr6 - IPv6 destination address and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 dstintf - One or more outgoing (egress) interfaces. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 groups - Apply this traffic shaping policy to user groups that have authenticated with the FortiGate. type: list

        
        	 name - Group name. Source user.group.name. type: str required: True

        

    	 id - Shaping policy ID (0 - 4294967295). type: int required: True

    	 internet_service - Enable/disable use of Internet Services for this policy. If enabled, destination address and service are not used. type: str choices: enable, disable

    	 internet_service_custom - Custom Internet Service name. type: list

        
        	 name - Custom Internet Service name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 internet_service_custom_group - Custom Internet Service group name. type: list

        
        	 name - Custom Internet Service group name. Source firewall.internet-service-custom-group.name. type: str required: True

        

    	 internet_service_group - Internet Service group name. type: list

        
        	 name - Internet Service group name. Source firewall.internet-service-group.name. type: str required: True

        

    	 internet_service_name - Internet Service ID. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 internet_service_src - Enable/disable use of Internet Services in source for this policy. If enabled, source address is not used. type: str choices: enable, disable

    	 internet_service_src_custom - Custom Internet Service source name. type: list

        
        	 name - Custom Internet Service name. Source firewall.internet-service-custom.name. type: str required: True

        

    	 internet_service_src_custom_group - Custom Internet Service source group name. type: list

        
        	 name - Custom Internet Service group name. Source firewall.internet-service-custom-group.name. type: str required: True

        

    	 internet_service_src_group - Internet Service source group name. type: list

        
        	 name - Internet Service group name. Source firewall.internet-service-group.name. type: str required: True

        

    	 internet_service_src_name - Internet Service source name. type: list

        
        	 name - Internet Service name. Source firewall.internet-service-name.name. type: str required: True

        

    	 ip_version - Apply this traffic shaping policy to IPv4 or IPv6 traffic. type: str choices: 4, 6

    	 name - Shaping policy name. type: str

    	 per_ip_shaper - Per-IP traffic shaper to apply with this policy. Source firewall.shaper.per-ip-shaper.name. type: str

    	 schedule - Schedule name. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name. type: str

    	 service - Service and service group names. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr - IPv4 source address and address group names. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 srcaddr6 - IPv6 source address and address group names. type: list

        
        	 name - Address name. Source firewall.address6.name firewall.addrgrp6.name. type: str required: True

        

    	 srcintf - One or more incoming (ingress) interfaces. type: list

        
        	 name - Interface name. Source system.interface.name system.zone.name. type: str required: True

        

    	 status - Enable/disable this traffic shaping policy. type: str choices: enable, disable

    	 tos - ToS (Type of Service) value used for comparison. type: str

    	 tos_mask - Non-zero bit positions are used for comparison while zero bit positions are ignored. type: str

    	 tos_negate - Enable negated TOS match. type: str choices: enable, disable

    	 traffic_shaper - Traffic shaper to apply to traffic forwarded by the firewall policy. Source firewall.shaper.traffic-shaper.name. type: str

    	 traffic_shaper_reverse - Traffic shaper to apply to response traffic received by the firewall policy. Source firewall.shaper.traffic-shaper.name. type: str

    	 url_category - IDs of one or more FortiGuard Web Filtering categories that this shaper applies traffic shaping to. type: list

        
        	 id - URL category ID. type: int required: True

        

    	 users - Apply this traffic shaping policy to individual users that have authenticated with the FortiGate. type: list

        
        	 name - User name. Source user.local.name. type: str required: True

        

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure shaping policies.
    fortios_firewall_shaping_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_shaping_policy:
        app_category:
         -
            id:  "4"
        app_group:
         -
            name: "default_name_6 (source application.group.name)"
        application:
         -
            id:  "8"
        class_id: "9 (source firewall.traffic-class.class-id)"
        comment: "Comments."
        diffserv_forward: "enable"
        diffserv_reverse: "enable"
        diffservcode_forward: "<your_own_value>"
        diffservcode_rev: "<your_own_value>"
        dstaddr:
         -
            name: "default_name_16 (source firewall.address.name firewall.addrgrp.name)"
        dstaddr6:
         -
            name: "default_name_18 (source firewall.address6.name firewall.addrgrp6.name)"
        dstintf:
         -
            name: "default_name_20 (source system.interface.name system.zone.name)"
        groups:
         -
            name: "default_name_22 (source user.group.name)"
        id:  "23"
        internet_service: "enable"
        internet_service_custom:
         -
            name: "default_name_26 (source firewall.internet-service-custom.name)"
        internet_service_custom_group:
         -
            name: "default_name_28 (source firewall.internet-service-custom-group.name)"
        internet_service_group:
         -
            name: "default_name_30 (source firewall.internet-service-group.name)"
        internet_service_name:
         -
            name: "default_name_32 (source firewall.internet-service-name.name)"
        internet_service_src: "enable"
        internet_service_src_custom:
         -
            name: "default_name_35 (source firewall.internet-service-custom.name)"
        internet_service_src_custom_group:
         -
            name: "default_name_37 (source firewall.internet-service-custom-group.name)"
        internet_service_src_group:
         -
            name: "default_name_39 (source firewall.internet-service-group.name)"
        internet_service_src_name:
         -
            name: "default_name_41 (source firewall.internet-service-name.name)"
        ip_version: "4"
        name: "default_name_43"
        per_ip_shaper: "<your_own_value> (source firewall.shaper.per-ip-shaper.name)"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        service:
         -
            name: "default_name_47 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr:
         -
            name: "default_name_49 (source firewall.address.name firewall.addrgrp.name)"
        srcaddr6:
         -
            name: "default_name_51 (source firewall.address6.name firewall.addrgrp6.name)"
        srcintf:
         -
            name: "default_name_53 (source system.interface.name system.zone.name)"
        status: "enable"
        tos: "<your_own_value>"
        tos_mask: "<your_own_value>"
        tos_negate: "enable"
        traffic_shaper: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        traffic_shaper_reverse: "<your_own_value> (source firewall.shaper.traffic-shaper.name)"
        url_category:
         -
            id:  "61"
        users:
         -
            name: "default_name_63 (source user.local.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_shaping_profile – Configure shaping profiles in Fortinet’s FortiOS and FortiGate.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and shaping_profile category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_shaping_profile - Configure shaping profiles. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 comment - Comment. type: str

    	 default_class_id - Default class ID to handle unclassified packets (including all local traffic). Source firewall.traffic-class.class-id. type: int

    	 profile_name - Shaping profile name. type: str

    	 shaping_entries - Define shaping entries of this shaping profile. type: list

        
        	 burst_in_msec - Number of bytes that can be burst at maximum-bandwidth speed. Formula: burst = maximum-bandwidth*burst-in-msec. type: int

        	 cburst_in_msec - Number of bytes that can be burst as fast as the interface can transmit. Formula: cburst = maximum-bandwidth*cburst-in-msec. type: int

        	 class_id - Class ID. Source firewall.traffic-class.class-id. type: int

        	 guaranteed_bandwidth_percentage - Guaranteed bandwith in percentage. type: int

        	 id - ID number. type: int required: True

        	 limit - Hard limit on the real queue size in packets. type: int

        	 max - Average queue size in packets at which RED drop probability is maximal. type: int

        	 maximum_bandwidth_percentage - Maximum bandwith in percentage. type: int

        	 min - Average queue size in packets at which RED drop becomes a possibility. type: int

        	 priority - Priority. type: str choices: top, critical, high, medium, low

        	 red_probability - Maximum probability (in percentage) for RED marking. type: int

        

    	 type - Select shaping profile type: policing / queuing. type: str choices: policing, queuing

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure shaping profiles.
    fortios_firewall_shaping_profile:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_shaping_profile:
        comment: "Comment."
        default_class_id: "4 (source firewall.traffic-class.class-id)"
        profile_name: "<your_own_value>"
        shaping_entries:
         -
            burst_in_msec: "7"
            cburst_in_msec: "8"
            class_id: "9 (source firewall.traffic-class.class-id)"
            guaranteed_bandwidth_percentage: "10"
            id:  "11"
            limit: "12"
            max: "13"
            maximum_bandwidth_percentage: "14"
            min: "15"
            priority: "top"
            red_probability: "17"
        type: "policing"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_sniffer – Configure sniffer in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and sniffer category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_sniffer - Configure sniffer. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 anomaly - Configuration method to edit Denial of Service (DoS) anomaly settings. type: list

        
        	 action - Action taken when the threshold is reached. type: str choices: pass, block

        	 log - Enable/disable anomaly logging. type: str choices: enable, disable

        	 name - Anomaly name. type: str required: True

        	 quarantine - Quarantine method. type: str choices: none, attacker

        	 quarantine_expiry - Duration of quarantine. (Format type: str

        	 quarantine_log - Enable/disable quarantine logging. type: str choices: disable, enable

        	 status - Enable/disable this anomaly. type: str choices: disable, enable

        	 threshold - Anomaly threshold. Number of detected instances per minute that triggers the anomaly action. type: int

        	 threshold(default) - Number of detected instances per minute which triggers action (1 - 2147483647). Note that each anomaly has a different threshold value assigned to it. type: int

        

    	 application_list - Name of an existing application list. Source application.list.name. type: str

    	 application_list_status - Enable/disable application control profile. type: str choices: enable, disable

    	 av_profile - Name of an existing antivirus profile. Source antivirus.profile.name. type: str

    	 av_profile_status - Enable/disable antivirus profile. type: str choices: enable, disable

    	 dlp_sensor - Name of an existing DLP sensor. Source dlp.sensor.name. type: str

    	 dlp_sensor_status - Enable/disable DLP sensor. type: str choices: enable, disable

    	 dsri - Enable/disable DSRI. type: str choices: enable, disable

    	 emailfilter_profile - Name of an existing email filter profile. Source emailfilter.profile.name. type: str

    	 emailfilter_profile_status - Enable/disable emailfilter. type: str choices: enable, disable

    	 host - Hosts to filter for in sniffer traffic (Format examples: 1.1.1.1, 2.2.2.0/24, 3.3.3.3/255.255.255.0, 4.4.4.0-4.4.4.240). type: str

    	 id - Sniffer ID. type: int required: True

    	 interface - Interface name that traffic sniffing will take place on. Source system.interface.name. type: str

    	 ips_dos_status - Enable/disable IPS DoS anomaly detection. type: str choices: enable, disable

    	 ips_sensor - Name of an existing IPS sensor. Source ips.sensor.name. type: str

    	 ips_sensor_status - Enable/disable IPS sensor. type: str choices: enable, disable

    	 ipv6 - Enable/disable sniffing IPv6 packets. type: str choices: enable, disable

    	 logtraffic - Either log all sessions, only sessions that have a security profile applied, or disable all logging for this policy. type: str choices: all, utm, disable

    	 max_packet_count - Maximum packet count (1 - 10000). type: int

    	 non_ip - Enable/disable sniffing non-IP packets. type: str choices: enable, disable

    	 port - Ports to sniff (Format examples: 10, :20, 30:40, 50-, 100-200). type: str

    	 protocol - Integer value for the protocol type as defined by IANA (0 - 255). type: str

    	 status - Enable/disable the active status of the sniffer. type: str choices: enable, disable

    	 vlan - List of VLANs to sniff. type: str

    	 webfilter_profile - Name of an existing web filter profile. Source webfilter.profile.name. type: str

    	 webfilter_profile_status - Enable/disable web filter profile. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure sniffer.
    fortios_firewall_sniffer:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_sniffer:
        anomaly:
         -
            action: "pass"
            log: "enable"
            name: "default_name_6"
            quarantine: "none"
            quarantine_expiry: "<your_own_value>"
            quarantine_log: "disable"
            status: "disable"
            threshold: "11"
            threshold(default): "12"
        application_list: "<your_own_value> (source application.list.name)"
        application_list_status: "enable"
        av_profile: "<your_own_value> (source antivirus.profile.name)"
        av_profile_status: "enable"
        dlp_sensor: "<your_own_value> (source dlp.sensor.name)"
        dlp_sensor_status: "enable"
        dsri: "enable"
        emailfilter_profile: "<your_own_value> (source emailfilter.profile.name)"
        emailfilter_profile_status: "enable"
        host: "myhostname"
        id:  "23"
        interface: "<your_own_value> (source system.interface.name)"
        ips_dos_status: "enable"
        ips_sensor: "<your_own_value> (source ips.sensor.name)"
        ips_sensor_status: "enable"
        ipv6: "enable"
        logtraffic: "all"
        max_packet_count: "30"
        non_ip: "enable"
        port: "<your_own_value>"
        protocol: "<your_own_value>"
        status: "enable"
        vlan: "<your_own_value>"
        webfilter_profile: "<your_own_value> (source webfilter.profile.name)"
        webfilter_profile_status: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_ssh_host_key – SSH proxy host public keys in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_ssh feature and host_key category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ssh_host_key - SSH proxy host public keys. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 hostname - Hostname of the SSH server. type: str

    	 ip - IP address of the SSH server. type: str

    	 name - SSH public key name. type: str required: True

    	 nid - Set the nid of the ECDSA key. type: str choices: 256, 384, 521

    	 port - Port of the SSH server. type: int

    	 public_key - SSH public key. type: str

    	 status - Set the trust status of the public key. type: str choices: trusted, revoked

    	 type - Set the type of the public key. type: str choices: RSA, DSA, ECDSA, ED25519, RSA-CA, DSA-CA, ECDSA-CA, ED25519-CA

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: SSH proxy host public keys.
    fortios_firewall_ssh_host_key:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ssh_host_key:
        hostname: "myhostname"
        ip: "<your_own_value>"
        name: "default_name_5"
        nid: "256"
        port: "7"
        public_key: "<your_own_value>"
        status: "trusted"
        type: "RSA"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

  
    
    fortios_firewall_ssh_local_ca – SSH proxy local CA in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_firewall_ssh_local_ca – SSH proxy local CA in Fortinet’s FortiOS and FortiGate.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_ssh feature and local_ca category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ssh_local_ca - SSH proxy local CA. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 name - SSH proxy local CA name. type: str required: True

    	 password - Password for SSH private key. type: str

    	 private_key - SSH proxy private key, encrypted with a password. type: str

    	 public_key - SSH proxy public key. type: str

    	 source - SSH proxy local CA source type. type: str choices: built-in, user

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: SSH proxy local CA.
    fortios_firewall_ssh_local_ca:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ssh_local_ca:
        name: "default_name_3"
        password: "<your_own_value>"
        private_key: "<your_own_value>"
        public_key: "<your_own_value>"
        source: "built-in"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_ssh feature and local_key category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ssh_local_key - SSH proxy local keys. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 name - SSH proxy local key name. type: str required: True

    	 password - Password for SSH private key. type: str

    	 private_key - SSH proxy private key, encrypted with a password. type: str

    	 public_key - SSH proxy public key. type: str

    	 source - SSH proxy local key source type. type: str choices: built-in, user

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: SSH proxy local keys.
    fortios_firewall_ssh_local_key:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ssh_local_key:
        name: "default_name_3"
        password: "<your_own_value>"
        private_key: "<your_own_value>"
        public_key: "<your_own_value>"
        source: "built-in"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.









          

      

      

    

  

  
    
    fortios_firewall_ssh_setting – SSH proxy settings in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_firewall_ssh_setting – SSH proxy settings in Fortinet’s FortiOS and FortiGate.


New in version 2.8.





	Synopsis


	Requirements


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_ssh feature and setting category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 firewall_ssh_setting - SSH proxy settings. type: dict

    
    	 caname - CA certificate used by SSH Inspection. Source firewall.ssh.local-ca.name. type: str

    	 host_trusted_checking - Enable/disable host trusted checking. type: str choices: enable, disable

    	 hostkey_dsa1024 - DSA certificate used by SSH proxy. Source firewall.ssh.local-key.name. type: str

    	 hostkey_ecdsa256 - ECDSA nid256 certificate used by SSH proxy. Source firewall.ssh.local-key.name. type: str

    	 hostkey_ecdsa384 - ECDSA nid384 certificate used by SSH proxy. Source firewall.ssh.local-key.name. type: str

    	 hostkey_ecdsa521 - ECDSA nid384 certificate used by SSH proxy. Source firewall.ssh.local-key.name. type: str

    	 hostkey_ed25519 - ED25519 hostkey used by SSH proxy. Source firewall.ssh.local-key.name. type: str

    	 hostkey_rsa2048 - RSA certificate used by SSH proxy. Source firewall.ssh.local-key.name. type: str

    	 untrusted_caname - Untrusted CA certificate used by SSH Inspection. Source firewall.ssh.local-ca.name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: SSH proxy settings.
    fortios_firewall_ssh_setting:
      vdom:  "{{ vdom }}"
      firewall_ssh_setting:
        caname: "<your_own_value> (source firewall.ssh.local-ca.name)"
        host_trusted_checking: "enable"
        hostkey_dsa1024: "myhostname (source firewall.ssh.local-key.name)"
        hostkey_ecdsa256: "myhostname (source firewall.ssh.local-key.name)"
        hostkey_ecdsa384: "myhostname (source firewall.ssh.local-key.name)"
        hostkey_ecdsa521: "myhostname (source firewall.ssh.local-key.name)"
        hostkey_ed25519: "myhostname (source firewall.ssh.local-key.name)"
        hostkey_rsa2048: "myhostname (source firewall.ssh.local-key.name)"
        untrusted_caname: "<your_own_value> (source firewall.ssh.local-ca.name)"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and ssl_server category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ssl_server - Configure SSL servers. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 add_header_x_forwarded_proto - Enable/disable adding an X-Forwarded-Proto header to forwarded requests. type: str choices: enable, disable

    	 ip - IPv4 address of the SSL server. type: str

    	 mapped_port - Mapped server service port (1 - 65535). type: int

    	 name - Server name. type: str required: True

    	 port - Server service port (1 - 65535). type: int

    	 ssl_algorithm - Relative strength of encryption algorithms accepted in negotiation. type: str choices: high, medium, low

    	 ssl_cert - Name of certificate for SSL connections to this server . Source vpn.certificate.local.name. type: str

    	 ssl_client_renegotiation - Allow or block client renegotiation by server. type: str choices: allow, deny, secure

    	 ssl_dh_bits - Bit-size of Diffie-Hellman (DH) prime used in DHE-RSA negotiation . type: str choices: 768, 1024, 1536, 2048

    	 ssl_max_version - Highest SSL/TLS version to negotiate. type: str choices: tls-1.0, tls-1.1, tls-1.2

    	 ssl_min_version - Lowest SSL/TLS version to negotiate. type: str choices: tls-1.0, tls-1.1, tls-1.2

    	 ssl_mode - SSL/TLS mode for encryption and decryption of traffic. type: str choices: half, full

    	 ssl_send_empty_frags - Enable/disable sending empty fragments to avoid attack on CBC IV. type: str choices: enable, disable

    	 url_rewrite - Enable/disable rewriting the URL. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure SSL servers.
    fortios_firewall_ssl_server:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ssl_server:
        add_header_x_forwarded_proto: "enable"
        ip: "<your_own_value>"
        mapped_port: "5"
        name: "default_name_6"
        port: "7"
        ssl_algorithm: "high"
        ssl_cert: "<your_own_value> (source vpn.certificate.local.name)"
        ssl_client_renegotiation: "allow"
        ssl_dh_bits: "768"
        ssl_max_version: "tls-1.0"
        ssl_min_version: "tls-1.0"
        ssl_mode: "half"
        ssl_send_empty_frags: "enable"
        url_rewrite: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)
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Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_ssl feature and setting category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 firewall_ssl_setting - SSL proxy settings. type: dict

    
    	 abbreviate_handshake - Enable/disable use of SSL abbreviated handshake. type: str choices: enable, disable

    	 cert_cache_capacity - Maximum capacity of the host certificate cache (0 - 500). type: int

    	 cert_cache_timeout - Time limit to keep certificate cache (1 - 120 min). type: int

    	 no_matching_cipher_action - Bypass or drop the connection when no matching cipher is found. type: str choices: bypass, drop

    	 proxy_connect_timeout - Time limit to make an internal connection to the appropriate proxy process (1 - 60 sec). type: int

    	 session_cache_capacity - Capacity of the SSL session cache (--Obsolete--) (1 - 1000). type: int

    	 session_cache_timeout - Time limit to keep SSL session state (1 - 60 min). type: int

    	 ssl_dh_bits - Bit-size of Diffie-Hellman (DH) prime used in DHE-RSA negotiation . type: str choices: 768, 1024, 1536, 2048

    	 ssl_send_empty_frags - Enable/disable sending empty fragments to avoid attack on CBC IV (for SSL 3.0 and TLS 1.0 only). type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: SSL proxy settings.
    fortios_firewall_ssl_setting:
      vdom:  "{{ vdom }}"
      firewall_ssl_setting:
        abbreviate_handshake: "enable"
        cert_cache_capacity: "4"
        cert_cache_timeout: "5"
        no_matching_cipher_action: "bypass"
        proxy_connect_timeout: "7"
        session_cache_capacity: "8"
        session_cache_timeout: "9"
        ssl_dh_bits: "768"
        ssl_send_empty_frags: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors
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Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and ssl_ssh_profile category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ssl_ssh_profile - Configure SSL/SSH protocol options. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 block_blacklisted_certificates - Enable/disable blocking SSL-based botnet communication by FortiGuard certificate blacklist. type: str choices: disable, enable

    	 caname - CA certificate used by SSL Inspection. Source vpn.certificate.local.name. type: str

    	 comment - Optional comments. type: str

    	 ftps - Configure FTPS options. type: dict

        
        	 cert_validation_failure - Action based on certificate validation failure. type: str choices: allow, block, ignore

        	 cert_validation_timeout - Action based on certificate validation timeout. type: str choices: allow, block, ignore

        	 client_certificate - Action based on received client certificate. type: str choices: bypass, inspect, block

        	 expired_server_cert - Action based on server certificate is expired. type: str choices: allow, block, ignore

        	 ports - Ports to use for scanning (1 - 65535). type: int

        	 revoked_server_cert - Action based on server certificate is revoked. type: str choices: allow, block, ignore

        	 sni_server_cert_check - Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. type: str choices: enable, strict, disable

        	 status - Configure protocol inspection status. type: str choices: disable, deep-inspection

        	 unsupported_ssl_cipher - Action based on the SSL cipher used being unsupported. type: str choices: allow, block

        	 unsupported_ssl_negotiation - Action based on the SSL negotiation used being unsupported. type: str choices: allow, block

        	 untrusted_server_cert - Action based on server certificate is not issued by a trusted CA. type: str choices: allow, block, ignore

        

    	 https - Configure HTTPS options. type: dict

        
        	 cert_validation_failure - Action based on certificate validation failure. type: str choices: allow, block, ignore

        	 cert_validation_timeout - Action based on certificate validation timeout. type: str choices: allow, block, ignore

        	 client_certificate - Action based on received client certificate. type: str choices: bypass, inspect, block

        	 expired_server_cert - Action based on server certificate is expired. type: str choices: allow, block, ignore

        	 ports - Ports to use for scanning (1 - 65535). type: int

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 revoked_server_cert - Action based on server certificate is revoked. type: str choices: allow, block, ignore

        	 sni_server_cert_check - Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. type: str choices: enable, strict, disable

        	 status - Configure protocol inspection status. type: str choices: disable, certificate-inspection, deep-inspection

        	 unsupported_ssl_cipher - Action based on the SSL cipher used being unsupported. type: str choices: allow, block

        	 unsupported_ssl_negotiation - Action based on the SSL negotiation used being unsupported. type: str choices: allow, block

        	 untrusted_server_cert - Action based on server certificate is not issued by a trusted CA. type: str choices: allow, block, ignore

        

    	 imaps - Configure IMAPS options. type: dict

        
        	 cert_validation_failure - Action based on certificate validation failure. type: str choices: allow, block, ignore

        	 cert_validation_timeout - Action based on certificate validation timeout. type: str choices: allow, block, ignore

        	 client_certificate - Action based on received client certificate. type: str choices: bypass, inspect, block

        	 expired_server_cert - Action based on server certificate is expired. type: str choices: allow, block, ignore

        	 ports - Ports to use for scanning (1 - 65535). type: int

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 revoked_server_cert - Action based on server certificate is revoked. type: str choices: allow, block, ignore

        	 sni_server_cert_check - Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. type: str choices: enable, strict, disable

        	 status - Configure protocol inspection status. type: str choices: disable, deep-inspection

        	 unsupported_ssl_cipher - Action based on the SSL cipher used being unsupported. type: str choices: allow, block

        	 unsupported_ssl_negotiation - Action based on the SSL negotiation used being unsupported. type: str choices: allow, block

        	 untrusted_server_cert - Action based on server certificate is not issued by a trusted CA. type: str choices: allow, block, ignore

        

    	 mapi_over_https - Enable/disable inspection of MAPI over HTTPS. type: str choices: enable, disable

    	 name - Name. type: str required: True

    	 pop3s - Configure POP3S options. type: dict

        
        	 cert_validation_failure - Action based on certificate validation failure. type: str choices: allow, block, ignore

        	 cert_validation_timeout - Action based on certificate validation timeout. type: str choices: allow, block, ignore

        	 client_certificate - Action based on received client certificate. type: str choices: bypass, inspect, block

        	 expired_server_cert - Action based on server certificate is expired. type: str choices: allow, block, ignore

        	 ports - Ports to use for scanning (1 - 65535). type: int

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 revoked_server_cert - Action based on server certificate is revoked. type: str choices: allow, block, ignore

        	 sni_server_cert_check - Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. type: str choices: enable, strict, disable

        	 status - Configure protocol inspection status. type: str choices: disable, deep-inspection

        	 unsupported_ssl_cipher - Action based on the SSL cipher used being unsupported. type: str choices: allow, block

        	 unsupported_ssl_negotiation - Action based on the SSL negotiation used being unsupported. type: str choices: allow, block

        	 untrusted_server_cert - Action based on server certificate is not issued by a trusted CA. type: str choices: allow, block, ignore

        

    	 rpc_over_https - Enable/disable inspection of RPC over HTTPS. type: str choices: enable, disable

    	 server_cert - Certificate used by SSL Inspection to replace server certificate. Source vpn.certificate.local.name. type: str

    	 server_cert_mode - Re-sign or replace the server"s certificate. type: str choices: re-sign, replace

    	 smtps - Configure SMTPS options. type: dict

        
        	 cert_validation_failure - Action based on certificate validation failure. type: str choices: allow, block, ignore

        	 cert_validation_timeout - Action based on certificate validation timeout. type: str choices: allow, block, ignore

        	 client_certificate - Action based on received client certificate. type: str choices: bypass, inspect, block

        	 expired_server_cert - Action based on server certificate is expired. type: str choices: allow, block, ignore

        	 ports - Ports to use for scanning (1 - 65535). type: int

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 revoked_server_cert - Action based on server certificate is revoked. type: str choices: allow, block, ignore

        	 sni_server_cert_check - Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. type: str choices: enable, strict, disable

        	 status - Configure protocol inspection status. type: str choices: disable, deep-inspection

        	 unsupported_ssl_cipher - Action based on the SSL cipher used being unsupported. type: str choices: allow, block

        	 unsupported_ssl_negotiation - Action based on the SSL negotiation used being unsupported. type: str choices: allow, block

        	 untrusted_server_cert - Action based on server certificate is not issued by a trusted CA. type: str choices: allow, block, ignore

        

    	 ssh - Configure SSH options. type: dict

        
        	 inspect_all - Level of SSL inspection. type: str choices: disable, deep-inspection

        	 ports - Ports to use for scanning (1 - 65535). type: int

        	 proxy_after_tcp_handshake - Proxy traffic after the TCP 3-way handshake has been established (not before). type: str choices: enable, disable

        	 ssh_algorithm - Relative strength of encryption algorithms accepted during negotiation. type: str choices: compatible, high-encryption

        	 ssh_tun_policy_check - Enable/disable SSH tunnel policy check. type: str choices: disable, enable

        	 status - Configure protocol inspection status. type: str choices: disable, deep-inspection

        	 unsupported_version - Action based on SSH version being unsupported. type: str choices: bypass, block

        

    	 ssl - Configure SSL options. type: dict

        
        	 cert_validation_failure - Action based on certificate validation failure. type: str choices: allow, block, ignore

        	 cert_validation_timeout - Action based on certificate validation timeout. type: str choices: allow, block, ignore

        	 client_certificate - Action based on received client certificate. type: str choices: bypass, inspect, block

        	 expired_server_cert - Action based on server certificate is expired. type: str choices: allow, block, ignore

        	 inspect_all - Level of SSL inspection. type: str choices: disable, certificate-inspection, deep-inspection

        	 revoked_server_cert - Action based on server certificate is revoked. type: str choices: allow, block, ignore

        	 sni_server_cert_check - Check the SNI in the client hello message with the CN or SAN fields in the returned server certificate. type: str choices: enable, strict, disable

        	 unsupported_ssl_cipher - Action based on the SSL cipher used being unsupported. type: str choices: allow, block

        	 unsupported_ssl_negotiation - Action based on the SSL negotiation used being unsupported. type: str choices: allow, block

        	 untrusted_server_cert - Action based on server certificate is not issued by a trusted CA. type: str choices: allow, block, ignore

        

    	 ssl_anomalies_log - Enable/disable logging SSL anomalies. type: str choices: disable, enable

    	 ssl_exempt - Servers to exempt from SSL inspection. type: list

        
        	 address - IPv4 address object. Source firewall.address.name firewall.addrgrp.name. type: str

        	 address6 - IPv6 address object. Source firewall.address6.name firewall.addrgrp6.name. type: str

        	 fortiguard_category - FortiGuard category ID. type: int

        	 id - ID number. type: int required: True

        	 regex - Exempt servers by regular expression. type: str

        	 type - Type of address object (IPv4 or IPv6) or FortiGuard category. type: str choices: fortiguard-category, address, address6, wildcard-fqdn, regex

        	 wildcard_fqdn - Exempt servers by wildcard FQDN. Source firewall.wildcard-fqdn.custom.name firewall.wildcard-fqdn.group.name. type: str

        

    	 ssl_exemptions_log - Enable/disable logging SSL exemptions. type: str choices: disable, enable

    	 ssl_negotiation_log - Enable/disable logging SSL negotiation. type: str choices: disable, enable

    	 ssl_server - SSL server settings used for client certificate request. type: list

        
        	 ftps_client_certificate - Action based on received client certificate during the FTPS handshake. type: str choices: bypass, inspect, block

        	 https_client_certificate - Action based on received client certificate during the HTTPS handshake. type: str choices: bypass, inspect, block

        	 id - SSL server ID. type: int required: True

        	 imaps_client_certificate - Action based on received client certificate during the IMAPS handshake. type: str choices: bypass, inspect, block

        	 ip - IPv4 address of the SSL server. type: str

        	 pop3s_client_certificate - Action based on received client certificate during the POP3S handshake. type: str choices: bypass, inspect, block

        	 smtps_client_certificate - Action based on received client certificate during the SMTPS handshake. type: str choices: bypass, inspect, block

        	 ssl_other_client_certificate - Action based on received client certificate during an SSL protocol handshake. type: str choices: bypass, inspect, block

        

    	 untrusted_caname - Untrusted CA certificate used by SSL Inspection. Source vpn.certificate.local.name. type: str

    	 use_ssl_server - Enable/disable the use of SSL server table for SSL offloading. type: str choices: disable, enable

    	 whitelist - Enable/disable exempting servers by FortiGuard whitelist. type: str choices: enable, disable

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure SSL/SSH protocol options.
    fortios_firewall_ssl_ssh_profile:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ssl_ssh_profile:
        block_blacklisted_certificates: "disable"
        caname: "<your_own_value> (source vpn.certificate.local.name)"
        comment: "Optional comments."
        ftps:
            cert_validation_failure: "allow"
            cert_validation_timeout: "allow"
            client_certificate: "bypass"
            expired_server_cert: "allow"
            ports: "11"
            revoked_server_cert: "allow"
            sni_server_cert_check: "enable"
            status: "disable"
            unsupported_ssl_cipher: "allow"
            unsupported_ssl_negotiation: "allow"
            untrusted_server_cert: "allow"
        https:
            cert_validation_failure: "allow"
            cert_validation_timeout: "allow"
            client_certificate: "bypass"
            expired_server_cert: "allow"
            ports: "23"
            proxy_after_tcp_handshake: "enable"
            revoked_server_cert: "allow"
            sni_server_cert_check: "enable"
            status: "disable"
            unsupported_ssl_cipher: "allow"
            unsupported_ssl_negotiation: "allow"
            untrusted_server_cert: "allow"
        imaps:
            cert_validation_failure: "allow"
            cert_validation_timeout: "allow"
            client_certificate: "bypass"
            expired_server_cert: "allow"
            ports: "36"
            proxy_after_tcp_handshake: "enable"
            revoked_server_cert: "allow"
            sni_server_cert_check: "enable"
            status: "disable"
            unsupported_ssl_cipher: "allow"
            unsupported_ssl_negotiation: "allow"
            untrusted_server_cert: "allow"
        mapi_over_https: "enable"
        name: "default_name_45"
        pop3s:
            cert_validation_failure: "allow"
            cert_validation_timeout: "allow"
            client_certificate: "bypass"
            expired_server_cert: "allow"
            ports: "51"
            proxy_after_tcp_handshake: "enable"
            revoked_server_cert: "allow"
            sni_server_cert_check: "enable"
            status: "disable"
            unsupported_ssl_cipher: "allow"
            unsupported_ssl_negotiation: "allow"
            untrusted_server_cert: "allow"
        rpc_over_https: "enable"
        server_cert: "<your_own_value> (source vpn.certificate.local.name)"
        server_cert_mode: "re-sign"
        smtps:
            cert_validation_failure: "allow"
            cert_validation_timeout: "allow"
            client_certificate: "bypass"
            expired_server_cert: "allow"
            ports: "67"
            proxy_after_tcp_handshake: "enable"
            revoked_server_cert: "allow"
            sni_server_cert_check: "enable"
            status: "disable"
            unsupported_ssl_cipher: "allow"
            unsupported_ssl_negotiation: "allow"
            untrusted_server_cert: "allow"
        ssh:
            inspect_all: "disable"
            ports: "77"
            proxy_after_tcp_handshake: "enable"
            ssh_algorithm: "compatible"
            ssh_tun_policy_check: "disable"
            status: "disable"
            unsupported_version: "bypass"
        ssl:
            cert_validation_failure: "allow"
            cert_validation_timeout: "allow"
            client_certificate: "bypass"
            expired_server_cert: "allow"
            inspect_all: "disable"
            revoked_server_cert: "allow"
            sni_server_cert_check: "enable"
            unsupported_ssl_cipher: "allow"
            unsupported_ssl_negotiation: "allow"
            untrusted_server_cert: "allow"
        ssl_anomalies_log: "disable"
        ssl_exempt:
         -
            address: "<your_own_value> (source firewall.address.name firewall.addrgrp.name)"
            address6: "<your_own_value> (source firewall.address6.name firewall.addrgrp6.name)"
            fortiguard_category: "98"
            id:  "99"
            regex: "<your_own_value>"
            type: "fortiguard-category"
            wildcard_fqdn: "<your_own_value> (source firewall.wildcard-fqdn.custom.name firewall.wildcard-fqdn.group.name)"
        ssl_exemptions_log: "disable"
        ssl_negotiation_log: "disable"
        ssl_server:
         -
            ftps_client_certificate: "bypass"
            https_client_certificate: "bypass"
            id:  "108"
            imaps_client_certificate: "bypass"
            ip: "<your_own_value>"
            pop3s_client_certificate: "bypass"
            smtps_client_certificate: "bypass"
            ssl_other_client_certificate: "bypass"
        untrusted_caname: "<your_own_value> (source vpn.certificate.local.name)"
        use_ssl_server: "disable"
        whitelist: "enable"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_traffic_class – Configure names for shaping classes in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and traffic_class category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_traffic_class - Configure names for shaping classes. type: dict

    
    	 class_id - Class ID to be named. type: int

    	 class_name - Define the name for this class-id. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure names for shaping classes.
    fortios_firewall_traffic_class:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_traffic_class:
        class_id: "3"
        class_name: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_ttl_policy – Configure TTL policies in Fortinet’s FortiOS and FortiGate.


New in version 2.8.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and ttl_policy category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_ttl_policy - Configure TTL policies. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 action - Action to be performed on traffic matching this policy . type: str choices: accept, deny

    	 id - ID. type: int required: True

    	 schedule - Schedule object from available options. Source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group .name. type: str

    	 service - Service object(s) from available options. Separate multiple names with a space. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 srcaddr - Source address object(s) from available options. Separate multiple names with a space. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 srcintf - Source interface name from available interfaces. Source system.zone.name system.interface.name. type: str

    	 status - Enable/disable this TTL policy. type: str choices: enable, disable

    	 ttl - Value/range to match against the packet"s Time to Live value (format: ttl[ - ttl_high], 1 - 255). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure TTL policies.
    fortios_firewall_ttl_policy:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_ttl_policy:
        action: "accept"
        id:  "4"
        schedule: "<your_own_value> (source firewall.schedule.onetime.name firewall.schedule.recurring.name firewall.schedule.group.name)"
        service:
         -
            name: "default_name_7 (source firewall.service.custom.name firewall.service.group.name)"
        srcaddr:
         -
            name: "default_name_9 (source firewall.address.name firewall.addrgrp.name)"
        srcintf: "<your_own_value> (source system.zone.name system.interface.name)"
        status: "enable"
        ttl: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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fortios_firewall_vendor_mac – Show vendor and the MAC address they have in Fortinet’s FortiOS and FortiGate.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and vendor_mac category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. type: str required: True choices: present, absent

	 firewall_vendor_mac - Show vendor and the MAC address they have. type: dict

    
    	 id - Vendor ID. type: int required: True

    	 mac_number - Total number of MAC addresses. type: int

    	 name - Vendor name. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Show vendor and the MAC address they have.
    fortios_firewall_vendor_mac:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_vendor_mac:
        id:  "3"
        mac_number: "4"
        name: "default_name_5"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and vip category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_vip - Configure virtual IP for IPv4. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 arp_reply - Enable to respond to ARP requests for this virtual IP address. Enabled by default. type: str choices: disable, enable

    	 color - Color of icon on the GUI. type: int

    	 comment - Comment. type: str

    	 dns_mapping_ttl - DNS mapping TTL (Set to zero to use TTL in DNS response). type: int

    	 extaddr - External FQDN address name. type: list

        
        	 name - Address name. Source firewall.address.name firewall.addrgrp.name. type: str required: True

        

    	 extintf - Interface connected to the source network that receives the packets that will be forwarded to the destination network. Source system .interface.name. type: str

    	 extip - IP address or address range on the external interface that you want to map to an address or address range on the destination network. type: str

    	 extport - Incoming port number range that you want to map to a port number range on the destination network. type: str

    	 gratuitous_arp_interval - Enable to have the VIP send gratuitous ARPs. 0=disabled. Set from 5 up to 8640000 seconds to enable. type: int

    	 http_cookie_age - Time in minutes that client web browsers should keep a cookie. Default is 60 minutes. 0 = no time limit. type: int

    	 http_cookie_domain - Domain that HTTP cookie persistence should apply to. type: str

    	 http_cookie_domain_from_host - Enable/disable use of HTTP cookie domain from host field in HTTP. type: str choices: disable, enable

    	 http_cookie_generation - Generation of HTTP cookie to be accepted. Changing invalidates all existing cookies. type: int

    	 http_cookie_path - Limit HTTP cookie persistence to the specified path. type: str

    	 http_cookie_share - Control sharing of cookies across virtual servers. same-ip means a cookie from one virtual server can be used by another. Disable stops cookie sharing. type: str choices: disable, same-ip

    	 http_ip_header - For HTTP multiplexing, enable to add the original client IP address in the XForwarded-For HTTP header. type: str choices: enable, disable

    	 http_ip_header_name - For HTTP multiplexing, enter a custom HTTPS header name. The original client IP address is added to this header. If empty, X-Forwarded-For is used. type: str

    	 http_multiplex - Enable/disable HTTP multiplexing. type: str choices: enable, disable

    	 http_redirect - Enable/disable redirection of HTTP to HTTPS type: str choices: enable, disable

    	 https_cookie_secure - Enable/disable verification that inserted HTTPS cookies are secure. type: str choices: disable, enable

    	 id - Custom defined ID. type: int

    	 ldb_method - Method used to distribute sessions to real servers. type: str choices: static, round-robin, weighted, least-session, least-rtt, first-alive, http-host

    	 mapped_addr - Mapped FQDN address name. Source firewall.address.name. type: str

    	 mappedip - IP address or address range on the destination network to which the external IP address is mapped. type: list

        
        	 range - Mapped IP range. type: str required: True

        

    	 mappedport - Port number range on the destination network to which the external port number range is mapped. type: str

    	 max_embryonic_connections - Maximum number of incomplete connections. type: int

    	 monitor - Name of the health check monitor to use when polling to determine a virtual server"s connectivity status. type: list

        
        	 name - Health monitor name. Source firewall.ldb-monitor.name. type: str required: True

        

    	 name - Virtual IP name. type: str required: True

    	 nat_source_vip - Enable/disable forcing the source NAT mapped IP to the external IP for all traffic. type: str choices: disable, enable

    	 outlook_web_access - Enable to add the Front-End-Https header for Microsoft Outlook Web Access. type: str choices: disable, enable

    	 persistence - Configure how to make sure that clients connect to the same server every time they make a request that is part of the same session. type: str choices: none, http-cookie, ssl-session-id

    	 portforward - Enable/disable port forwarding. type: str choices: disable, enable

    	 portmapping_type - Port mapping type. type: str choices: 1-to-1, m-to-n

    	 protocol - Protocol to use when forwarding packets. type: str choices: tcp, udp, sctp, icmp

    	 realservers - Select the real servers that this server load balancing VIP will distribute traffic to. type: list

        
        	 address - Dynamic address of the real server. Source firewall.address.name. type: str

        	 client_ip - Only clients in this IP range can connect to this real server. type: str

        	 healthcheck - Enable to check the responsiveness of the real server before forwarding traffic. type: str choices: disable, enable, vip

        	 holddown_interval - Time in seconds that the health check monitor continues to monitor and unresponsive server that should be active. type: int

        	 http_host - HTTP server domain name in HTTP header. type: str

        	 id - Real server ID. type: int required: True

        	 ip - IP address of the real server. type: str

        	 max_connections - Max number of active connections that can be directed to the real server. When reached, sessions are sent to other real servers. type: int

        	 monitor - Name of the health check monitor to use when polling to determine a virtual server"s connectivity status. Source firewall .ldb-monitor.name. type: str

        	 port - Port for communicating with the real server. Required if port forwarding is enabled. type: int

        	 status - Set the status of the real server to active so that it can accept traffic, or on standby or disabled so no traffic is sent. type: str choices: active, standby, disable

        	 type - Type of address. type: str choices: ip, address

        	 weight - Weight of the real server. If weighted load balancing is enabled, the server with the highest weight gets more connections. type: int

        

    	 server_type - Protocol to be load balanced by the virtual server (also called the server load balance virtual IP). type: str choices: http, https, imaps, pop3s, smtps, ssl, tcp, udp, ip

    	 service - Service name. type: list

        
        	 name - Service name. Source firewall.service.custom.name firewall.service.group.name. type: str required: True

        

    	 src_filter - Source address filter. Each address must be either an IP/subnet (x.x.x.x/n) or a range (x.x.x.x-y.y.y.y). Separate addresses with spaces. type: list

        
        	 range - Source-filter range. type: str required: True

        

    	 srcintf_filter - Interfaces to which the VIP applies. Separate the names with spaces. type: list

        
        	 interface_name - Interface name. Source system.interface.name. type: str

        

    	 ssl_algorithm - Permitted encryption algorithms for SSL sessions according to encryption strength. type: str choices: high, medium, low, custom

    	 ssl_certificate - The name of the SSL certificate to use for SSL acceleration. Source vpn.certificate.local.name. type: str

    	 ssl_cipher_suites - SSL/TLS cipher suites acceptable from a client, ordered by priority. type: list

        
        	 cipher - Cipher suite name. type: str choices: TLS-AES-128-GCM-SHA256, TLS-AES-256-GCM-SHA384, TLS-CHACHA20-POLY1305-SHA256, TLS-ECDHE-RSA-WITH-CHACHA20-POLY1305-SHA256, TLS-ECDHE-ECDSA-WITH-CHACHA20-POLY1305-SHA256, TLS-DHE-RSA-WITH-CHACHA20-POLY1305-SHA256, TLS-DHE-RSA-WITH-AES-128-CBC-SHA, TLS-DHE-RSA-WITH-AES-256-CBC-SHA, TLS-DHE-RSA-WITH-AES-128-CBC-SHA256, TLS-DHE-RSA-WITH-AES-128-GCM-SHA256, TLS-DHE-RSA-WITH-AES-256-CBC-SHA256, TLS-DHE-RSA-WITH-AES-256-GCM-SHA384, TLS-DHE-DSS-WITH-AES-128-CBC-SHA, TLS-DHE-DSS-WITH-AES-256-CBC-SHA, TLS-DHE-DSS-WITH-AES-128-CBC-SHA256, TLS-DHE-DSS-WITH-AES-128-GCM-SHA256, TLS-DHE-DSS-WITH-AES-256-CBC-SHA256, TLS-DHE-DSS-WITH-AES-256-GCM-SHA384, TLS-ECDHE-RSA-WITH-AES-128-CBC-SHA, TLS-ECDHE-RSA-WITH-AES-128-CBC-SHA256, TLS-ECDHE-RSA-WITH-AES-128-GCM-SHA256, TLS-ECDHE-RSA-WITH-AES-256-CBC-SHA, TLS-ECDHE-RSA-WITH-AES-256-CBC-SHA384, TLS-ECDHE-RSA-WITH-AES-256-GCM-SHA384, TLS-ECDHE-ECDSA-WITH-AES-128-CBC-SHA, TLS-ECDHE-ECDSA-WITH-AES-128-CBC-SHA256, TLS-ECDHE-ECDSA-WITH-AES-128-GCM-SHA256, TLS-ECDHE-ECDSA-WITH-AES-256-CBC-SHA384, TLS-ECDHE-ECDSA-WITH-AES-256-GCM-SHA384, TLS-RSA-WITH-AES-128-CBC-SHA, TLS-RSA-WITH-AES-256-CBC-SHA, TLS-RSA-WITH-AES-128-CBC-SHA256, TLS-RSA-WITH-AES-128-GCM-SHA256, TLS-RSA-WITH-AES-256-CBC-SHA256, TLS-RSA-WITH-AES-256-GCM-SHA384, TLS-RSA-WITH-CAMELLIA-128-CBC-SHA, TLS-RSA-WITH-CAMELLIA-256-CBC-SHA, TLS-RSA-WITH-CAMELLIA-128-CBC-SHA256, TLS-RSA-WITH-CAMELLIA-256-CBC-SHA256, TLS-DHE-RSA-WITH-3DES-EDE-CBC-SHA, TLS-DHE-RSA-WITH-CAMELLIA-128-CBC-SHA, TLS-DHE-DSS-WITH-CAMELLIA-128-CBC-SHA, TLS-DHE-RSA-WITH-CAMELLIA-256-CBC-SHA, TLS-DHE-DSS-WITH-CAMELLIA-256-CBC-SHA, TLS-DHE-RSA-WITH-CAMELLIA-128-CBC-SHA256, TLS-DHE-DSS-WITH-CAMELLIA-128-CBC-SHA256, TLS-DHE-RSA-WITH-CAMELLIA-256-CBC-SHA256, TLS-DHE-DSS-WITH-CAMELLIA-256-CBC-SHA256, TLS-DHE-RSA-WITH-SEED-CBC-SHA, TLS-DHE-DSS-WITH-SEED-CBC-SHA, TLS-DHE-RSA-WITH-ARIA-128-CBC-SHA256, TLS-DHE-RSA-WITH-ARIA-256-CBC-SHA384, TLS-DHE-DSS-WITH-ARIA-128-CBC-SHA256, TLS-DHE-DSS-WITH-ARIA-256-CBC-SHA384, TLS-RSA-WITH-SEED-CBC-SHA, TLS-RSA-WITH-ARIA-128-CBC-SHA256, TLS-RSA-WITH-ARIA-256-CBC-SHA384, TLS-ECDHE-RSA-WITH-ARIA-128-CBC-SHA256, TLS-ECDHE-RSA-WITH-ARIA-256-CBC-SHA384, TLS-ECDHE-ECDSA-WITH-ARIA-128-CBC-SHA256, TLS-ECDHE-ECDSA-WITH-ARIA-256-CBC-SHA384, TLS-ECDHE-RSA-WITH-RC4-128-SHA, TLS-ECDHE-RSA-WITH-3DES-EDE-CBC-SHA, TLS-DHE-DSS-WITH-3DES-EDE-CBC-SHA, TLS-RSA-WITH-3DES-EDE-CBC-SHA, TLS-RSA-WITH-RC4-128-MD5, TLS-RSA-WITH-RC4-128-SHA, TLS-DHE-RSA-WITH-DES-CBC-SHA, TLS-DHE-DSS-WITH-DES-CBC-SHA, TLS-RSA-WITH-DES-CBC-SHA

        	 priority - SSL/TLS cipher suites priority. type: int required: True

        	 versions - SSL/TLS versions that the cipher suite can be used with. type: str choices: ssl-3.0, tls-1.0, tls-1.1, tls-1.2, tls-1.3

        

    	 ssl_client_fallback - Enable/disable support for preventing Downgrade Attacks on client connections (RFC 7507). type: str choices: disable, enable

    	 ssl_client_rekey_count - Maximum length of data in MB before triggering a client rekey (0 = disable). type: int

    	 ssl_client_renegotiation - Allow, deny, or require secure renegotiation of client sessions to comply with RFC 5746. type: str choices: allow, deny, secure

    	 ssl_client_session_state_max - Maximum number of client to FortiGate SSL session states to keep. type: int

    	 ssl_client_session_state_timeout - Number of minutes to keep client to FortiGate SSL session state. type: int

    	 ssl_client_session_state_type - How to expire SSL sessions for the segment of the SSL connection between the client and the FortiGate. type: str choices: disable, time, count, both

    	 ssl_dh_bits - Number of bits to use in the Diffie-Hellman exchange for RSA encryption of SSL sessions. type: str choices: 768, 1024, 1536, 2048, 3072, 4096

    	 ssl_hpkp - Enable/disable including HPKP header in response. type: str choices: disable, enable, report-only

    	 ssl_hpkp_age - Number of seconds the client should honour the HPKP setting. type: int

    	 ssl_hpkp_backup - Certificate to generate backup HPKP pin from. Source vpn.certificate.local.name vpn.certificate.ca.name. type: str

    	 ssl_hpkp_include_subdomains - Indicate that HPKP header applies to all subdomains. type: str choices: disable, enable

    	 ssl_hpkp_primary - Certificate to generate primary HPKP pin from. Source vpn.certificate.local.name vpn.certificate.ca.name. type: str

    	 ssl_hpkp_report_uri - URL to report HPKP violations to. type: str

    	 ssl_hsts - Enable/disable including HSTS header in response. type: str choices: disable, enable

    	 ssl_hsts_age - Number of seconds the client should honour the HSTS setting. type: int

    	 ssl_hsts_include_subdomains - Indicate that HSTS header applies to all subdomains. type: str choices: disable, enable

    	 ssl_http_location_conversion - Enable to replace HTTP with HTTPS in the reply"s Location HTTP header field. type: str choices: enable, disable

    	 ssl_http_match_host - Enable/disable HTTP host matching for location conversion. type: str choices: enable, disable

    	 ssl_max_version - Highest SSL/TLS version acceptable from a client. type: str choices: ssl-3.0, tls-1.0, tls-1.1, tls-1.2, tls-1.3

    	 ssl_min_version - Lowest SSL/TLS version acceptable from a client. type: str choices: ssl-3.0, tls-1.0, tls-1.1, tls-1.2, tls-1.3

    	 ssl_mode - Apply SSL offloading between the client and the FortiGate (half) or from the client to the FortiGate and from the FortiGate to the server (full). type: str choices: half, full

    	 ssl_pfs - Select the cipher suites that can be used for SSL perfect forward secrecy (PFS). Applies to both client and server sessions. type: str choices: require, deny, allow

    	 ssl_send_empty_frags - Enable/disable sending empty fragments to avoid CBC IV attacks (SSL 3.0 
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and vip46 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_vip46 - Configure IPv4 to IPv6 virtual IPs. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 arp_reply - Enable ARP reply. type: str choices: disable, enable

    	 color - Color of icon on the GUI. type: int

    	 comment - Comment. type: str

    	 extip - Start-external-IP [-end-external-IP]. type: str

    	 extport - External service port. type: str

    	 id - Custom defined id. type: int

    	 ldb_method - Load balance method. type: str choices: static, round-robin, weighted, least-session, least-rtt, first-alive

    	 mappedip - Start-mapped-IP [-end mapped-IP]. type: str

    	 mappedport - Mapped service port. type: str

    	 monitor - Health monitors. type: list

        
        	 name - Health monitor name. Source firewall.ldb-monitor.name. type: str required: True

        

    	 name - VIP46 name. type: str required: True

    	 portforward - Enable port forwarding. type: str choices: disable, enable

    	 protocol - Mapped port protocol. type: str choices: tcp, udp

    	 realservers - Real servers. type: list

        
        	 client_ip - Restrict server to a client IP in this range. type: str

        	 healthcheck - Per server health check. type: str choices: disable, enable, vip

        	 holddown_interval - Hold down interval. type: int

        	 id - Real server ID. type: int required: True

        	 ip - Mapped server IPv6. type: str

        	 max_connections - Maximum number of connections allowed to server. type: int

        	 monitor - Health monitors. Source firewall.ldb-monitor.name. type: str

        	 port - Mapped server port. type: int

        	 status - Server administrative status. type: str choices: active, standby, disable

        	 weight - weight type: int

        

    	 server_type - Server type. type: str choices: http, tcp, udp, ip

    	 src_filter - Source IP filter (x.x.x.x/x). type: list

        
        	 range - Src-filter range. type: str required: True

        

    	 type - VIP type: static NAT or server load balance. type: str choices: static-nat, server-load-balance

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 to IPv6 virtual IPs.
    fortios_firewall_vip46:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_vip46:
        arp_reply: "disable"
        color: "4"
        comment: "Comment."
        extip: "<your_own_value>"
        extport: "<your_own_value>"
        id:  "8"
        ldb_method: "static"
        mappedip: "<your_own_value>"
        mappedport: "<your_own_value>"
        monitor:
         -
            name: "default_name_13 (source firewall.ldb-monitor.name)"
        name: "default_name_14"
        portforward: "disable"
        protocol: "tcp"
        realservers:
         -
            client_ip: "<your_own_value>"
            healthcheck: "disable"
            holddown_interval: "20"
            id:  "21"
            ip: "<your_own_value>"
            max_connections: "23"
            monitor: "<your_own_value> (source firewall.ldb-monitor.name)"
            port: "25"
            status: "active"
            weight: "27"
        server_type: "http"
        src_filter:
         -
            range: "<your_own_value>"
        type: "static-nat"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and vip6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_vip6 - Configure virtual IP for IPv6. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 arp_reply - Enable to respond to ARP requests for this virtual IP address. Enabled by default. type: str choices: disable, enable

    	 color - Color of icon on the GUI. type: int

    	 comment - Comment. type: str

    	 extip - IP address or address range on the external interface that you want to map to an address or address range on the destination network. type: str

    	 extport - Incoming port number range that you want to map to a port number range on the destination network. type: str

    	 http_cookie_age - Time in minutes that client web browsers should keep a cookie. Default is 60 minutes. 0 = no time limit. type: int

    	 http_cookie_domain - Domain that HTTP cookie persistence should apply to. type: str

    	 http_cookie_domain_from_host - Enable/disable use of HTTP cookie domain from host field in HTTP. type: str choices: disable, enable

    	 http_cookie_generation - Generation of HTTP cookie to be accepted. Changing invalidates all existing cookies. type: int

    	 http_cookie_path - Limit HTTP cookie persistence to the specified path. type: str

    	 http_cookie_share - Control sharing of cookies across virtual servers. same-ip means a cookie from one virtual server can be used by another. Disable stops cookie sharing. type: str choices: disable, same-ip

    	 http_ip_header - For HTTP multiplexing, enable to add the original client IP address in the XForwarded-For HTTP header. type: str choices: enable, disable

    	 http_ip_header_name - For HTTP multiplexing, enter a custom HTTPS header name. The original client IP address is added to this header. If empty, X-Forwarded-For is used. type: str

    	 http_multiplex - Enable/disable HTTP multiplexing. type: str choices: enable, disable

    	 http_redirect - Enable/disable redirection of HTTP to HTTPS type: str choices: enable, disable

    	 https_cookie_secure - Enable/disable verification that inserted HTTPS cookies are secure. type: str choices: disable, enable

    	 id - Custom defined ID. type: int

    	 ldb_method - Method used to distribute sessions to real servers. type: str choices: static, round-robin, weighted, least-session, least-rtt, first-alive, http-host

    	 mappedip - Mapped IP address range in the format startIP-endIP. type: str

    	 mappedport - Port number range on the destination network to which the external port number range is mapped. type: str

    	 max_embryonic_connections - Maximum number of incomplete connections. type: int

    	 monitor - Name of the health check monitor to use when polling to determine a virtual server"s connectivity status. type: list

        
        	 name - Health monitor name. Source firewall.ldb-monitor.name. type: str required: True

        

    	 name - Virtual ip6 name. type: str required: True

    	 nat_source_vip - Enable to perform SNAT on traffic from mappedip to the extip for all egress interfaces. type: str choices: disable, enable

    	 outlook_web_access - Enable to add the Front-End-Https header for Microsoft Outlook Web Access. type: str choices: disable, enable

    	 persistence - Configure how to make sure that clients connect to the same server every time they make a request that is part of the same session. type: str choices: none, http-cookie, ssl-session-id

    	 portforward - Enable port forwarding. type: str choices: disable, enable

    	 protocol - Protocol to use when forwarding packets. type: str choices: tcp, udp, sctp

    	 realservers - Select the real servers that this server load balancing VIP will distribute traffic to. type: list

        
        	 client_ip - Only clients in this IP range can connect to this real server. type: str

        	 healthcheck - Enable to check the responsiveness of the real server before forwarding traffic. type: str choices: disable, enable, vip

        	 holddown_interval - Time in seconds that the health check monitor continues to monitor an unresponsive server that should be active. type: int

        	 http_host - HTTP server domain name in HTTP header. type: str

        	 id - Real server ID. type: int required: True

        	 ip - IPv6 address of the real server. type: str

        	 max_connections - Max number of active connections that can directed to the real server. When reached, sessions are sent to other real servers. type: int

        	 monitor - Name of the health check monitor to use when polling to determine a virtual server"s connectivity status. Source firewall .ldb-monitor.name. type: str

        	 port - Port for communicating with the real server. Required if port forwarding is enabled. type: int

        	 status - Set the status of the real server to active so that it can accept traffic, or on standby or disabled so no traffic is sent. type: str choices: active, standby, disable

        	 weight - Weight of the real server. If weighted load balancing is enabled, the server with the highest weight gets more connections. type: int

        

    	 server_type - Protocol to be load balanced by the virtual server (also called the server load balance virtual IP). type: str choices: http, https, imaps, pop3s, smtps, ssl, tcp, udp, ip

    	 src_filter - Source IP6 filter (x:x:x:x:x:x:x:x/x). Separate addresses with spaces. type: list

        
        	 range - Source-filter range. type: str required: True

        

    	 ssl_algorithm - Permitted encryption algorithms for SSL sessions according to encryption strength. type: str choices: high, medium, low, custom

    	 ssl_certificate - The name of the SSL certificate to use for SSL acceleration. Source vpn.certificate.local.name. type: str

    	 ssl_cipher_suites - SSL/TLS cipher suites acceptable from a client, ordered by priority. type: list

        
        	 cipher - Cipher suite name. type: str choices: TLS-AES-128-GCM-SHA256, TLS-AES-256-GCM-SHA384, TLS-CHACHA20-POLY1305-SHA256, TLS-ECDHE-RSA-WITH-CHACHA20-POLY1305-SHA256, TLS-ECDHE-ECDSA-WITH-CHACHA20-POLY1305-SHA256, TLS-DHE-RSA-WITH-CHACHA20-POLY1305-SHA256, TLS-DHE-RSA-WITH-AES-128-CBC-SHA, TLS-DHE-RSA-WITH-AES-256-CBC-SHA, TLS-DHE-RSA-WITH-AES-128-CBC-SHA256, TLS-DHE-RSA-WITH-AES-128-GCM-SHA256, TLS-DHE-RSA-WITH-AES-256-CBC-SHA256, TLS-DHE-RSA-WITH-AES-256-GCM-SHA384, TLS-DHE-DSS-WITH-AES-128-CBC-SHA, TLS-DHE-DSS-WITH-AES-256-CBC-SHA, TLS-DHE-DSS-WITH-AES-128-CBC-SHA256, TLS-DHE-DSS-WITH-AES-128-GCM-SHA256, TLS-DHE-DSS-WITH-AES-256-CBC-SHA256, TLS-DHE-DSS-WITH-AES-256-GCM-SHA384, TLS-ECDHE-RSA-WITH-AES-128-CBC-SHA, TLS-ECDHE-RSA-WITH-AES-128-CBC-SHA256, TLS-ECDHE-RSA-WITH-AES-128-GCM-SHA256, TLS-ECDHE-RSA-WITH-AES-256-CBC-SHA, TLS-ECDHE-RSA-WITH-AES-256-CBC-SHA384, TLS-ECDHE-RSA-WITH-AES-256-GCM-SHA384, TLS-ECDHE-ECDSA-WITH-AES-128-CBC-SHA, TLS-ECDHE-ECDSA-WITH-AES-128-CBC-SHA256, TLS-ECDHE-ECDSA-WITH-AES-128-GCM-SHA256, TLS-ECDHE-ECDSA-WITH-AES-256-CBC-SHA384, TLS-ECDHE-ECDSA-WITH-AES-256-GCM-SHA384, TLS-RSA-WITH-AES-128-CBC-SHA, TLS-RSA-WITH-AES-256-CBC-SHA, TLS-RSA-WITH-AES-128-CBC-SHA256, TLS-RSA-WITH-AES-128-GCM-SHA256, TLS-RSA-WITH-AES-256-CBC-SHA256, TLS-RSA-WITH-AES-256-GCM-SHA384, TLS-RSA-WITH-CAMELLIA-128-CBC-SHA, TLS-RSA-WITH-CAMELLIA-256-CBC-SHA, TLS-RSA-WITH-CAMELLIA-128-CBC-SHA256, TLS-RSA-WITH-CAMELLIA-256-CBC-SHA256, TLS-DHE-RSA-WITH-3DES-EDE-CBC-SHA, TLS-DHE-RSA-WITH-CAMELLIA-128-CBC-SHA, TLS-DHE-DSS-WITH-CAMELLIA-128-CBC-SHA, TLS-DHE-RSA-WITH-CAMELLIA-256-CBC-SHA, TLS-DHE-DSS-WITH-CAMELLIA-256-CBC-SHA, TLS-DHE-RSA-WITH-CAMELLIA-128-CBC-SHA256, TLS-DHE-DSS-WITH-CAMELLIA-128-CBC-SHA256, TLS-DHE-RSA-WITH-CAMELLIA-256-CBC-SHA256, TLS-DHE-DSS-WITH-CAMELLIA-256-CBC-SHA256, TLS-DHE-RSA-WITH-SEED-CBC-SHA, TLS-DHE-DSS-WITH-SEED-CBC-SHA, TLS-DHE-RSA-WITH-ARIA-128-CBC-SHA256, TLS-DHE-RSA-WITH-ARIA-256-CBC-SHA384, TLS-DHE-DSS-WITH-ARIA-128-CBC-SHA256, TLS-DHE-DSS-WITH-ARIA-256-CBC-SHA384, TLS-RSA-WITH-SEED-CBC-SHA, TLS-RSA-WITH-ARIA-128-CBC-SHA256, TLS-RSA-WITH-ARIA-256-CBC-SHA384, TLS-ECDHE-RSA-WITH-ARIA-128-CBC-SHA256, TLS-ECDHE-RSA-WITH-ARIA-256-CBC-SHA384, TLS-ECDHE-ECDSA-WITH-ARIA-128-CBC-SHA256, TLS-ECDHE-ECDSA-WITH-ARIA-256-CBC-SHA384, TLS-ECDHE-RSA-WITH-RC4-128-SHA, TLS-ECDHE-RSA-WITH-3DES-EDE-CBC-SHA, TLS-DHE-DSS-WITH-3DES-EDE-CBC-SHA, TLS-RSA-WITH-3DES-EDE-CBC-SHA, TLS-RSA-WITH-RC4-128-MD5, TLS-RSA-WITH-RC4-128-SHA, TLS-DHE-RSA-WITH-DES-CBC-SHA, TLS-DHE-DSS-WITH-DES-CBC-SHA, TLS-RSA-WITH-DES-CBC-SHA

        	 priority - SSL/TLS cipher suites priority. type: int required: True

        	 versions - SSL/TLS versions that the cipher suite can be used with. type: str choices: ssl-3.0, tls-1.0, tls-1.1, tls-1.2, tls-1.3

        

    	 ssl_client_fallback - Enable/disable support for preventing Downgrade Attacks on client connections (RFC 7507). type: str choices: disable, enable

    	 ssl_client_rekey_count - Maximum length of data in MB before triggering a client rekey (0 = disable). type: int

    	 ssl_client_renegotiation - Allow, deny, or require secure renegotiation of client sessions to comply with RFC 5746. type: str choices: allow, deny, secure

    	 ssl_client_session_state_max - Maximum number of client to FortiGate SSL session states to keep. type: int

    	 ssl_client_session_state_timeout - Number of minutes to keep client to FortiGate SSL session state. type: int

    	 ssl_client_session_state_type - How to expire SSL sessions for the segment of the SSL connection between the client and the FortiGate. type: str choices: disable, time, count, both

    	 ssl_dh_bits - Number of bits to use in the Diffie-Hellman exchange for RSA encryption of SSL sessions. type: str choices: 768, 1024, 1536, 2048, 3072, 4096

    	 ssl_hpkp - Enable/disable including HPKP header in response. type: str choices: disable, enable, report-only

    	 ssl_hpkp_age - Number of minutes the web browser should keep HPKP. type: int

    	 ssl_hpkp_backup - Certificate to generate backup HPKP pin from. Source vpn.certificate.local.name vpn.certificate.ca.name. type: str

    	 ssl_hpkp_include_subdomains - Indicate that HPKP header applies to all subdomains. type: str choices: disable, enable

    	 ssl_hpkp_primary - Certificate to generate primary HPKP pin from. Source vpn.certificate.local.name vpn.certificate.ca.name. type: str

    	 ssl_hpkp_report_uri - URL to report HPKP violations to. type: str

    	 ssl_hsts - Enable/disable including HSTS header in response. type: str choices: disable, enable

    	 ssl_hsts_age - Number of seconds the client should honour the HSTS setting. type: int

    	 ssl_hsts_include_subdomains - Indicate that HSTS header applies to all subdomains. type: str choices: disable, enable

    	 ssl_http_location_conversion - Enable to replace HTTP with HTTPS in the reply"s Location HTTP header field. type: str choices: enable, disable

    	 ssl_http_match_host - Enable/disable HTTP host matching for location conversion. type: str choices: enable, disable

    	 ssl_max_version - Highest SSL/TLS version acceptable from a client. type: str choices: ssl-3.0, tls-1.0, tls-1.1, tls-1.2, tls-1.3

    	 ssl_min_version - Lowest SSL/TLS version acceptable from a client. type: str choices: ssl-3.0, tls-1.0, tls-1.1, tls-1.2, tls-1.3

    	 ssl_mode - Apply SSL offloading between the client and the FortiGate (half) or from the client to the FortiGate and from the FortiGate to the server (full). type: str choices: half, full

    	 ssl_pfs - Select the cipher suites that can be used for SSL perfect forward secrecy (PFS). Applies to both client and server sessions. type: str choices: require, deny, allow

    	 ssl_send_empty_frags - Enable/disable sending empty fragments to avoid CBC IV attacks (SSL 3.0 
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and vip64 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_vip64 - Configure IPv6 to IPv4 virtual IPs. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 arp_reply - Enable ARP reply. type: str choices: disable, enable

    	 color - Color of icon on the GUI. type: int

    	 comment - Comment. type: str

    	 extip - Start-external-IP [-end-external-IP]. type: str

    	 extport - External service port. type: str

    	 id - Custom defined id. type: int

    	 ldb_method - Load balance method. type: str choices: static, round-robin, weighted, least-session, least-rtt, first-alive

    	 mappedip - Start-mapped-IP [-end-mapped-IP]. type: str

    	 mappedport - Mapped service port. type: str

    	 monitor - Health monitors. type: list

        
        	 name - Health monitor name. Source firewall.ldb-monitor.name. type: str required: True

        

    	 name - VIP64 name. type: str required: True

    	 portforward - Enable port forwarding. type: str choices: disable, enable

    	 protocol - Mapped port protocol. type: str choices: tcp, udp

    	 realservers - Real servers. type: list

        
        	 client_ip - Restrict server to a client IP in this range. type: str

        	 healthcheck - Per server health check. type: str choices: disable, enable, vip

        	 holddown_interval - Hold down interval. type: int

        	 id - Real server ID. type: int required: True

        	 ip - Mapped server IP. type: str

        	 max_connections - Maximum number of connections allowed to server. type: int

        	 monitor - Health monitors. Source firewall.ldb-monitor.name. type: str

        	 port - Mapped server port. type: int

        	 status - Server administrative status. type: str choices: active, standby, disable

        	 weight - weight type: int

        

    	 server_type - Server type. type: str choices: http, tcp, udp, ip

    	 src_filter - Source IP6 filter (x:x:x:x:x:x:x:x/x). type: list

        
        	 range - Src-filter range. type: str required: True

        

    	 type - VIP type: static NAT or server load balance. type: str choices: static-nat, server-load-balance

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 to IPv4 virtual IPs.
    fortios_firewall_vip64:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_vip64:
        arp_reply: "disable"
        color: "4"
        comment: "Comment."
        extip: "<your_own_value>"
        extport: "<your_own_value>"
        id:  "8"
        ldb_method: "static"
        mappedip: "<your_own_value>"
        mappedport: "<your_own_value>"
        monitor:
         -
            name: "default_name_13 (source firewall.ldb-monitor.name)"
        name: "default_name_14"
        portforward: "disable"
        protocol: "tcp"
        realservers:
         -
            client_ip: "<your_own_value>"
            healthcheck: "disable"
            holddown_interval: "20"
            id:  "21"
            ip: "<your_own_value>"
            max_connections: "23"
            monitor: "<your_own_value> (source firewall.ldb-monitor.name)"
            port: "25"
            status: "active"
            weight: "27"
        server_type: "http"
        src_filter:
         -
            range: "<your_own_value>"
        type: "static-nat"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and vipgrp category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_vipgrp - Configure IPv4 virtual IP groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Integer value to determine the color of the icon in the GUI (range 1 to 32). type: int

    	 comments - Comment. type: str

    	 interface - interface Source system.interface.name. type: str

    	 member - Member VIP objects of the group (Separate multiple objects with a space). type: list

        
        	 name - VIP name. Source firewall.vip.name. type: str required: True

        

    	 name - VIP group name. type: str required: True

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 virtual IP groups.
    fortios_firewall_vipgrp:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_vipgrp:
        color: "3"
        comments: "<your_own_value>"
        interface: "<your_own_value> (source system.interface.name)"
        member:
         -
            name: "default_name_7 (source firewall.vip.name)"
        name: "default_name_8"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and vipgrp46 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_vipgrp46 - Configure IPv4 to IPv6 virtual IP groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Integer value to determine the color of the icon in the GUI (range 1 to 32). type: int

    	 comments - Comment. type: str

    	 member - Member VIP objects of the group (Separate multiple objects with a space). type: list

        
        	 name - VIP46 name. Source firewall.vip46.name. type: str required: True

        

    	 name - VIP46 group name. type: str required: True

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv4 to IPv6 virtual IP groups.
    fortios_firewall_vipgrp46:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_vipgrp46:
        color: "3"
        comments: "<your_own_value>"
        member:
         -
            name: "default_name_6 (source firewall.vip46.name)"
        name: "default_name_7"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and vipgrp6 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_vipgrp6 - Configure IPv6 virtual IP groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Integer value to determine the color of the icon in the GUI (range 1 to 32). type: int

    	 comments - Comment. type: str

    	 member - Member VIP objects of the group (Separate multiple objects with a space). type: list

        
        	 name - IPv6 VIP name. Source firewall.vip6.name. type: str required: True

        

    	 name - IPv6 VIP group name. type: str required: True

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 virtual IP groups.
    fortios_firewall_vipgrp6:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_vipgrp6:
        color: "3"
        comments: "<your_own_value>"
        member:
         -
            name: "default_name_6 (source firewall.vip6.name)"
        name: "default_name_7"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall feature and vipgrp64 category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_vipgrp64 - Configure IPv6 to IPv4 virtual IP groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - Integer value to determine the color of the icon in the GUI (range 1 to 32). type: int

    	 comments - Comment. type: str

    	 member - Member VIP objects of the group (Separate multiple objects with a space). type: list

        
        	 name - VIP64 name. Source firewall.vip64.name. type: str required: True

        

    	 name - VIP64 group name. type: str required: True

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Configure IPv6 to IPv4 virtual IP groups.
    fortios_firewall_vipgrp64:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_vipgrp64:
        color: "3"
        comments: "<your_own_value>"
        member:
         -
            name: "default_name_6 (source firewall.vip64.name)"
        name: "default_name_7"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_wildcard_fqdn feature and custom category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_wildcard_fqdn_custom - Config global/VDOM Wildcard FQDN address. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - GUI icon color. type: int

    	 comment - Comment. type: str

    	 name - Address name. type: str required: True

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    	 wildcard_fqdn - Wildcard FQDN. type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Config global/VDOM Wildcard FQDN address.
    fortios_firewall_wildcard_fqdn_custom:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_wildcard_fqdn_custom:
        color: "3"
        comment: "Comment."
        name: "default_name_5"
        uuid: "<your_own_value>"
        wildcard_fqdn: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify firewall_wildcard_fqdn feature and group category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 state - Indicates whether to create or remove the object. This attribute was present already in previous version in a deeper level. It has been moved out to this outer level. type: str required: False choices: present, absent

	 firewall_wildcard_fqdn_group - Config global Wildcard FQDN address groups. type: dict

    
    	 state - B(Deprecated) type: str required: False choices: present, absent

    	 color - GUI icon color. type: int

    	 comment - Comment. type: str

    	 member - Address group members. type: list

        
        	 name - Address name. Source firewall.wildcard-fqdn.custom.name. type: str required: True

        

    	 name - Address group name. type: str required: True

    	 uuid - Universally Unique Identifier (UUID; automatically assigned but can be manually reset). type: str

    





Notes


Note


	Legacy fortiosapi has been deprecated, httpapi is the preferred way to run playbooks









Examples

- hosts: fortigates
  collections:
    - fortinet.fortios
  connection: httpapi
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
  - name: Config global Wildcard FQDN address groups.
    fortios_firewall_wildcard_fqdn_group:
      vdom:  "{{ vdom }}"
      state: "present"
      access_token: "<your_own_value>"
      firewall_wildcard_fqdn_group:
        color: "3"
        comment: "Comment."
        member:
         -
            name: "default_name_6 (source firewall.wildcard-fqdn.custom.name)"
        name: "default_name_7"
        uuid: "<your_own_value>"








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:



	 build - Build number of the fortigate image returned: always type: str sample: 1547

	 http_method - Last method used to provision the content into FortiGate returned: always type: str sample: PUT

	 http_status - Last result given by FortiGate on last operation applied returned: always type: str sample: 200

	 mkey - Master key (id) used in the last call to FortiGate returned: success type: str sample: id

	 name - Name of the table used to fulfill the request returned: always type: str sample: urlfilter

	 path - Path of the table used to fulfill the request returned: always type: str sample: webfilter

	 revision - Internal revision number returned: always type: str sample: 17.0.2.10658

	 serial - Serial number of the unit returned: always type: str sample: FGVMEVYYQT3AB5352

	 status - Indication of the operation's result returned: always type: str sample: success

	 vdom - Virtual domain used returned: always type: str sample: root

	 version - Version of the FortiGate returned: always type: str sample: v5.6.3





Status


	This module is not guaranteed to have a backwards compatible interface.







Authors


	Link Zheng (@chillancezen)


	Jie Xue (@JieX19)


	Hongbin Lu (@fgtdev-hblu)


	Frank Shen (@frankshen01)


	Miguel Angel Munoz (@mamunozgonzalez)


	Nicolas Thomas (@thomnico)





Hint

If you notice any issues in this documentation, you can create a pull request to improve it.
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Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify ftp_proxy feature and explicit category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.4.0







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	 access_token - Token-based authentication. Generated from GUI of Fortigate. type: str required: False

	 vdom - Virtual domain, among those defined previously. A vdom is a virtual instance of the FortiGate that can be configured and used as a different unit. type: str default: root

	 ftp_proxy_explicit - Configure explicit FTP proxy settings. type: dict

    
    	 incoming_ip - Accept incoming FTP requests from this IP address. An interface must have this IP address. type: str

    	 incoming_port - Accept incoming FTP requests on one or more ports. type: str

    	 outgoing_ip - Outgoing FTP requests will leave from this IP