

    
      
          
            
  
Welcome to Ansible Galaxy FortiOS Collection Documentation 2.2.1!

The FortiOS Ansible Collection provides Ansible modules for configuring FortiOS appliances.
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FortiOS Galaxy Versioning


FortiOS Galaxy versions

From v2.0.0 on, FortiOS galaxy collections are unified, and cover FortiOS 6.0, 6.2, 6.4, 7.0, 7.2 versions. There is only one sequential collection at any moment. users who install these collections
are expected to find the version compatibility information for each module and its parameters.









	FOS version

	Galaxy Version

	Release date

	Path to Install





	unified

	2.0.0

	2021/4/6

	ansible-galaxy collection install fortinet.fortios:2.0.0



	unified

	2.0.1

	2021/4/7

	ansible-galaxy collection install fortinet.fortios:2.0.1



	unified

	2.0.2

	2021/5/14

	ansible-galaxy collection install fortinet.fortios:2.0.2



	unified

	2.1.0

	2021/6/25

	ansible-galaxy collection install fortinet.fortios:2.1.0



	unified

	2.1.1

	2021/6/29

	ansible-galaxy collection install fortinet.fortios:2.1.1



	unified

	2.1.2

	2021/7/15

	ansible-galaxy collection install fortinet.fortios:2.1.2



	unified

	2.1.3

	2021/11/11

	ansible-galaxy collection install fortinet.fortios:2.1.3



	unified

	2.1.4

	2022/2/7

	ansible-galaxy collection install fortinet.fortios:2.1.4



	unified

	2.1.5

	2022/4/22

	ansible-galaxy collection install fortinet.fortios:2.1.5



	unified

	2.1.6

	2022/5/23

	ansible-galaxy collection install fortinet.fortios:2.1.6



	unified

	2.1.7

	2022/8/12

	ansible-galaxy collection install fortinet.fortios:2.1.7



	unified

	2.2.0

	2022/11/9

	ansible-galaxy collection install fortinet.fortios:2.2.0



	unified

	2.2.1 latest

	2022/12/2

	ansible-galaxy collection install fortinet.fortios:2.2.0








Legacy FortiOS Galaxy Versions

Prior to FortiOS collection v2.0.0, FortiOS Galaxy collections were built over three FOS major versions, i.e. v6.0, v6.2 and v6.4, thus, users are expected to install
the collection according to the following table to avoid potential compatibility issues.









	FOS version

	Galaxy Version

	Release date

	Path to Install





	6.0.0

	1.0.13

	2020/5/26

	ansible-galaxy collection install fortinet.fortios:1.0.13



	6.0.0

	1.1.2

	2020/12/4

	ansible-galaxy collection install fortinet.fortios:1.1.2



	6.0.0

	1.1.5

	2020/12/7

	ansible-galaxy collection install fortinet.fortios:1.1.5



	6.0.0

	1.1.8

	2020/12/21

	ansible-galaxy collection install fortinet.fortios:1.1.8



	6.0.0

	1.1.9

	2020/3/1

	ansible-galaxy collection install fortinet.fortios:1.1.9



	6.2.0

	1.0.10

	2020/5/6

	ansible-galaxy collection install fortinet.fortios:1.0.10



	6.2.0

	1.1.0

	2020/12/4

	ansible-galaxy collection install fortinet.fortios:1.1.0



	6.2.0

	1.1.3

	2020/12/7

	ansible-galaxy collection install fortinet.fortios:1.1.3



	6.2.0

	1.1.6

	2020/12/21

	ansible-galaxy collection install fortinet.fortios:1.1.6



	6.4.0

	1.0.11

	2020/5/11

	ansible-galaxy collection install fortinet.fortios:1.0.11



	6.4.0

	1.1.1

	2020/12/4

	ansible-galaxy collection install fortinet.fortios:1.1.1



	6.4.0

	1.1.4

	2020/12/7

	ansible-galaxy collection install fortinet.fortios:1.1.4



	6.4.0

	1.1.7

	2020/12/21

	ansible-galaxy collection install fortinet.fortios:1.1.7






Note: Use -f option (i.e.
ansible-galaxy collection install -f fortinet.fortios:x.x.x) to
renew your existing local installation.





          

      

      

    

  

    
      
          
            
  
Install FortiOS Ansible Galaxy

This document explains how to install the FortiOS Ansible Galaxy
Collection.




Install Python3


	Follow steps in https://www.python.org/ to install Python3 on your
host.






Install Ansible Core


	Follow instructions in
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html
to install Ansible


	The Ansible core version requirement: >= 2.9.0






Install FortiOS Galaxy Collection

The FortiOS Ansible Galaxy supports multilple FortiOS major releases,
you can install the latest collection by default via command
ansible-galaxy collection install fortinet.fortios. you can also
choose another galaxy version to match your FortiOS device.

Please see the `versionig notes`_ for more recently released collections
and install the ones which are marked latest for your devices.





          

      

      

    

  

    
      
          
            
  
Run Your First Playbook

This document explains how to run your first FortiOS Ansible playbook.



With FortiOS Galaxy collection, you are always recommended to run
FortiOS module in httpapi manner. The first step is to prepare your
host inventory with which you can use ansible-vault to encrypt or
decrypt your secrets for the sake of confidentiality.


Prepare host inventory

in our case we create a file named hosts:

[fortigates]
fortigate01 ansible_host=192.168.190.130 ansible_user="admin" ansible_password="password"
fortigate02 ansible_host=192.168.190.131 ansible_user="admin" ansible_password="password"
fortigate03 ansible_host=192.168.190.132 fortios_access_token=<your access token>

[fortigates:vars]
ansible_network_os=fortinet.fortios.fortios





FortiOS supports two ways to authenticate Ansible: ansible_user and ansible_password pair based; fortios_access_token access token based.
Access token based way is prefered as it is safer without any password explosure and access token guarantees request source location is wanted.

for how to generate an API token, visit page FortiOS API Spec [https://fndn.fortinet.net/index.php?/fortiapi/1-fortios/92/].



Write the playbook

in the example: test.yml we are going to modify the fortigate
device’s hostname:

- hosts: fortigate03
  connection: httpapi
  collections:
  - fortinet.fortios
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
   - name: Configure global attributes.
     fortios_system_global:
        vdom:  "{{ vdom }}"
        access_token: "{{ fortios_access_token }}" #if you prefer access token based authentication, add this line.
        system_global:
            hostname: 'CustomHostName'





there are several options which might need you special care:


	connection : httpapi is preferred.


	collections : The namespace must be fortinet.fortios


	ansible_httpapi_use_ssl and ansible_httpapi_port: by
default when your fortiOS device is licensed, the https is enabled.
there is one exception: uploading vmlicence to a newly installed FOS instance, where you should set
ansible_httpapi_use_ssl: no and ansible_httpapi_port: 80. Please see Import licence to FOS for more details.






Run the playbook

ansible-playbook -i hosts test.yml





you can also observe the verbose output by adding option at the tail:
-vvv.





          

      

      

    

  

    
      
          
            
  
Frequently Asked Questions (FAQ)








	TABLE OF CONTENTS:

	
	What’s Access Token?


	How To Backup And Restore FOS?


	How To Import A License?


	How does Ansible work with login banner?


	How To Work With Raw FotiOS CLI?


	How to use the set_fact module in a task?















What’s Access Token?

Access Token here is an API token which is used to authenticate an API request, an api token is associated with an API user once generated in FortiOS.
FortiOS Ansible supports api token based authentication, please see Run Your Playbook for how to use access_token in Ansible playbook.

Sometimes we also want to dynamically generate an API token via FortiOS ansible module, we have a demo to show how to generate an API token:

# to customize privileges for the API user, we can also define an accprofile via module fortios_system_accprofile.
- name: Create An API User if not present
  fortios_system_api_user:
     vdom: 'root'
     state: 'present'
     system_api_user:
         name: 'AnsibleAPIUser'
         accprofile: 'super_admin' # This is predefined privilege profile.
         vdom:
            - name: 'root'
         trusthost:
             - id: '1'
               ipv4_trusthost: '192.168.190.0 255.255.255.0'

# To reference the generated token, we can use notation "{{ tokeninfo.meta.results.access_token  }}"in further tasks or keep it somewhere in disk.
- name: Generate The API token
  fortios_monitor:
     vdom: 'root'
     selector: 'generate-key.system.api-user'
     params:
         api-user: 'AnsibleAPIUser'
  register: tokeninfo

- name: do another api request with newly generated access_token
  fortios_configuration_fact:
     access_token: "{{ tokeninfo.meta.results.access_token  }}"
     vdom: 'root'
     selector: 'system_status'







How To Backup And Restore FOS?

Legacy module fortios_system_config_backup_restore is deprecated since 2.0.0, new modules are available for doing equivalent jobs.
New modules are desined to be very flexible, that requires us to combine modules to do complex task.

Note: operation backup and restore needs administrative privilege, better not choose access token based authentication.


Backup settings to local file.

FortiOS Ansible collection doesn’t provide any modules for local file operations, here we use builtin copy module to copy plain configuration text into a file.

- name: Backup a virtual domain.
  fortios_monitor_fact:
     selector: 'system_config_backup'
     vdom: 'root'
     params:
         scope: 'global'
  register: backupinfo

- name: Save the backup information.
  copy:
     content: '{{ backupinfo.meta.raw }}'
     dest: './local.backup'







Restore settings from local file.

FortiOS only accepts base64 encoded text, the configuration text must be encoded before being uploaded.

- name: Restore from file.
  fortios_monitor:
     selector: 'restore.system.config'
     vdom: 'root'
     params:
         scope: 'global'
         source: 'upload'
         vdom: 'root'
         file_content: "{{ lookup( 'file', './local.backup') | string | b64encode }}"







Restore settings from other sources.

no matter what source is, just make sure content is encoded.

- name: Backup a virtual domain.
  fortios_monitor_fact:
     selector: 'system_config_backup'
     vdom: 'root'
     params:
         scope: 'global'
  register: backupinfo

- name: Restore from intermediate result.
  fortios_monitor:
     selector: 'restore.system.config'
     vdom: 'root'
     params:
         scope: 'global'
         source: 'upload'
         vdom: 'root'
         file_content: "{{ backupinfo.meta.raw | string | b64encode}}"





For more options to restore, see module fortios_monitor and its selector restore.system.config,
for more options to backup, see module fortios_monitor_fact and its selector system_config_backup.




How To Import A License?


Import a license for a newly installed FOS instance.

Make sure the active management port allows access to http service by setting allowaccess.

FortiGate-VM64 # show system interface port1
config system interface
edit "port1"
    set vdom "root"
    set mode dhcp
    set allowaccess ping https ssh http fgfm
    set type physical
    set snmp-index 1
next
end





Then run the following playbook to upload licence for the first time:

- hosts: fortigate_new
  connection: httpapi
  collections:
   - fortinet.fortios
  vars:
   vdom: "root"
   ansible_httpapi_use_ssl: no
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 80
   ansible_command_timeout: 5
  tasks:

   - name: Upload the license to the newly installed FGT device
     fortios_monitor:
         vdom: "{{ vdom }}"
         selector: 'upload.system.vmlicense'
         params:
             file_content: "{{ lookup( 'file', './FGVM02TM20012347.lic') | string | b64encode }}"
     ignore_errors: True





In the example, we put license file FGVM02TM20012347.lic under current working directory.

Once FOS accepts a valid licence, it reboots immediately and the connection terminates suddenly, as a result, we must not regard connection timeout as errors, we’d better ignore connection timeout exception.
and the default connection timeout is 30 seconds, better make it smaller.

Access token based authentication is not allowed in initial license import



Renew a license for a licence-ready FOS instance.

To renew the license for a running FOS instance, we don’t have to use http service (by default, after license is activated, http service is redirected to https service, which causes problems for Ansible).
by setting ansible_httpapi_use_ssl to True and ansible_httpapi_port to 443, the task can normally upload the license.

Renewing a license can use access token based authentication as long as associated API user has admin privilege to upload license.




How does Ansible work with login banner?


what’s login banner?

FOS puts a barrier in login process if pre- and(or) post- login bannner are enabled, and ansible authentication is restricted: only access token based authentication is allowed.



How to safely generate access token?

For Ansible FOS login banner usage, there could be a deadlock if one the of following cases apprears:



	I don’t have an API user or access token.


	I have an access token but it has expired.







upon such deadlocks, there is no other way but to disable banners and (re)generate one.

To generate an access token in advance, please see How To Generate Access Token Dynamically, and please do token generation with Ansible with all the login banners disabled(it’s not necessay to disable banners if we generate access token from WEB UI).

FGVM02TM20012347 # config system global
FGVM02TM20012347 (global) # set post-login-banner disable
FGVM02TM20012347 (global) # set pre-login-banner disable
FGVM02TM20012347 (global) # end
FGVM02TM20012347 #







where to keep generated access token?

Normally if we generate an access token from WEB UI, we may put it in inventory file as a variable fortios_access_token:

[fortigates]
fortigate01 ansible_host=<the address of the host> fortios_access_token=<the access token>





we can encrypt the inventory file through ansible tool ansible-vault, thus avoiding token leaks.

To automate token (re)generation, we might also want to keep it somewhere else in local storage. An example is given below to show how to save and re-use a token later:

- name: Generate The API token
  fortios_monitor:
     vdom: 'root'
     selector: 'generate-key.system.api-user'
     params:
         api-user: 'AnsibleAPIUser'
  register: tokeninfo

- name: Save the API token
  copy:
     content: "{{ tokeninfo.meta.results.access_token }}"
     dest: './access_token.save'





then in subsequent tasks, we read the token directly from saved file:

vars:
 vdom: "root"
 ansible_httpapi_use_ssl: yes
 ansible_httpapi_validate_certs: no
 ansible_httpapi_port: 443
 saved_access_token: "{{ lookup( 'file', './access_token.save') | string }}"

tasks:
 - name: do another api request with saved access_token
   fortios_configuration_fact:
     access_token: "{{ saved_access_token }}"
     vdom: 'root'
     selector: 'system_status'





Caveats: saved access token is not guarded by Ansible, once leaked, others may access the FOS illegally. one way to restrict illegal access is to limit source localtion in ipv4_trusthost during creating the API users.




How To Work With Raw FotiOS CLI?

In FortiOS, some CLI commands are not exported as RestAPI, as a reasult, Ansible FortiOS collection has no identical module for those CLI commands.
And FortiOS default CLI shell is not a standard Unix shell, so Ansible builtin modules like shell and command are of no use.
To work this around in Ansible, we use a verbose but very efficient and flexible way to execute some FortiOS CLI commands from Ansible.

Below are two examples of the template:

Append a firewall address member to a group using append command:

- hosts: localhost
  vars:
    # ======================== Below are crenditials to connect to Fortigate Device========
    fgt_host: '192.168.190.171'
    fgt_user: 'admin'
    fgt_pass: 'password'

    firewall_group_name: 'firwalladdressgroup0'
    firewall_address_name: 'firewalladdress0'
    # =====================================================================================
    script_path: '/tmp/fgt.shell.task'
  tasks:
   - name: Prepare The Shell Scrit Template.
     raw: |
            cat > {{script_path }} << EOF_OUTER
            # /bin/bash
            # Please make sure tool sshpass is installed. e.g. on Debian/Ubuntu, apt-get install sshpass.
            # Optionally you can pass some parameters.
            # The character `a` at second line below is to avoid post-login-banner barrier.
            sshpass -p '{{ fgt_pass }}' ssh -o StrictHostKeyChecking=no {{ fgt_user }}@{{ fgt_host }} <<EOF
            a
            # ====================== Edit Your Commands Below =============================================
            config firewall addrgrp
            edit '\$1'
            append member '\$2'
            end
            # ==============================================================================================
            EOF
            EOF_OUTER


   - name: Execute The Cli Commands.
     raw: |
            chmod +x {{ script_path }} && {{ script_path }} '{{ firewall_group_name }}' '{{ firewall_address_name }}'
     args:
       executable: /bin/bash





Enable/Disable pre-/post- login banners

- hosts: localhost
  vars:
    # ======================== Below are crenditials to connect to Fortigate Device========
    fgt_host: '192.168.190.171'
    fgt_user: 'admin'
    fgt_pass: 'password'
    # =====================================================================================
    script_path: '/tmp/fgt.shell.task'
  tasks:
   - name: Prepare The Shell Scrit Template.
     raw: |
            cat > {{script_path }} << EOF_OUTER
            # /bin/bash
            # Please make sure tool sshpass is installed. e.g. on Debian/Ubuntu, apt-get install sshpass.
            # Optionally you can pass some parameters.
            # The character `a` at second line below is to avoid post-login-banner barrier.
            sshpass -p '{{ fgt_pass }}' ssh -o StrictHostKeyChecking=no {{ fgt_user }}@{{ fgt_host }} <<EOF
            a
            # ====================== Edit Your Commands Below =============================================
            config system global
            set pre-login-banner '\${1:-disbale}'
            set post-login-banner '\${2:-disable}'
            end
            # ==============================================================================================
            EOF
            EOF_OUTER


   - name: Execute The Cli Commands, e.g. enable pre- and post- login banner.
     raw: |
            chmod +x {{ script_path }} && {{ script_path }} enable enable
     args:
       executable: /bin/bash







How to use the set_fact module in a task?

In Ansible, there’s an important module that works with variables and is used to get or set variable values, which is set_fact.
This module is used to set new variables and these variables are available to subsequent plays in a playbook.
Using set_fact, we can store the value after preparing it on the fly using certain task.

The following example will show you how set_fact module can be used in a task to configure the firewall address group.

Configuring the firewall address group with a string type of variable that contains all the grouped firewall addresses:

- hosts: fortigateslab
  connection: httpapi
  collections:
    - fortinet.fortios
  vars:
    vdom: 'root'
    ansible_httpapi_use_ssl: yes
    ansible_httpapi_validate_certs: no
    ansible_httpapi_port: 443
    demo_input: 'login.microsoftonline.com, login.microsoft.com, login.windows.net'
    demo_members: []
  tasks:
    - name: Process input content
      set_fact:
        demo_members: "{{ demo_members + [{'name': item.strip(' ')}] }}"
      with_items:
        - "{{demo_input.split(',')}}"

    - debug:
        var: demo_members

    - name: Configure Firewall Schedule Recurring
      fortios_firewall_addrgrp:
        vdom:  '{{ vdom }}'
        state: 'present'
        enable_log: True
        access_token: '{{ fortios_access_token }}'
        firewall_addrgrp:
          name: 'group_1'
          comment: 'created via Ansible'
          visibility: 'enable'
          member: '{{ demo_members }}'





In the example, the first task is preprocessing the input content.
Specifically, it splits the input content with comma to get a list of the firewall addresses.
Then it appends the each address to the variable demo_members.
So the demo_members variable can be assigned to the variable members in the subsequent play.





          

      

      

    

  

    
      
          
            
  
Get Help








Technical and Commuity Support

You can get support from Fortinet Technical Assistance Center [https://www.fortinet.com/support/contact.html].

For Ansible common issue, you can also get support from the community [https://www.ansible.com/]



Filing issues.

You can get support from the community engineering team via filing an
issue in git issues page [https://github.com/fortinet-ansible-dev/ansible-galaxy-fortios-collection/issues]





          

      

      

    

  

    
      
          
            
  
Configuration Modules



	fortios_alertemail_setting – Configure alert email settings in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_heuristic – Configure global heuristic options in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_mms_checksum – Configure MMS content checksum list in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_notification – Configure AntiVirus notification lists in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_profile – Configure AntiVirus profiles in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_quarantine – Configure quarantine options in Fortinet’s FortiOS and FortiGate.

	fortios_antivirus_settings – Configure AntiVirus settings in Fortinet’s FortiOS and FortiGate.

	fortios_application_custom – Configure custom application signatures in Fortinet’s FortiOS and FortiGate.

	fortios_application_group – Configure firewall application groups in Fortinet’s FortiOS and FortiGate.

	fortios_application_list – Configure application control lists in Fortinet’s FortiOS and FortiGate.

	fortios_application_name – Configure application signatures in Fortinet’s FortiOS and FortiGate.

	fortios_application_rule_settings – Configure application rule settings in Fortinet’s FortiOS and FortiGate.

	fortios_authentication_rule – Configure Authentication Rules in Fortinet’s FortiOS and FortiGate.

	fortios_authentication_scheme – Configure Authentication Schemes in Fortinet’s FortiOS and FortiGate.

	fortios_authentication_setting – Configure authentication setting in Fortinet’s FortiOS and FortiGate.

	fortios_automation_setting – Automation setting configuration in Fortinet’s FortiOS and FortiGate.

	fortios_certificate_ca – CA certificate in Fortinet’s FortiOS and FortiGate.

	fortios_certificate_crl – Certificate Revocation List as a PEM file in Fortinet’s FortiOS and FortiGate.

	fortios_certificate_local – Local keys and certificates in Fortinet’s FortiOS and FortiGate.

	fortios_certificate_remote – Remote certificate as a PEM file in Fortinet’s FortiOS and FortiGate.

	fortios_cifs_domain_controller – Define known domain controller servers in Fortinet’s FortiOS and FortiGate.

	fortios_cifs_profile – Configure CIFS profile in Fortinet’s FortiOS and FortiGate.

	fortios_credential_store_domain_controller – Define known domain controller servers in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_data_type – Configure predefined data type used by DLP blocking in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_dictionary – Configure dictionaries used by DLP blocking in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_filepattern – Configure file patterns used by DLP blocking in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_fp_doc_source – Create a DLP fingerprint database by allowing the FortiGate to access a file server containing files from which to create fingerprints in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_fp_sensitivity – Create self-explanatory DLP sensitivity levels to be used when setting sensitivity under config fp-doc-source in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_profile – Configure DLP profiles in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_sensitivity – Create self-explanatory DLP sensitivity levels to be used when setting sensitivity under config fp-doc-source in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_sensor – Configure sensors used by DLP blocking in Fortinet’s FortiOS and FortiGate.

	fortios_dlp_settings – Designate logical storage for DLP fingerprint database in Fortinet’s FortiOS and FortiGate.

	fortios_dnsfilter_domain_filter – Configure DNS domain filters in Fortinet’s FortiOS and FortiGate.

	fortios_dnsfilter_profile – Configure DNS domain filter profile in Fortinet’s FortiOS and FortiGate.

	fortios_dpdk_cpus – Configure CPUs enabled to run engines in each DPDK stage in Fortinet’s FortiOS and FortiGate.

	fortios_dpdk_global – Configure global DPDK options in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_block_allow_list – Configure anti-spam block/allow list in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_bwl – Configure anti-spam black/white list in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_bword – Configure AntiSpam banned word list in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_dnsbl – Configure AntiSpam DNSBL/ORBL in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_fortishield – Configure FortiGuard - AntiSpam in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_iptrust – Configure AntiSpam IP trust in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_mheader – Configure AntiSpam MIME header in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_options – Configure AntiSpam options in Fortinet’s FortiOS and FortiGate.

	fortios_emailfilter_profile – Configure Email Filter profiles in Fortinet’s FortiOS and FortiGate.

	fortios_endpoint_control_client – Configure endpoint control client lists in Fortinet’s FortiOS and FortiGate.

	fortios_endpoint_control_fctems – Configure FortiClient Enterprise Management Server (EMS) entries in Fortinet’s FortiOS and FortiGate.

	fortios_endpoint_control_forticlient_ems – Configure FortiClient Enterprise Management Server (EMS) entries in Fortinet’s FortiOS and FortiGate.

	fortios_endpoint_control_forticlient_registration_sync – Configure FortiClient registration synchronization settings in Fortinet’s FortiOS and FortiGate.

	fortios_endpoint_control_profile – Configure FortiClient endpoint control profiles in Fortinet’s FortiOS and FortiGate.

	fortios_endpoint_control_registered_forticlient – Registered FortiClient list in Fortinet’s FortiOS and FortiGate.

	fortios_endpoint_control_settings – Configure endpoint control settings in Fortinet’s FortiOS and FortiGate.

	fortios_extender_controller_dataplan – FortiExtender dataplan configuration in Fortinet’s FortiOS and FortiGate.

	fortios_extender_controller_extender – Extender controller configuration in Fortinet’s FortiOS and FortiGate.

	fortios_extender_controller_extender_profile – FortiExtender extender profile configuration in Fortinet’s FortiOS and FortiGate.

	fortios_extender_extender_info – Display FortiExtender struct information in Fortinet’s FortiOS and FortiGate.

	fortios_extender_lte_carrier_by_mcc_mnc – Display FortiExtender modem carrier based on MCC and MNC in Fortinet’s FortiOS and FortiGate.

	fortios_extender_lte_carrier_list – Display FortiExtender modem carrier list in Fortinet’s FortiOS and FortiGate.
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	fortios_waf_main_class – Hidden table for datasource in Fortinet’s FortiOS and FortiGate.

	fortios_waf_profile – Configure Web application firewall configuration in Fortinet’s FortiOS and FortiGate.

	fortios_waf_signature – Hidden table for datasource in Fortinet’s FortiOS and FortiGate.

	fortios_waf_sub_class – Hidden table for datasource in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_auth_group – Configure WAN optimization authentication groups in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_cache_service – Designate cache-service for wan-optimization and webcache in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_content_delivery_network_rule – Configure WAN optimization content delivery network rules in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_peer – Configure WAN optimization peers in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_profile – Configure WAN optimization profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_remote_storage – Configure a remote cache device as Web cache storage in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_settings – Configure WAN optimization settings in Fortinet’s FortiOS and FortiGate.

	fortios_wanopt_webcache – Configure global Web cache settings in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_debug_url – Configure debug URL addresses in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_explicit – Configure explicit Web proxy settings in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_forward_server – Configure forward-server addresses in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_forward_server_group – Configure a forward server group consisting or multiple forward servers. Supports failover and load balancing in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_global – Configure Web proxy global settings in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_profile – Configure web proxy profiles in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_url_match – Exempt URLs from web proxy forwarding and caching in Fortinet’s FortiOS and FortiGate.

	fortios_web_proxy_wisp – Configure Websense Integrated Services Protocol (WISP) servers in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_content – Configure Web filter banned word table in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_content_header – Configure content types used by Web filter in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_fortiguard – Configure FortiGuard Web Filter service in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ftgd_local_cat – Configure FortiGuard Web Filter local categories in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ftgd_local_rating – Configure local FortiGuard Web Filter local ratings in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ips_urlfilter_cache_setting – Configure IPS URL filter cache settings in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ips_urlfilter_setting – Configure IPS URL filter settings in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_ips_urlfilter_setting6 – Configure IPS URL filter settings for IPv6 in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_override – Configure FortiGuard Web Filter administrative overrides in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_profile – Configure Web filter profiles in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_search_engine – Configure web filter search engines in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_status – Display rating info in Fortinet’s FortiOS and FortiGate.

	fortios_webfilter_urlfilter – Configure URL filter lists in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_access_control_list – Configure WiFi bridge access control list in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_address – Configure the client with its MAC address in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_addrgrp – Configure the MAC address group in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_ap_status – Configure access point status (rogue | accepted | suppressed) in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_apcfg_profile – Configure AP local configuration profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_arrp_profile – Configure WiFi Automatic Radio Resource Provisioning (ARRP) profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_ble_profile – Configure Bluetooth Low Energy profile in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_bonjour_profile – Configure Bonjour profiles. Bonjour is Apple’s zero configuration networking protocol. Bonjour profiles allow APs and FortiAPs to connnect to networks using Bonjour in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_client_info – Wireless controller client-info in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_global – Configure wireless controller global settings in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_3gpp_cellular – Configure 3GPP public land mobile network (PLMN) in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_ip_address_type – Configure IP address type availability in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_nai_realm – Configure network access identifier (NAI) realm in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_network_auth_type – Configure network authentication type in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_roaming_consortium – Configure roaming consortium in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_venue_name – Configure venue name duple in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_anqp_venue_url – Configure venue URL in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_advice_of_charge – Configure advice of charge in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_conn_capability – Configure connection capability in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_operator_name – Configure operator friendly name in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_osu_provider – Configure online sign up (OSU) provider list in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_osu_provider_nai – Configure online sign up (OSU) provider NAI list in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_terms_and_conditions – Configure terms and conditions in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_h2qp_wan_metric – Configure WAN metrics in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_hs_profile – Configure hotspot profile in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_icon – Configure OSU provider icon in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_hotspot20_qos_map – Configure QoS map set in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_inter_controller – Configure inter wireless controller operation in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_log – Configure wireless controller event log filters in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_mpsk_profile – Configure MPSK profile in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_nac_profile – Configure WiFi network access control (NAC) profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_qos_profile – Configure WiFi quality of service (QoS) profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_region – Configure FortiAP regions (for floor plans and maps) in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_rf_analysis – Wireless controller rf-analysis in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_setting – VDOM wireless controller configuration in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_snmp – Configure SNMP in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_spectral_info – Wireless controller spectrum analysis in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_ssid_policy – Configure WiFi SSID policies in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_status – Wireless controller status in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_syslog_profile – Configure Wireless Termination Points (WTP) system log server profile in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_timers – Configure CAPWAP timers in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_utm_profile – Configure UTM (Unified Threat Management) profile in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_vap – Configure Virtual Access Points (VAPs) in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_vap_group – Configure virtual Access Point (VAP) groups in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_vap_status – Wireless controller VAP-status in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wag_profile – Configure wireless access gateway (WAG) profiles used for tunnels on AP in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wids_profile – Configure wireless intrusion detection system (WIDS) profiles in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wtp – Configure Wireless Termination Points (WTPs), that is, FortiAPs or APs to be managed by FortiGate in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wtp_group – Configure WTP groups in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wtp_profile – Configure WTP profiles or FortiAP profiles that define radio settings for manageable FortiAP platforms in Fortinet’s FortiOS and FortiGate.

	fortios_wireless_controller_wtp_status – Wireless controller WTP-status in Fortinet’s FortiOS and FortiGate.








          

      

      

    

  

    
      
          
            
  
fortios_alertemail_setting – Configure alert email settings in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify alertemail feature and setting category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 
	v6.4.0 
	v6.4.1 
	v6.4.4 
	v7.0.0 
	v7.0.1 
	v7.0.2 
	v7.0.3 
	v7.0.4 
	v7.0.5 
	v7.0.6 
	v7.0.7 
	v7.0.8 
	v7.2.0 
	v7.2.1 
	v7.2.2 



	fortios_alertemail_setting
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes





  
    

    fortios_antivirus_heuristic – Configure global heuristic options in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_antivirus_heuristic – Configure global heuristic options in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and heuristic category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 
	v6.4.0 
	v6.4.1 
	v6.4.4 



	fortios_antivirus_heuristic
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes





  
    

    fortios_antivirus_mms_checksum – Configure MMS content checksum list in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_antivirus_mms_checksum – Configure MMS content checksum list in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and mms_checksum category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 



	fortios_antivirus_mms_checksum
	yes
	yes
	yes
	yes
	yes
	yes
	yes





  
    

    fortios_antivirus_notification – Configure AntiVirus notification lists in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_antivirus_notification – Configure AntiVirus notification lists in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and notification category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 



	fortios_antivirus_notification
	yes
	yes
	yes
	yes
	yes
	yes
	yes





  
    

    fortios_antivirus_profile – Configure AntiVirus profiles in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_antivirus_profile – Configure AntiVirus profiles in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and profile category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 
	v6.4.0 
	v6.4.1 
	v6.4.4 
	v7.0.0 
	v7.0.1 
	v7.0.2 
	v7.0.3 
	v7.0.4 
	v7.0.5 
	v7.0.6 
	v7.0.7 
	v7.0.8 
	v7.2.0 
	v7.2.1 
	v7.2.2 



	fortios_antivirus_profile
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes





  
    

    fortios_antivirus_quarantine – Configure quarantine options in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_antivirus_quarantine – Configure quarantine options in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and quarantine category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 
	v6.4.0 
	v6.4.1 
	v6.4.4 
	v7.0.0 
	v7.0.1 
	v7.0.2 
	v7.0.3 
	v7.0.4 
	v7.0.5 
	v7.0.6 
	v7.0.7 
	v7.0.8 
	v7.2.0 
	v7.2.1 
	v7.2.2 



	fortios_antivirus_quarantine
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes





  
    

    fortios_antivirus_settings – Configure AntiVirus settings in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_antivirus_settings – Configure AntiVirus settings in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify antivirus feature and settings category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 
	v6.4.0 
	v6.4.1 
	v6.4.4 
	v7.0.0 
	v7.0.1 
	v7.0.2 
	v7.0.3 
	v7.0.4 
	v7.0.5 
	v7.0.6 
	v7.0.7 
	v7.0.8 
	v7.2.0 
	v7.2.1 
	v7.2.2 



	fortios_antivirus_settings
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes





  
    

    fortios_application_custom – Configure custom application signatures in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_application_custom – Configure custom application signatures in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify application feature and custom category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 
	v6.4.0 
	v6.4.1 
	v6.4.4 
	v7.0.0 
	v7.0.1 
	v7.0.2 
	v7.0.3 
	v7.0.4 
	v7.0.5 
	v7.0.6 
	v7.0.7 
	v7.0.8 
	v7.2.0 
	v7.2.1 
	v7.2.2 



	fortios_application_custom
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes





  
    

    fortios_application_group – Configure firewall application groups in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_application_group – Configure firewall application groups in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify application feature and group category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 
	v6.4.0 
	v6.4.1 
	v6.4.4 
	v7.0.0 
	v7.0.1 
	v7.0.2 
	v7.0.3 
	v7.0.4 
	v7.0.5 
	v7.0.6 
	v7.0.7 
	v7.0.8 
	v7.2.0 
	v7.2.1 
	v7.2.2 



	fortios_application_group
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes
	yes





  
    

    fortios_application_list – Configure application control lists in Fortinet’s FortiOS and FortiGate.
    

    

    

    
 
  

    
      
          
            
  
fortios_application_list – Configure application control lists in Fortinet’s FortiOS and FortiGate.


New in version 2.0.0.





	Synopsis


	Requirements


	FortiOS Version Compatibility


	Parameters


	Notes


	Examples


	Return Values


	Status


	Authors







Synopsis


	This module is able to configure a FortiGate or FortiOS (FOS) device by allowing the user to set and modify application feature and list category. Examples include all parameters and values need to be adjusted to datasources before usage. Tested with FOS v6.0.0






Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9






FortiOS Version Compatibility




	
	v6.0.0 
	v6.0.5 
	v6.0.11 
	v6.2.0 
	v6.2.3 
	v6.2.5 
	v6.2.7 
	v6.4.0 
	v6.4.1 
	v6.4.4 
	v7.0.0 
	v7.0.1 
	v7.0.2 
	v7.0.3 
	v7.0.4 
	v7.0.5 
	v7.0.6 
	v7.0.7 
	v7.0.8 
	v7.2.0 
	v7.2.1 
	